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2. Reason for Change

Issue-1:

Text in subclause 4.4.2.2 gives normative requirements on 5GSM protocol. This text is not specific to non-3GPP access and thus is out of scope of 24.502.
Issue-2:

Text in subclause 4.4.2.3 gives normative requirements on association of uplink user data packets with QFI. This handling is specified in 24.501 subclause 6.2.5.1.3 as well. Therefore, text in subclause 4.4.2.3 is not specific to non-3GPP access and needs to be replaced with a pointer to 24.501.
Issue-3:

Text in subclause 4.4.2.3 gives too much details on N3IWF - UPF interface which is out of scope of 24.502.
Issue-4:

Text in subclause 8.3.2 should be enhanced to describe where to place the  user data packet, QFI and RQI.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.502.
* * * Change * * *

4.4.2.2
QoS signalling
A QoS flow is controlled by the SMF and can be preconfigured, or established via the UE requested PDU Session establishment via untrusted non-3GPP access procedure, the UE or network requested PDU session modification via untrusted non-3GPP access procedure. (see 3GPP TS 23.502 [3]),
During PDU session establishment, based on local policies, pre-configuration and the QoS profiles received, the N3IWF determines the number of IPsec child SAs to establish and the QoS profiles associated with each IPsec child SA. The N3IWF then initiates IPsec SA creation procedure to establish Child SAs associating to the QoS flows of the PDU session. 
* * * Change * * *

4.4.2.3
QoS differentiation in user plane
For uplink, the UE associates an uplink user data packet with a QFI as specified in 3GPP TS 24.501 [4]. The UE shall mark the uplink user data packet with the QFI associated with the uplink user data packet in the GRE header and select IPsec child SA based on PDU session and QFI associated with the uplink user data packet.
For downlink, the UPF maps the user data packet to a QoS flow. The N3IWF shall determine the IPsec child SA to use for sending of the downlink user data packet over NWu based on mapping of the QoS flow to the IPsec child SA based on QFI of the QoS flow of the user data packet and the identity of the PDU Session of the user data packet.

* * * Change * * *

4.4.2.4
Reflective QoS

Reflective QoS is also supported when the UE accesses the 5GCN via untrusted non-3GPP access network as specified in 3GPP TS 23.502 [3]. If the N3IWF receives a downlink user packet associated with Reflective QoS Indicator (RQI), the N3IWF shall set the RQI in the GRE header when the N3IWF encapsulates the downlink user data packet into a GRE encapsulated user data packet as specified in subclause 8.3.
* * * Change * * *

8.3.2
GRE encapsulation

A user data packet is transported in a GRE encapsulated user data packet as specified in subclause 9.3.3.

The GRE encapsulated user data packet is transported using ESP protocol in transport mode as specified in IETF RFC 4303 [11] between the UE and the N3IWF. In the ESP packet:

a)
the ESP Security Parameter Index is corresponding to the user plane IPsec SA;
b)
the value of next header field shall be set to 2FH; and

c)
the payload data field shall contain the GRE encapsulated user data packet.
In the GRE encapsulated user data packet:

a)
the payload packet field is set to the user data packet;
b)
the QFI field of the key field of the GRE header field is set to the QFI associated with the user data packet;
c)
if the N3IWF needs to send RQI for a downlink user data packet, the RQI field of the key field of the GRE header is set to "RQI is indicated"; and
d)
if the N3IWF does not need to send RQI for a downlink user data packet or the UE sends an uplink user data packet, the RQI field of the key field of the GRE header is set to "RQI is not indicated".
Due to the application of IPsec to IP fragments being prohibited for IPSec in transport mode (see IETF RFC 4301 [12]), the sending entity (UE or N3IWF) shall create an IP packet carrying the entire GRE encapsulated user data packet, irrespective of the path MTU between the UE and the N3IWF, and shall apply IPsec on the unfragmented IP packet carrying the entire GRE encapsulated user data packet.

NOTE:
IP packet created by application of IPsec can be fragmented by the sending entity based on the path MTU between the UE and the N3IWF.

If a non-3GPP access network does not support transport of IP fragments, the maximum size of a user data packet is equal to the path MTU between the UE and N3IWF, decreased by the length of the IP header, the length of the ESP header and trailer and the length of the GRE header.

EXAMPLE:
If a non-3GPP access network is an IPv6 only network which does not support transport of IP fragments, the path MTU between the UE and the N3IWF is 1280 octets and the length of IPv6 header is 40 octets then the maximum size of the user data packet is 1222 octets.
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