Error! No text of specified style in document.
2
Error! No text of specified style in document.


[bookmark: _Toc508877255]3GPP TSG-CT WG1 Meeting #110	C1-182728
Kunming (PRC), 16 – 20 April 2018

Source:	Ericsson
Title:	Addition of Security protected 5GS NAS message
Spec:	3GPP TS 24.501 v1.0.0
Agenda item:	15.2.2.3
Document for:	Agreement

1. Introduction
Security protected 5GS NAS message is not yet defined in 24.501 and needs to be added.
2. Reason for Change
It is proposed to add a security protected 5GS NAS message following the same principles in 4G where security protection is included in a specific security protected NAS message. The needed parameters for security protection are included in the security protected 5GS NAS message. The actual NAS message is included as a plain 5GS NAS message in an information element in the security protected 5GS NAS message.
The differences compared to EPS security protected NAS message are:
	a) Only 5GMM NAS messages need to be included in the plain NAS message “container”.
	b) No exception for Service request message is needed.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501 v1.0.0.


* * * First Change * * * *

8.2.x	Security protected 5GS NAS message
8.2.x.1	Message definition
This message is sent by the UE or the network to transfer a NAS message together with the sequence number and the message authentication code protecting the message. See table 8.2.x.1.1.
Message type:	SECURITY PROTECTED 5GS NAS MESSAGE
Significance:		dual
Direction:			both
Table 8.2.x.1.1: SECURITY PROTECTED 5GS NAS MESSAGE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.4
	M
	V
	1/2

	
	Message authentication code
	Message authentication code
9.8.3.25
	M
	V
	4

	
	Sequence number
	Sequence number
9.8.3.x1
	M
	V
	1

	
	NAS message
	NAS message
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	M
	V
	3-n




* * * Next Change * * * *


[bookmark: _Toc508877375]9	General message format and information elements coding
[bookmark: _Toc508877376]9.1	Overview
Within the protocols defined in the present document, every 5GS NAS message is a standard L3 message as defined in 3GPP TS 24.007 [8]. This means that the message consists of the following parts:
1)	if the message is a plain 5GS NAS message:
a)	extended protocol discriminator;
b)	security header type or PDU session identity;
c)	procedure transaction identity;
d)	message type;
e)	other information elements, as required.
2)	if the message is a security protected 5GS NAS message:
a)	extended protocol discriminator;
b)	security header type;
c)	message authentication code;
d)	sequence number;
e)	plain 5GS NAS message, as defined in item 1
Editor's note:	The message parts of a security protected 5GS NAS message are FFS.
The organization of a plain 5GS NAS message is illustrated in the example shown in figure 6.69.1.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Extended protocol discriminator
	octet 1

	Security header type associated with a spare half octet; or
PDU session identity
	octet 2

	Procedure transaction identity
	octet 3

	Message type
	octet 4

	
	octet 5

	Other information elements as required
	

	
	octet n


Figure 6.69.1.1: General message organization example for a plain 5GS NAS message
The organization of a security protected 5GS NAS message is illustrated in the example shown in figure 9.1.2.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Extended protocol discriminator
	octet 1

	Security header type associated with a spare half octet;
	octet 2

	
	octet 3

	Message authentication code
	

	
	

	
	octet 6

	Sequence number
	octet 7

	
	octet 8

	Plain 5GS NAS message
	

	
	octet n


Figure 9.1.2: General message organization example for a security protected 5GS NAS message
Editor's note:	The organization of a security protected 5GS NAS message is FFS.
Unless specified otherwise in the message descriptions of clause 8 and clause 9, a particular information element shall not be present more than once in a given message.
When a field extends over more than one octet, the order of bit values progressively decreases as the octet number increases. The least significant bit of the field is represented by the lowest numbered bit of the highest numbered octet of the field.

* * * Next Change * * * *


[bookmark: _Toc508877377]9.2	Extended protocol discriminator
[bookmark: OLE_LINK23]Bits 1 to 8 of the first octet of every 5GS NAS message contain the Extended protocol discriminator (EPD) IE. The EPD and its use are defined in 3GPP TS 24.007 [8]. The extended protocol discriminator in the header (see 3GPP TS 24.007 [8]) of a security protected 5GS NAS message is encoded as "5GS mobility management messages".
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* * * Next Change * * * *

9.3	Security header type
Bits 1 to 4 of the second octet of every 5GMM message contain the Security header type IE. This IE includes control information related to the security protection of a 5GMM message. The total size of the Security header type IE is 4 bits. 
The Security header type IE can take the values shown in table 9.3.1.
Table 9.3.1: Security header type
	Security header type (octet 1)

	
Bits

	4
	3
	2
	1
	

	0
	0
	0
	0
	Plain 5GS NAS message, not security protected

	
	
	
	
	

	
	
	
	
	Security protected 5GS NAS message:

	0
	0
	0
	1
	Integrity protected

	0
	0
	1
	0
	Integrity protected and ciphered

	0
	0
	1
	1
	Integrity protected with new 5GS security context (NOTE 1)

	0
	1
	0
	0
	Integrity protected and ciphered with new 5GS security context (NOTE 2)

	
	
	
	
	

	All other values are reserved.

	

	NOTE 1:	This codepoint may be used only for a SECURITY MODE COMMAND message.
NOTE 2:	This codepoint may be used only for a SECURITY MODE COMPLETE message.



An 5GMM message received with the security header type encoded as 0000 shall be treated as not security protected, plain 5GS NAS message. A protocol entity sending a not security protected 5GMM message shall send the message as plain 5GS NAS message and encode the security header type as 0000.
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* * * Next Change * * * *


[bookmark: _Toc508877414]9.8.3.25	Message authentication code
The message authentication code (MAC) information element contains the integrity protection information for the message. The MAC IE shall be included in the security protected 5GS NAS message if a valid 5GS security context exists and security functions are started.
Editor's note:	The usage of MAC is FFS.
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* * * Next Change * * * *

9.8.3.x1	Sequence number
This IE includes the NAS message sequence number (SN) which consists of the eight least significant bits of the NAS COUNT for a security protected 5GS NAS message. The usage of SN is specified in subclause 4.4.x.

* * * Next Change * * * *

9.8.3.x2	NAS message
This IE includes a complete plain 5GS NAS message as specified in subclause 8.2. The SECURITY PROTECTED 5GS NAS MESSAGE message is not a plain 5GS NAS message and shall not be included in this IE.

* * * End of Changes * * * *
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