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1. Introduction
The present P-CR proposes to remove Editor’s notes for SM sublayer states related to authentication and authorization procedure.
[bookmark: _Toc509916272]2. Reason for Change
[bookmark: _Toc509916404]In 3GPP 23.502, the following are specified:
4.3.2.2.1	Non-roaming and Roaming with Local Breakout
…
6.	Optional Secondary authorization/authentication.
	If the Request Type in step 3 indicates "Existing PDU Session", the SMF does not perform secondary authorization/authentication.
	If the Request Type received in step 3 indicates "Emergency Request" or "Existing Emergency PDU Session", the SMF shall not perform secondary authorization/authentication.
	If the SMF needs to perform secondary authorization/authentication during the establishment of the PDU Session by a DN-AAA server as described in TS 23.501 [2] clause 5.6.6, the SMF triggers the PDU Session establishment authentication/authorization as described in clause 4.3.2.3.
[bookmark: _Toc509916275]4.3.2.3	Secondary authorization/authentication by an DN-AAA server during the PDU Session establishment
The PDU Session establishment authentication/authorization is optionally triggered by the SMF during a PDU Session establishment and performed transparently via a UPF or directly with the DN-AAA server without involving the UPF if the DN-AAA server is located in the 5GC and reachable directly, as described in TS 23.501 [2], clause 5.6.6.
In the case of Home Routed Roaming, unless specified otherwise, the SMF in the information flow defined in this clause is the H-SMF.

In 3GPP 24.501, the following are specified:
[bookmark: _Toc508877102]6.3.1	PDU session establishment authentication and authorization procedure
[bookmark: _Toc508877103]6.3.1.1	General
The purpose of the PDU session establishment authentication and authorization procedure is to enable the DN:
1)	to authenticate the upper layers of the UE, when establishing the PDU session;
2)	to authorize the upper layers of the UE, when establishing the PDU session; or
3)	both of the above.
The PDU session establishment authentication and authorization procedure can be performed only during the UE-requested PDU session establishment procedure establishing a non-emergency PDU session. The PDU session establishment authentication and authorization procedure shall not be performed during the UE-requested PDU session establishment procedure establishing an emergency PDU session.
The network authenticates the UE using the Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [26].
EAP has defined four types of EAP messages:
a)	an EAP-request message;
b)	an EAP-response message;
c)	an EAP-success message; and
d)	an EAP-failure message.
The EAP-request message is transported from the network to the UE using the PDU SESSION AUTHENTICATION COMMAND message.
The EAP-response message to the EAP-request message is transported from the UE to the network using the PDU SESSION AUTHENTICATION COMPLETE message.
If the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT ACCEPT message.
If the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT REJECT message.
[bookmark: _Toc508877104]6.3.1.2	PDU session establishment authentication and authorization procedure initiation
In order to initiate the PDU session establishment authentication and authorization procedure, the SMF shall create a PDU SESSION AUTHENTICATION COMMAND message.
The SMF shall set the PTI IE of the PDU SESSION AUTHENTICATION COMMAND message to "No procedure transaction identity assigned".
The SMF shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message to the EAP-request message provided by the DN or generated locally.
The SMF shall send the PDU SESSION AUTHENTICATION COMMAND message, and the SMF shall start timer T3590 (see example in figure 6.3.1.1).
Upon receipt of a PDU SESSION AUTHENTICATION COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE passes to the upper layers the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.
Observation 1: PDU session establishment authentication and authorization procedure is triggered within PDU SESSION ESTABLISHMENT procedure.
Observation 2: The result of PDU session establishment authentication and authorization is reflected via SM cause value and EAP message in PDU SESSION ESTABLISHMENT REJECT message or EAP message in PDU SESSION ESTABLISHMENT ACCEPT message.
Observation 3: PDU session establishment authentication and authorization procedure is transparent to 5GSM except for the triggering check at SMF and transport of EAP message via NAS.
Conclusion: Based on the observations, there is no impact on the state transition with regard to the PDU session establishment authentication and authorization procedure. Therefore, it is proposed to remove Editor’s notes for SM sublayer states related to authentication and authorization procedure. 
3. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501 V1.0.0.


* * * First Change * * * *
[bookmark: _Toc508877058]6.1.3.2.1	Overview
In the following subclauses, the possible 5GSM sublayer states of the UE are described and shown in figure 6.1.3.2.1.1.



NOTE:	Not all possible transitions are shown in this figure.
Editor's note:	The fatal causes and non-fatal causes used in the 5GSM procedure are FFS.
Editor's note:	Whether the PDU session establishment authentication and authorization procedure impacts the state transition is FFS.
Figure 6.1.3.2.1.1: The 5GSM sublayer states for PDU session handling in the UE (overview)
* * * Next Change * * * *
[bookmark: _Toc508877067]6.1.3.3.1	Overview
In the following subclauses, the possible 5GSM sublayer states of the network are described and shown in Figure 6.1.3.3.1.1.


NOTE:	Not all possible transitions are shown in this figure.
Editor's note:	The fatal causes and non-fatal causes used in the 5GSM procedure are FFS.
Editor's note:	Whether the PDU session establishment authentication and authorization procedure impacts the state transition is FFS.
Figure 6.1.3.3.1.1: The 5GSM sublayer states for PDU session handling in the network (overview)

* * * Next Change * * * *
[bookmark: _Toc508877128]6.4.1.4.1	General
If the connectivity with the requested DN is rejected by the network, the SMF shall create a SM PDU SESSION ESTABLISHMENT REJECT message.
If the UE requests a PDU session establishment for an LADN when the UE is located outside the LADN service area, the SMF shall reject the request.
The SMF shall set the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message to indicate the reason for rejecting the PDU session establishment.
The 5GSM cause IE typically indicates one of the following SM cause values:
#26:	insufficient resources;
#27:	missing or unknown DNN;
#29:	user authentication failed;
#31:	request rejected, unspecified;
#50	PDU session type IPv4 only allowed;
#51	PDU session type IPv6 only allowed;
#67	insufficient resources for specific slice and DNN;
#68:	not supported SSC mode; or
#69	insufficient resources for specific slice.
Editor's note:	Further 5GSM causes are FFS.
Editor's note:	Further contents of the PDU SESSION ESTABLISHMENT REJECT are FFS.
If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv6", and the subscription, the SMF configuration, or both, are limited to IPv4 only for the requested DNN, the SMF shall include the 5GSM cause value #50 "PDU session type IPv4 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.
If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4", and the subscription, the SMF configuration, or both, are limited to IPv6 only for the requested DNN, the SMF shall include the 5GSM cause value #51 "PDU session type IPv6 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.
If the PDU SESSION ESTABLISHMENT REQUEST message contains the SSC mode IE indicating an SSC mode not supported by the subscription, the SMF configuration, or both of them, and the SMF decides to rejects the PDU session establishment, the SMF shall include the 5GSM cause value #68 "not supported SSC mode" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.
The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause value #26"insufficient resources" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is #26"insufficient resources" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured for high priority access in selected PLMN or the request type in the PDU SESSION ESTABLISHMENT REQUEST message is set to "initial emergency request" or "existing emergency PDU session", the network shall not include a Back-off timer value IE.
The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause value #67 "insufficient resources for specific slice and DNN" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is #67 "insufficient resources for specific slice and DNN" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured for high priority access in selected PLMN or the request type is "initial emergency request" or "existing emergency PDU session" in the PDU SESSION ESTABLISHMENT REQUEST message, the network shall not include a Back-off timer value IE.
Editor’s note:	Whether the SMF knows that the UE is a UE configured for high priority access so as not to include the Back-off timer is FFS.
The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause cause #69 "insufficient resources for specific slice" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is #69 "insufficient resources for specific slice" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured for high priority access in selected PLMN or the request type is "initial emergency request" in the PDU SESSION ESTABLISHMENT REQUEST message, the network shall not include a Back-off timer value IE.
The SMF shall send the SM PDU SESSION ESTABLISHMENT REJECT message.
Upon receipt of a PDU SESSION ESTABLISHMENT REJECT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE shall stop timer T3580 shall release the allocated PTI value and shall consider that the PDU session was not established.
If the DN authentication of the UE was performed and completed unsuccessfully, the SMF shall include the 5GSM cause value #xx29 "DN user authentication failed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message and shall set the EAP message IE of the PDU SESSION ESTABLISHMENT REJECT message to an EAP-failure message as specified in IETF RFC 3748 [26], provided by the DN.
If the 5GSM cause value is #26 "insufficient resources" and the Back-off timer value IE is included, the UE shall take different actions depending on the timer value received for timer T3396 in the Back-off timer value:
a)	If the timer value indicates neither zero nor deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T3396 associated with the corresponding DNN, if it is running. If the timer value indicates neither zero nor deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T3396 associated with no DNN if it is running. The UE shall then start timer T3396 with the value provided in the Back-off timer value IE and:
1)	shall not send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same DNN that was sent by the UE, until timer T3396 expires or timer T3396 is stopped; and
[bookmark: OLE_LINK19][bookmark: OLE_LINK20]2)	shall not send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until timer T3396 expires or timer T3396 is stopped.
The UE shall not stop timer T3396 upon a PLMN change or inter-system change;
b)	if the timer value indicates that this timer is deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T3396 associated with the corresponding DNN, if it is running. If the timer value indicates that this timer is deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T3396 associated with no DNN if it is running. The UE:
1)	shall not send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST for the same DNN until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same DNN from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same DNN from the network; and
2)	shall not send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, or a PDU SESSION RELEASE COMMAND messages including 5GSM cause IE set to 5GSM cause #39 "reactivation requested" for a non-emergency PDU session established without a DNN provided by the UE.
The timer T3396b remains deactivated upon a PLMN change or inter-system change; and
c)	if the timer value indicates zero, the UE:
1)	shall stop timer T3396 associated with the corresponding DNN, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST message for the same DNN; and
2)	if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request ", the UE shall stop timer T3396 associated with no DNN, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN, or another PDU SESSION MODIFICATION REQUEST message without a DNN provided by the UE.
If the Back-off timer value IE is not included, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same DNN or without a DNN.
When the timer T3396 is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T3396 is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T3396 is kept running until it expires or it is stopped.
If the UE is switched off when the timer T3396 is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:
-	let t1 be the time remaining for T3396 timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
If the 5GSM cause value is #67 "insufficient resources for specific slice and DNN" and the Back-off timer value IE is included, the UE shall take different actions depending on the timer value received for timer T35cd in the Back-off timer value:
a)	If the timer value indicates neither zero nor deactivated, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided when the PDU session is established, if it is running. The UE shall then start timer T35cd with the value provided in the Back-off timer value IE. The UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until timer T35cd expires or timer T35cd is stopped;
The UE shall not stop timer T35cd upon a PLMN change or inter-system change;
b)	if the timer value indicates that this timer is deactivated, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided when the PDU session is established, if it is running. The UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same [S-NSSAI, DNN] combination from the network;
The timer T35cd remains deactivated upon a PLMN change or inter-system change; and
c)	if the timer value indicates zero, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination that was sent by the UE, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.
If the Back-off timer value IE is not included, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST message or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.
When the timer T35cd is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35cd is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35cd is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35cd is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:
-	let t1 be the time remaining for T35cd timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
If the 5GSM cause value is #69 "insufficient resources for specific slice" and the Back-off timer value IE is included, the UE shall take different actions depending on the timer value received for timer T35ef in the Back-off timer value:
a)	If the timer value indicates neither zero nor deactivated and an S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ef associated with the corresponding S-NSSAI, if it is running. If the timer value indicates neither zero nor deactivated and no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ef associated with no S-NSSAI if it is running. The UE shall then start timer T35ef with the value provided in the Back-off timer value IE and:
1)	shall not send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI that was sent by the UE, until timer T35ef expires or timer T35ef is stopped; and
2)	shall not send another PDU SESSION ESTABLISHMENT REQUEST message without an S-NSSAI and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an S-NSSAI provided by the UE, if no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until timer T35ef expires or timer T35ef is stopped.
The UE shall not stop timer T35ef upon a PLMN change or inter-system change;
b)	if the timer value indicates that this timer is deactivated and an S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ef associated with the corresponding S-NSSAI, if it is running. If the timer value indicates that this timer is deactivated and no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ef associated with no S-NSSAI if it is running. The UE:
1)	shall not send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST for the same S-NSSAI until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same S-NSSAI from the network; and
2)	shall not send another PDU SESSION ESTABLISHMENT REQUEST message without an S-NSSAI and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an S-NSSAI provided by the UE, if no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an S-NSSAI provided by the UE, or a PDU SESSION RELEASE COMMAND messages including 5GSM cause IE set to 5GSM cause #39 "reactivation requested" for a non-emergency PDU session established without an S-NSSAI provided by the UE.
The timer T35ef remains deactivated upon a PLMN change or inter-system change; and
c)	if the timer value indicates zero, the UE:
1)	shall stop timer T35ef associated with the corresponding S-NSSAI, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI; and
2)	if no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request ", the UE shall stop timer T35ef associated with no S-NSSAI, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message without an S-NSSAI, or another PDU SESSION MODIFICATION REQUEST message without an S-NSSAI provided by the UE.
If the Back-off timer value IE is not included, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI or without an S-NSSAI.
When the timer T35ef is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35ef is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35ef is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35ef is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:
-	let t1 be the time remaining for T35ef timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
* * * End of Change(s) * * * *
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