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1
Problem statement

In a number of examples and in normative text in TS 24.229 and TS 24.292 the "response" parameter in the Authorization header field is set to an empty value. This is not allowed by the ABNF syntax in RFC 3261 which states:
Authorization     =  "Authorization" HCOLON credentials

credentials       =  ("Digest" LWS digest-response)

                     / other-response

digest-response   =  dig-resp *(COMMA dig-resp)

dig-resp          =  username / realm / nonce / digest-uri

                      / dresponse / algorithm / cnonce

                      / opaque / message-qop

                      / nonce-count / auth-param

………….

dresponse         =  "response" EQUAL request-digest
request-digest    =  LDQUOT 32LHEX RDQUOT
2
Possible solutions

Ericsson sees these possible solutions:
1)
Change the coding and examples to comply with RFC 3261. The change would be to remove the response parameter instead of including the parameter with an empty value.
2)
Adopt draft-yusef-sipcore-digest-scheme which allows the currently specified 24.229 coding.

3)
Add informative text that the empty response parameter is not allowed by the ABNF in RFC 3261, but is kept for historical reasons.
4)
Do nothing, no immediate issues are known, although the specifications are wrong.

The draft-yusef-sipcore-digest-scheme extends the algorithms that can be used for SIP digest to also include SHA2 and not only MD5.
3
Discussion
Solution 1 to change the coding in the specifications is the standards correct mechanism, but it may have an impact on implementations that follow the current specification in 24.229 and 24.292.

Solution 2 would be a problem if any network is strictly following RFC 3261 on the format of the response parameter.

Solution 3 is documentation of what we have.

It is proposed that CT1 discusses the above solutions and Ericsson is happy to bring CRs to CT#111. Note that it is not proposed to change the SIP digest procedure. The reason to adopt the new draft is that it allows the current specified coding.
