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1. Introduction
At CT1#109, discussion paper C1-181192 pointed out that RFC 4301 prohibited IP fragmentation with IPsec in transport mode, and concluded that this limited the size of NAS messages sent over non-3GPP access to the minimum MTU size for IPv6. As a result, an Editor’s note about the need to specify segmentation of NAS messages above the IP layer in TS 24.502 was added by C1-181704.
The purpose of the present document is to revisit the interpretation of RFC 4301 which led to the addition of this Editor’s note, to discuss an additional issue related to IP fragmentation, and to propose a way forward.
2. IP fragmentation and IPsec in transport mode
The limitation in RFC 4301 about fragmentation and IPsec in tranport mode is specifically about carrying fragments, and it is due to the fact that in case an IP fragment to which IPsec was applied is further fragemented over the protected interface, the IPsec receiver would not be able to distinguish between pre-IPsec fragments and post-IPsec fragments:

[RFC 3401 Annex D.1]

First, we note that transport mode SAs have been defined to not carry fragments.  This is a carryover from RFC 2401, where transport mode SAs always terminated at endpoints.  This is a fundamental requirement because, in the worst case, an IPv4 fragment to which IPsec was applied might then be fragmented (as a ciphertext packet), en route to the destination.  IP fragment reassembly procedures at the IPsec receiver would not be able to distinguish between pre-IPsec fragments and fragments created after IPsec processing

This means that applying IPsec to an IP packet fragment is prohibited, but that IP fragmentation after IPsec has been applied is allowed.

Consequently, unprotected IP packet fragment must not be submitted to Ipsec processing, but ESP protected IP packets can be fragmented over the protected interface. For non-3GPP access to 5GC, the sending entity (UE or N3IWF) contains both the generator of unprotected IP packets, and the Ipsec processing entity, so it can be ensured that IP packets are not fragmented prior to applying Ipsec. 

For the UL case, this can be achieved by the following:

Proposal 1 (UE side):

· the UE creates an unfragmented IP packet carrying the NAS message. This unfragmented IP packet carrying the NAS message can be bigger than the MTU size of the non-3GPP access;

· the UE applies IPsec in transport mode on the unfragmented IP packet carrying the NAS message;

· the UE sends the ESP protected IP packet towards the N3IWF;
· the ESP protected IP packet can be fragmented using regular IP fragmentation based on MTU size over non-3GPP access;

· the N3IWF receives the ESP protected IP packet or its fragments. If a fragment is received, the N3IWF performs regular IP re-assembly of the ESP protected IP packet from the fragments; and

· the N3IWF decrypts the ESP protected IP packet and gets the unfragmented IP packet carrying the NAS message.
Proposal 1 (N3IWF side):

· the N3IWF creates an unfragmented IP packet carrying the NAS message. This unfragmented IP packet carrying the NAS message can be bigger than the MTU size of the non-3GPP access;

· the N3IWF applies IPsec in transport mode on the unfragmented IP packet carrying the NAS message;

· the N3IWF sends the ESP protected IP packet towards the UE;
· the ESP protected IP packet can be fragmented using regular IP fragmentation based on MTU size over non-3GPP access;

· the UE receives the ESP protected IP packet or its fragments. If a fragment is received, the UE performs regular IP re-assembly of the ESP protected IP packet from the fragments; and

· the UE decrypts the ESP protected IP packet and gets the unfragmented IP packet carrying the NAS message.
3. Additional issue related to IP fragmentation

3.1 Problem statement

This issue has to do with the fact that in practice, IPv6 fragmentation does not work reliably: some routers drop all IPv6 packets which contain an Extension Header (present only in fragmented packets), and measurements of this behavior reported in RFC 7872 show that this can cause over 30% of fragmented IPv6 packets to be dropped. Consequently, IP packets larger than the minimum IPv6 MTU size of 1280 octets which end up being fragmented along the path may be lost. As a result, NAS messages larger than 1230 octets (1280 -10 octets of ESP header - 40 octets of IPv6 header) may not be transmitted successfully.
3.2 Possible solutions

Solution A: Do not send NAS messages larger than 1230 octets over non-3GPP access
In this solution, the NAS messages larger than 1230 octets would simply not be sent over non-3GPP access. 

Pros of Solution A:

A-1) It avoids NAS messages being lost due to routers dropping IPv6 fragments.
Cons of Solution A:

A-1) It is not always possible for the initiator of a NAS procedure to know how large each NAS message required as part of the procedure will be. For instance, the UE may initiate a procedure with a request that is smaller than 1230 octets, but the response from the network could be larger than 1230 octets. In this case the network would be unable to respond to the UE, leading to procedure failure.

A-2) Some procedures may have to be postponed until the UE is registered over 3GPP access, which may limit the services available to the UE over non-3GPP access.

Solution B: Specify a NAS segmentation sublayer in TS 24.502
In this solution, a new sublayer would be specified in TS 24.502 to perform segmentation and re-assembly of any NAS message larger than 1230 octets.
Pros of Solution B:

B-1) It ensures that IP fragmentation is avoided and thus resolves the issue of NAS messages being lost due to routers dropping IPv6 fragments.

Cons of Solution B:

B-1) It requires specifying an entirely new sublayer in TS 24.502, which has significant specification and implementation impact.

B-2) It adds extra overhead due to the need to add a new header to each packet to enable segmentation and re-assembly.

Solution C: Use TCP for transport of NAS messages over non-3GPP access
In this solution, NAS messages would be encapsulated in TCP packets:
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Figure 3.2.1: Structure of IP packet with Ipsec and TCP

The TCP MSS would be set to ensure that each packet would be below the MTU size, in order to avoid IP fragmentation over non-3GPP access:

MSS = MTU – (IP header size + ESP header size + TCP header size)

Pros of Solution C:

C-1) It It ensures that IP fragmentation is avoided and thus resolves the issue of NAS messages being lost due to routers dropping IPv6 fragments. 

C-2) The use of TCP provides reliability.
Cons of Solution C:

C-1) It adds at least 20 octets of overhead to each packet due to the TCP header.
C-2) Connection setup time may be increased.

C-3) Delays due to TCP retransmissions may be experienced.

4. Conclusion
· In order to be compliant with RFC 4301, it must be ensured than Ipsec is not applied to IP fragments. It is thus proposed to implement Proposal 1 described in section 2 in TS 24.502.

· Regarding the issue of routers dropping IPv6 fragments, the 3 identified solutions compare as follows :

· Solution A has the advantage of simplicity but it imposes some restrictions on the type of NAS procedures that can be performed over non-3GPP access, and may lead to unpredictable NAS procedure failures, therefore it is not satisfactory.

· Solution B resolves the issue but has significant specification and implementation impact on both the UE and the network.

· Solution C resolves the issue. It had the extra benefit of providing reliability, and leverages TCP segmentation and re-assembly instead of requiring the specification of a new NAS sublayer in TS 24.502.

It is therefore proposed to proceed with Solution C. 
A corresponding pCR to TS 24.502 implementing Proposal 1 and Solution C is provided in C1-182187.
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