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1. Introduction
There are inconsistencies between the definitions of 5GS mobility management messages and the description of Primary authentication and key agreement procedure.
2. Reason for Change

1)
It is already clarified in subclaue 5.4.1.2 in 3GPP TS24.501 that EAP message may be transported in REGISTRATION ACCEPT, REGISTRATION REJECT, SERVICE ACCEPT or SERVICE REJECT but the definition of these messages do not contain the EAP message IE.

Subclause5.4.1.2 in 3GPP TS24.501:

If the authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the AUTHENTICATION RESULT message of the EAP result message transport procedure or in a response of the initial 5GMM procedure as part of which the EAP based primary authentication and key agreement procedure is performed.

See also 24.501, Figure 5.4.1.2.1.1.

2)
It is required to clarify that the RAND and AUTN IEs shall be added to AUTHENTICATION REQUEST only if AUTHENTICATION REQUEST message is used in a 5G AKA authentication procedure.

3. Conclusions

It is required to update the 5GS mobility management messages to be consistent with the description of Primary authentication and key agreement procedure as specified in subclause 5.4.1 in 3GPP TS24.501
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501, v1.0.0.
* * * First Change * * * *

8.2.1
Authentication request

8.2.1.1
Message definition

The AUTHENTICATION REQUEST message is sent by the AMF to the UE to initiate authentication of the UE identity. See table 8.2.1.1.1.

Message type:
AUTHENTICATION REQUEST

Significance:

dual

Direction:


network to UE
Table 8.2.1.1.1: AUTHENTICATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Authentication request message identity
	Message type

9.7
	M
	V
	1

	
	ngKSI 
	NAS key set identifier

9.8.3.27
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	21
	Authentication parameter RAND (5G authentication challenge)
	Authentication parameter RAND

9.8.3.11
	O
	TV
	17

	20
	Authentication parameter AUTN (5G authentication challenge)
	Authentication parameter AUTN

9.8.3.10
	O
	TLV
	18

	78
	EAP message
	EAP message
9.8.3.16
	O
	TLV-E
	7-1503


Editor's note:
The content of the Authentication request message is FFS.

8.2.1.2
Authentication parameter RAND 
Authentication parameter RAND IE is included if the AUTHENTICATION REQUEST message is used in a 5G AKA authentication procedure.

8.2.1.3
Authentication parameter AUTN 
Authentication parameter AUTN IE is included if the AUTHENTICATION REQUEST message is used in a 5G AKA authentication procedure.

8.2.1.4
EAP message
EAP message IE is included if the AUTHENTICATION REQUEST message is used in an EAP authentication procedure.

* * * Next Change * * * *

8.2.7
Registration accept
8.2.7.1
Message definition
The REGISTRATION ACCEPT message is sent by the AMF to the UE. See table 8.2.7.1.1.

Message type:
REGISTRATION ACCEPT
Significance:

dual

Direction:


network to UE

Table 8.2.7.1.1: REGISTRATION ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Registration accept message identity
	Message type

9.7
	M
	V
	1

	
	5GS registration result
	5GS registration result

9.8.3.6
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	2C
	5G-GUTI
	5GS mobile identity

9.8.3.4
	O
	TLV
	13

	4A
	Equivalent PLMNs
	PLMN list

9.8.3.39
	O
	TLV
	5-47

	54
	TAI list
	Tracking area identity list

9.8.3.52
	O
	TLV
	8-98

	70
	Allowed NSSAI
	NSSAI

9.8.3.33
	O
	TLV
	4-74

	11
	Rejected NSSAI
	Rejected NSSAI

9.8.3.42
	O
	TLV
	4-42

	64
	5GS network feature support
	5GS network feature support

9.8.3.5
	O
	TLV
	3-5

	50
	PDU session status
	PDU session status
9.8.2.2
	O
	TLV
	4

	26
	PDU session reactivation result
	PDU session reactivation result
9.8.3.37
	O
	TLV
	4-32

	7E
	PDU session reactivation result error cause
	PDU session reactivation result error cause

9.8.3.38
	O
	TLV-E
	5-515

	79
	LADN information
	LADN information

9.8.3.24
	O
	TLV-E
	11-1579

	B-
	MICO indication
	MICO indication
9.8.3.26
	O
	TV
	1

	D-
	SMS allowed
	SMS allowed

9.8.3.49
	O
	TV
	1

	27
	Service area list
	Service area list

9.8.3.47
	O
	TLV
	6-194

	5E
	T3512 value
	GPRS timer 3
9.8.3.21
	O
	TLV
	3

	5D
	Non-3GPP de-registration timer value
	GPRS timer 2

9.8.3.20
	O
	TLV
	3

	34
	Emergency number list
	Emergency number list
9.8.3.17
	O
	TLV
	5-50

	TBD
	Extended emergency number list
	Extended emergency number list

9.8.3.19
	O
	TLV
	TBD

	78
	EAP message
	EAP message
9.8.3.14
	O
	TLV-E
	7-1503


* * * Next Change * * * *

8.2.7.x
EAP message
EAP message IE is included if the REGISTRATION ACCEPT message is used to indicate the outcome of an EAP authentication procedure.

* * * Next Change * * * *

8.2.9
Registration reject
8.2.9.1
Message definition
The REGISTRATION REJECT message is sent by the AMF to the UE. See table 8.2.9.1.1.

Message type:
REGISTRATION REJECT
Significance:

dual

Direction:


network to UE
Table 8.2.9.1.1: REGISTRATION REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Registration reject message identity
	Message type

9.6
	M
	V
	1

	
	5GMM cause
	5GMM cause

9.8.3.2
	M
	V
	1

	5F
	T3346 value
	GPRS timer 2
9.8.3.20
	O
	TLV
	3

	78
	EAP message
	EAP message
9.8.3.14
	O
	TLV-E
	7-1503


* * * Next Change * * * *

8.2.9.x
EAP message
EAP message IE is included if the REGISTRATION REJECT message is used to indicate the outcome of an EAP authentication procedure.

* * * Next Change * * * *

8.2.17
Service accept
8.2.17.1
Message definition
The SERVICE ACCEPT message is sent by the AMF to the UE in order to accept the service request procedure. See table 8.2.17.1.1.

Message type:
SERVICE ACCEPT
Significance:

dual

Direction:


network to UE
Table 8.2.17.1.1: SERVICE ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Service accept message identity
	Message type

9.7
	M
	V
	1

	50
	PDU session status
	PDU session status
9.8.2.2
	O
	TLV
	4

	26
	PDU session reactivation result
	PDU session reactivation result
9.8.3.37
	O
	TLV
	4-32

	7E
	PDU session reactivation result error cause
	PDU session reactivation result error cause

9.8.3.38
	O
	TLV-E
	5-515

	78
	EAP message
	EAP message
9.8.3.14
	O
	TLV-E
	7-1503


* * * Next Change * * * *

8.2.17.x
EAP message
EAP message IE is included if the SERVICE ACCEPT message is used to indicate the outcome of an EAP authentication procedure.

* * * Next Change * * * *

8.2.18
Service reject
8.2.18.1
Message definition
The SERVICE REJECT message is sent by the AMF to the UE in order to reject the service request procedure. See table 8.2.18.1.1.

Message type:
SERVICE REJECT
Significance:

dual

Direction:


network to UE
Table 8.2.18.1.1: SERVICE REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Service reject message identity
	Message type

9.7
	M
	V
	1

	
	5GMM cause
	5GMM cause

9.8.3.2
	M
	V
	1

	50
	PDU session status
	PDU session status

9.8.2.2
	O
	TLV
	4

	5F
	T3346 value
	GPRS timer 2
9.8.3.20
	O
	TLV
	3

	78
	EAP message
	EAP message
9.8.3.14
	O
	TLV-E
	7-1503


* * * Next Change * * * *

8.2.18.x
EAP message
EAP message IE is included if the SERVICE REJECT message is used to indicate the outcome of an EAP authentication procedure.

* * * End of Change * * * *

