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1. Introduction
Removing FFS.

2. Reason for Change

Authentication not accepted by the UE is FFS in 24.501. This pCR follows 24.301 principles when authentication is not accepted by the UE that have been seen necessary for the EPS authentication and add new cause value for possible ngKSI collision.

ngKSI collision where the network attempts to reassign the same ngKSI that is already in use needs to be solved by the specification as otherwise the UE has no specified manner to cope the KSI collision and no way to indicate the problem to network. The UE, by rejecting the authentication with a new cause code, indicates to the network the collision and the network may then send the same authentication challenge, but with a new ngKSI.

3. Conclusions

This pCR completes the subclause "authentication is not accepted by the UE" for the 5G authentication procedure.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 v.1.0.0.
* * * First Change * * * *
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* * * Next Change * * * *

5.4.1.3.6
Authentication not accepted by the UE

In the 5G authentication challenge, the UE shall check the authentication challenge data (RAND, AUTN and ngKSI) received in the AUTHENTICATION REQUEST message to verify authenticity of the 5G core network.
The ME shall check that ngKSI received in the AUTHENTICATION REQUEST message is not already in use. The ME shall forward the RAND and AUTN to the USIM to check.
The UE may reject the core network due to an incorrect, AUTN or ngKSI parameter. If the UE has to reject the authentication challenge it shall return AUTHENTICATION FAILURE message to the network with a cause value indicating the reason for the failure (see 3GPP TS 33.501 [16]).
Incorrect authentication challenge data contains four possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #20 "MAC failure". The UE shall then follow the procedure described in subclause 5.4.1.3.7, item c.
b)
Non-5G authentication unacceptable:


If the UE finds that the "separation bit" in the AMF field of AUTN supplied by the core network is set to 0, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #26 "non-5G authentication unacceptable" (see subclause 6.1.3 in 3GPP TS 33.501 [16]). The UE shall then follow the procedure described in subclause 5.4.1.3.7, item d.
c) ngKSI already in use

If the UE detects that ngKSI received in the AUTHENTICATION REQUEST message is already in use in the UE the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #29 "ngKSI already in use". The UE shall then follow the procedure described in subclause 5.4.1.3.7, item e. 

d)
SQN failure:


If the UE finds the sequence number SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #21 "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [xx]). The UE shall then follow the procedure described in subclause 5.4.1.3.7, item f.
If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3516, if running.
If the UE has a PDU session for emergency services established or is establishing such a PDU session, additional UE requirements are specified in subclause 5.4.1.3.7, under "for items c, d, e and f".

* * * Next Change * * * *

10.2
Timers of 5GS mobility management

Timers of 5GS mobility management are shown in table 10.2.1 and table 10.2.2
Table 10.2.1: Timers of 5GS mobility management – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3510
	TBD
	5GMM-REGISTERED-INITIATED
	Transmission of REGISTRATION REQUEST message
	REGISTRATION ACCEPT message received or REGISTRATION REJECT message received
	Retransmission of REGISTRATION REQUEST message

	T3502
	TBD
	5GMM-REGISTERED
	At registration failure and the attempt counter is equal to 5
	Transmission of REGISTRATION REQUEST message
	Initiation of the registration procedure, if still required

	T3511
	TBD
	5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION
5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE
	At registration failure due to lower layer failure, T3510 timeout or registration  rejected with other 5GMM cause values than those treated in subclause 5.5.1.2.5 for initial registration or subclause 5.5.1.3.5 for mobility and periodic registration
	Transmission of REGISTRATION REQUEST message
	Retransmission of the REGISTRATION REQUEST, if still required

	T3512
	TBD
	5GMM-REGISTERED
	In 5MM-REGISTERED, when 5MM-CONNECTED mode is left
	When entering state 5MM-DEREGISTERED or when entering 5MM-CONNECTED mode
	Initiation of the periodic registration procedure if the UE is not registered for emergency services.
Locally deregister if the UE is registered for emergency services

	T3516
	TBD
	5GMM-REGISTERED-INITIATED

5GMM-REGISTERED

5GMM-DEREGISTERED-INITIATED

5GMM-SERVICE-REQUEST-INITIATED
	RAND and RES stored as a result of an 5G authentication challenge
	SECURITY MODE COMMAND received

SERVICE REJECT received

REGISTRATION ACCEPT received

AUTHENTICATION REJECT received

AUTHENTICATION FAILURE sent

5GMM-DEREGISTERED, 5GMM-NULL or

5GMM-IDLE mode entered
	Delete the stored RAND and RES

	T3517
	TBD
	5GMM-SERVICE-REQUEST-INITIATED
	Transmission of SERVICE REQUEST message
	SERVICE ACCEPT message received, or

SERVICE REJECT message received
	Abort the procedure

	T3521
	TBD
	5GMM-DEREGISTERED-INITIATED
	Transmission of DEREGISTRATION REQUEST message when de-registration procedure is not due to a "switch off"
	DEREGISTRATION ACCEPT message received
	Retransmission of DEREGISTRATION REQUEST message

	T3540
	TBD
	5GMM-REGISTERED-INITIATED

5GMM-DEREGISTERED-INITIATED

5GMM-SERVICE-REQUEST-INITIATED
	REGISTRATION REJECT, DEREGISTRATION REQUEST, with any of the 5GMM cause #8, #11, #12 or #13

SERVICE REJECT received with any of the 5GMM cause #8, #11, #12 or #13
	N1 NAS signalling connection released

Bearers have been set up
	Release the NAS signalling connection for the cases a) and b) as described in subclause 5.3.1.2

	
	
	5GMM-DEREGISTERED
5GMM-DEREGISTERED.NORMAL-SERVICE
	REGISTRATION REJECT, SERVICE REJECT with the 5GMM cause #10
	N1 NAS signalling connection released
	Release the NAS signalling connection for the cases c) as described in subclause 5.3.1.2 and initiation of the registration procedure as specified in subclause 5.5.1.2.2 or 5.5.1.3.2

	Non-3GPP de-registration timer
	Default 54 min.

NOTE 1

NOTE 2
	All 5GMM state over non-3GPP access except 5GMM-DEREGISTERED over non-3GPP access
	Entering 5GMM-IDLE mode over non-3GPP access
	N1 NAS signalling connection over non-3GPP access established or when entering state 5GMM-DEREGISTERED over non-3GPP access
	Implicitly de-register the UE for non-3GPP access on 1st expiry

	NOTE 1:
The value of this timer is provided by the network operator during the registration procedure.

NOTE 2:
The default value of this timer is used if the network does not indicate a value in the REGISTRATION ACCEPT message and the UE does not have a stored value for this timer.


Editor's note:
The exact default value of the non-3GPP de-registration timer is FFS.

* * * Next Change * * * *

A.3
Causes related to PLMN specific network failures and congestion/authentication failures
Cause #20 – MAC failure


This 5GMM cause is sent to the network if the USIM detects that the MAC in the AUTHENTICATION REQUEST message is not fresh.

Cause #21 – Synch failure


This 5GMM cause is sent to the network if the USIM detects that the SQN in the AUTHENTICATION REQUEST message is out of range.

Cause #22 – Congestion


This 5GMM cause is sent to the UE because of congestion in the network (e.g. no channel, facility busy/congested etc.).
Cause #23 – UE security capabilities mismatch


This 5GMM cause is sent to the network if the UE detects that the UE security capability does not match the one sent back by the network.
Cause #24 – Security mode rejected, unspecified


This 5GMM cause is sent to the network if the security mode command is rejected by the UE if the UE detects that the nonceUE does not match the one sent back by the network or for unspecified reasons.

Cause #26 – Non-5G authentication unacceptable

This 5GMM cause is sent to the network in N1 mode if the "separation bit" in the AMF field of AUTN is set to 0 in the AUTHENTICATION REQUEST message (see 3GPP TS 33.501 [16]).

Cause #28 – Restricted service area

This 5GMM cause is sent to the UE if it requests service in a tracking area which is a part of the UE’s non-allowed area or is not a part of the UE’s allowed area.
Cause #29 – ngKSI already in use

This 5GMM cause is sent to the network in N1 mode if the ngKSI value received in the AUTHENTICATION REQUEST message is already associated with one of the 5G security contexts stored in the UE.

