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2. Reason for Change
Issue-1: AUTHENTICATION RESULT message type is not listed in the section 9.7
Issue-2: EAP message IE is not included in REGISTRATION REJECT message, REGISTRATION ACCEPT message, SERVICE ACCEPT message and SERVICE REJECT message.
Issue-4: EAP-TLS documented in TS 33.501 subclause B.2.1 is not documented in 24.501 yet.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501.


* * * Change * * *
5.4.1.2	EAP based primary authentication and key agreement procedure
[bookmark: _Toc508876929]5.4.1.2.1	General
The purpose of the EAP based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on a key KAMF (see 3GPP TS 33.501 [16]).
Extensible authentication protocol (EAP) as specified in IETF RFC 3748 [26] enables authentication using various EAP methods.
EAP defines four types of EAP messages:
a)	an EAP-request message;
b)	an EAP-response message;
c)	an EAP-success message; and
d)	an EAP-failure message.
Several rounds of exchanges of an EAP-request message and a related EAP-response message can be required to achieve the authentication (see example in figure 5.4.1.2.1.1).
The EAP based primary authentication and key agreement procedure is always initiated and controlled by the network.
The EAP-request message is transported from the network to the UE using the AUTHENTICATION REQUEST message of the EAP message reliable transport procedure.
The EAP-response message is transported from the UE to the network using the AUTHENTICATION RESPONSE message of the EAP message reliable transport procedure.
[bookmark: _GoBack]If the authentication of the UE completes successfully and the serving AMF intends to initiate a security mode control procedure after the EAP based primary authentication and key agreement procedure, then the EAP-success message is transported from the network to the UE using the SECURITY MODE COMMAND message of the security mode control procedure (see subclause 5.4.2).
If the authentication of the UE completes successfully and the serving AMF does not intend to initiate a security mode control procedure after the EAP based primary authentication and key agreement procedure, then the EAP-success message is transported from the network to the UE using the AUTHENTICATION RESULT message of the EAP result message transport procedure.
NOTE 1:	The serving AMF will not initiate a security mode control procedure after the EAP based primary authentication and key agreement procedure e.g. in case of AMF relocation during registration procedure.
If the authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the AUTHENTICATION RESULT message of the EAP result message transport procedure or in a response of the initial 5GMM procedure as part of which the EAP based primary authentication and key agreement procedure is performed.
The AMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [26] subclause 4.3 to infinite value.
NOTE 2:	The EAP message reliable transport procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer do not occur.
The AUSF and the AMF support exchange of EAP messages using N12.
Editor's note:	The ngKSI handling at EAP authentication is FFS.
A native 5GS security context is established in the UE and the network when an EAP authentication is successfully performed and the EAP-Success message is transported in the SECURITY MODE COMMAND message. A partial 5GS security context is established in the UE and the network when an EAP authentication is successfully performed and the EAP-Success message is transported in the AUTHENTICATION RESULT message. 



Figure 5.4.1.2.1.1: EAP based primary authentication and key agreement procedure
[bookmark: _Toc508876930]5.4.1.2.2	EAP-AKA' related procedures
[bookmark: _Toc508876931]5.4.1.2.2.1	General
The UE shall support acting as EAP-AKA' peer as specified in IETF RFC 5448 [31]. The AUSF may support acting as EAP-AKA' server as specified in IETF RFC 5448 [31].
The EAP-AKA' enables mutual authentication of the UE and the network.
The UE can reject the EAP-request/AKA'-challenge message sent by the network. The UE shall proceed with an EAP-request/AKA'-challenge message only if a USIM is present.
During a successful EAP based primary authentication and key agreement procedure, the CK and IK are computed by the USIM. CK and IK are then used by the ME as key material to compute a new key, KAMF. KAMF is stored in the 5GS security contexts (see 3GPP TS 33.501 [16]) of both the network and in the volatile memory of the ME while registered to the network, and is the root for the 5GS integrity protection and ciphering key hierarchy.
[bookmark: _Toc508876932]5.4.1.2.2.2	Initiation
In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [31]. The AUSF shall set the AT_KDF_INPUT attribute of the EAP-request/AKA'-challenge message to the SNN. The SNN is in format described in subclause 9.9.1. The AUSF may include AT_RESULT_IND attribute in the EAP-request/AKA'-challenge message.
Upon receiving an EAP-request/AKA'-challenge message, the UE shall check whether the UE has a USIM, shall check the key derivation function indicated in AT_KDF attributes as specified in IETF RFC 5448 [31], and if the value of the Key Derivation Funtion field within the received AT_KDF attribute, is of value 1, shall checks:
a)	 whether the network name field of the AT_KDF_INPUT attribute is the SNN constructed according to subclause 9.9.1; and
b)	whether the network name field of the AT_KDF_INPUT attribute matches the PLMN identity saved in the UE.
[bookmark: _Toc508876933]Editor's Note:	It is FFS what the UE should do if the Key Derivation Funtion field is of a value not equal to 1.
The PLMN identity the UE uses for the above network name check is as follows:
a)	when the UE moves from 5GMM-IDLE mode to 5GMM-CONNECTED mode, until the first handover, the UE shall use the PLMN identity of the selected PLMN; and
b)	after handover or inter-system handover to N1 mode:
1)	if the target cell is not a shared network cell, the UE shall use the PLMN identity received as part of the broadcast system information;
2)	if the target cell is a shared network cell and the UE has a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the 5G-GUTI; and
3)	if the target cell is a shared network cell and the UE has a valid 4G-GUTI and TAI, but not a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the TAI.
Editor's Note:	In the eventuality that RAN2 decides to use different TAI for 4G and for 5G, the above requirements will need to be revisited.
5.4.1.2.2.3	UE successfully authenticates network
If a USIM is present, the SNN check is successful, the UE shall handle  and procedures for handling of the EAP-request/AKA'-challenge message specified in IETF RFC 5448 [31] . The USIM shall derive CK and IK and compute the authentication response (RES) using the authentication challenge data received from the ME, and pass RES to the ME. The ME shall derive CK’ and IK’ from CK and IK and are successful, the UE shall generate KAUSF, KSEAF, and KAMF and MAC as described in 3GPP TS 33.501 [16] and shall send an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [31].
If the EAP-request/AKA'-challenge message contains AT_RESULT_IND attribute, the UE may include AT_RESULT_IND attribute in the EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [31].
[bookmark: _Toc508876934]5.4.1.2.2.4	Errors when handling EAP-request/AKA'-challenge message
If a USIM is present, the SNN check fails or the UE does not accept AUTN during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [31], the UE shall send an EAP-response/AKA'-authentication-reject message as specified in IETF RFC 5448 [31].
If a USIM is present, the SNN check is successful but the UE detects that the sequence number in AUTN is not correct during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [31], the UE shall send an EAP-response/AKA'-synchronization-failure message as specified in IETF RFC 5448 [31].
If a USIM is present, the SNN check is successful, the sequence number in AUTN is correct and the UE detects another error during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [31], the UE shall send an EAP-response/AKA'-client-error message as specified in IETF RFC 5448 [31].
[bookmark: _Toc508876935]If a USIM is not present, the UE shall send an EAP-response/AKA'-client-error message as specified in IETF RFC 5448 [31].
5.4.1.2.2.5	Network successfully authenticates UE
Upon reception of the EAP-response/AKA'-challenge message, if procedures for handling an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [31] are successful, the AUSF may generate KAUSF and shall generate KSEAF as described in 3GPP TS 33.501 [16] and checks whether the AT_RESULT_IND attribute is included in the EAP-response/AKA'-challenge message and:
a)	if the AT_RESULT_IND attribute is included in the EAP-response/AKA'-challenge message, the AUSF shall send an EAP-request/AKA'-notification message as specified in IETF RFC 5448 [31]; and
b)	if the AT_RESULT_IND attribute is not included in the EAP-response/AKA'-challenge message, the AUSF shall send an EAP-success message as specified in IETF RFC 5448 [31] along with the KSEAF and shall consider the procedure complete.
NOTE:	SEAF generates KAMF based on the received KSEAF immediately following the primary authentication and key agreement procedure and provides KAMF to AMF.
[bookmark: _Toc508876936]5.4.1.2.2.6	UE handling EAP-AKA' notification
Upon receiving an EAP-request/AKA'-notification message, the UE shall send an EAP-response/AKA'-notification message as specified in IETF RFC 5448 [31].
[bookmark: _Toc508876937]5.4.1.2.2.7	Network sending EAP-success message
Upon reception of the EAP-response/AKA'-notification message, if earlier procedures for handling an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [31] were successful, the AUSF shall send an EAP-success message as specified in IETF RFC 5448 [31] along with the KSEA and shall consider the procedure complete.
NOTE:	SEAF generates KAMF based on the received KSEAF immediately following the primary authentication and key agreement procedure and provides KAMF to AMF.
[bookmark: _Toc508876938]5.4.1.2.2.8	UE handling EAP-success message
Upon receiving an EAP-success message, the UE shall consider the procedure complete.
[bookmark: _Toc508876939]5.4.1.2.2.9	Network not successfully authenticates UE
Upon reception of the EAP-response/AKA'-challenge message, if procedures for handling an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [31] are not successful, the AUSF shall send an EAP-request/AKA'-notification message that implies failure as specified in IETF RFC 5448 [31].
[bookmark: _Toc508876940]5.4.1.2.2.10	Network sending EAP-failure message
Upon reception of the EAP-response/AKA'-notification message, if earlier procedures for handling an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [31] were not successful, the AUSF shall send an EAP-failure message as specified in IETF RFC 5448 [31] and shall consider the procedure complete.
[bookmark: _Toc508876941]5.4.1.2.2.11	UE handling EAP-success
Upon receiving an EAP-failure message, the UE shall consider the procedure complete.
[bookmark: _Toc508876942]5.4.1.2.2A	EAP-TLS related procedures
5.4.1.2.2A.1	General
The UE may support acting as EAP-TLS peer as specified in 3GPP TS 33.501 [16]. The AUSF may support acting as EAP-TLS server as specified in 3GPP TS 33.501 [16].
The EAP-TLS enables mutual authentication of the UE and the network.
When EAP-TLS is used, upon generation of EMSK, the UE shall generate KAUSF, KSEAF, and KAMF as described in 3GPP TS 33.501 [16].
5.4.1.2.3	EAP message reliable transport procedure
[bookmark: _Toc508876943]5.4.1.2.3.1	General
The purpose of the EAP message reliable transport procedure is to provide a reliable transport of an EAP-request message from the network to the UE and of an EAP-response message from the UE to the network.
The EAP message reliable transport procedure is initiated by an AUTHENTICATION REQUEST message with the EAP message IE.
[bookmark: _Toc508876944]5.4.1.2.3.2	EAP message reliable transport procedure initiation by the network
In order to initiate the EAP message reliable transport procedure, the AMF shall create an AUTHENTICATION REQUEST message.
The AMF shall set the EAP message IE of the AUTHENTICATION REQUEST message to the EAP-request message to be sent to the UE.
The AMF shall send the AUTHENTICATION REQUEST message to the UE, and the AMF shall start timer T3560 (see example in figure 5.4.1.2.3.2.1).


Figure 5.4.1.2.3.2.1: EAP message reliable transport procedure
Upon receipt of a AUTHENTICATION REQUEST message with the EAP message IE, the UE handles the EAP message received in the EAP message IE of the AUTHENTICATION REQUEST message.
[bookmark: _Toc508876945]5.4.1.2.3.3	EAP message reliable transport procedure accepted by the UE
The UE shall create a AUTHENTICATION RESPONSE message.
If the received EAP message is an EAP-request message, the UE shall set the EAP message IE of the AUTHENTICATION RESPONSE message to the EAP-response message responding to the received EAP-request message.
The UE shall send the AUTHENTICATION RESPONSE message to the AMF.
Upon receipt of a AUTHENTICATION RESPONSE message, the AMF shall stop timer T3560. If the EAP message IE is included in the AUTHENTICATION RESPONSE message, the AMF handles the EAP message received in the EAP message IE of the AUTHENTICATION RESPONSE message.
[bookmark: _Toc508876946]5.4.1.2.3.4	Abnormal cases on the network side
The following abnormal cases can be identified:
a)	Expiry of timer T3560.
	The AMF shall, on the first expiry of the timer T3560, retransmit the AUTHENTICATION REQUEST message and shall reset and start timer T3560. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3560, the AMF shall abort the EAP based primary authentication and key agreement procedure and any ongoing 5GMM specific procedure, and release the N1 NAS signalling connection.
[bookmark: _Toc508876947]5.4.1.2.3.5	Abnormal cases in the UE
Editor's note:	Abnormal cases are FFS
[bookmark: _Toc508876948]5.4.1.2.4	EAP result message transport procedure
[bookmark: _Toc508876949]5.4.1.2.4.1	General
The purpose of the EAP result message transport procedure is to provide an EAP-success message or an EAP-failure message from the network to the UE, when the EAP message cannot be piggybacked by another NAS message.
The EAP result message transport procedure is initiated by an AUTHENTICATION RESULT message with the EAP message IE.
[bookmark: _Toc508876950]5.4.1.2.4.2	EAP result message transport procedure initiation by the network
In order to initiate the EAP result message transport procedure, the AMF shall create an AUTHENTICATION RESULT message.
The AMF shall set the EAP message IE of the AUTHENTICATION RESULT message to an EAP-success message or an EAP-failure message to be sent to the UE.
The AMF shall send the AUTHENTICATION RESULT message to the UE (see example in figure 5.4.1.2.4.2.1).


Figure 5.4.1.2.4.2.1: EAP result message transport procedure
Upon receipt of a AUTHENTICATION RESULT message with the EAP message IE, the UE handles the EAP message received in the EAP message IE of the AUTHENTICATION RESULT message.
[bookmark: _Toc508876951]* * * Change * * *
[bookmark: _Toc508877177][bookmark: _Toc508877179][bookmark: _Hlk511929266][bookmark: _Toc508877208]8.2.1	Authentication request
[bookmark: _Toc508877178]8.2.1.1	Message definition
The AUTHENTICATION REQUEST message is sent by the AMF to the UE to initiate authentication of the UE identity. See table 8.2.1.1.1.
Message type:	AUTHENTICATION REQUEST
Significance:		dual
Direction:			network to UE
Table 8.2.1.1.1: AUTHENTICATION REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Authentication request message identity
	Message type
9.7
	M
	V
	1

	
	ngKSI 
	NAS key set identifier
9.8.3.27
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	21
	Authentication parameter RAND (5G authentication challenge)
	Authentication parameter RAND
9.8.3.11
	O
	TV
	17

	20
	Authentication parameter AUTN (5G authentication challenge)
	Authentication parameter AUTN
9.8.3.10
	O
	TLV
	18

	78
	EAP message
	EAP message
9.8.3.16
	O
	TLV-E
	7-1503


Editor's note:	The content of the Authentication request message is FFS.
8.2.1.2	Authentication parameter RAND 
Authentication parameter RAND IE is included if the AUTHENTICATION REQUEST message is used in a 5G AKA authentication procedure.
8.2.1.3	Authentication parameter AUTN 
Authentication parameter AUTN IE is included if the AUTHENTICATION REQUEST message is used in a 5G AKA authentication procedure.
8.2.1.42	EAP message
EAP message IE is included if the AUTHENTICATION REQUEST message is used in an EAP authentication procedure.
* * * Change * * *
8.2.7	Registration accept
[bookmark: _Toc508877209]8.2.7.1	Message definition
The REGISTRATION ACCEPT message is sent by the AMF to the UE. See table 8.2.7.1.1.
Message type:	REGISTRATION ACCEPT
Significance:		dual
Direction:			network to UE
Table 8.2.7.1.1: REGISTRATION ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Registration accept message identity
	Message type
9.7
	M
	V
	1

	
	5GS registration result
	5GS registration result
9.8.3.6
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	2C
	5G-GUTI
	5GS mobile identity
9.8.3.4
	O
	TLV
	13

	4A
	Equivalent PLMNs
	PLMN list
9.8.3.39
	O
	TLV
	5-47

	54
	TAI list
	Tracking area identity list
9.8.3.52
	O
	TLV
	8-98

	70
	Allowed NSSAI
	NSSAI
9.8.3.33
	O
	TLV
	4-74

	11
	Rejected NSSAI
	Rejected NSSAI
9.8.3.42
	O
	TLV
	4-42

	64
	5GS network feature support
	5GS network feature support
9.8.3.5
	O
	TLV
	3-5

	50
	PDU session status
	PDU session status
9.8.2.2
	O
	TLV
	4

	26
	PDU session reactivation result
	PDU session reactivation result
9.8.3.37
	O
	TLV
	4-32

	7E
	PDU session reactivation result error cause
	PDU session reactivation result error cause
9.8.3.38
	O
	TLV-E
	5-515

	79
	LADN information
	LADN information
9.8.3.24
	O
	TLV-E
	11-1579

	B-
	MICO indication
	MICO indication
9.8.3.26
	O
	TV
	1

	D-
	SMS allowed
	SMS allowed
9.8.3.49
	O
	TV
	1

	27
	Service area list
	Service area list
9.8.3.47
	O
	TLV
	6-194

	5E
	T3512 value
	GPRS timer 3
9.8.3.21
	O
	TLV
	3

	5D
	Non-3GPP de-registration timer value
	GPRS timer 2
9.8.3.20
	O
	TLV
	3

	34
	Emergency number list
	Emergency number list
9.8.3.17
	O
	TLV
	5-50

	TBD
	Extended emergency number list
	Extended emergency number list
9.8.3.19
	O
	TLV
	TBD

	78
	EAP message
	EAP message
9.8.3.16
	O
	TLV-E
	7-1503



[bookmark: _Toc508877210]8.2.7.2	5G-GUTI
This IE may be included to assign a 5G-GUTI to a UE.
[bookmark: _Toc508877211]8.2.7.3	Equivalent PLMNs
This IE may be included in order to assign a new equivalent PLMNs list to a UE.
[bookmark: _Toc508877212]8.2.7.4	TAI list
This IE may be included to assign a TAI list to a UE.
[bookmark: _Toc508877213]8.2.7.5	Allowed NSSAI
Editor's note:	Inclusion criteria for Allowed NSSAI are FFS.
[bookmark: _Toc508877214]8.2.7.6	Rejected NSSAI
Editor's note:	Inclusion criteria for Rejected NSSAI are FFS.
[bookmark: _Toc508877215]8.2.7.8	5GS network feature support
The network may include this IE to inform the UE of the support of certain features. If this IE is not included then the UE shall interpret this as a receipt of an information element with all bits of the value part coded as zero.
[bookmark: _Toc508877216]8.2.7.9	PDU session status
This IE shall be included if the network wants to indicate the PDU sessions associated with the access type the message is sent over that are active in the network.
[bookmark: _Toc508877217]8.2.7.10	PDU session reactivation result
This IE shall be included if the Uplink data status IE or the Allowed PDU session status IE is included in the REGISTRATION REQUEST message.
[bookmark: _Toc508877218]8.2.7.11	LADN information
Editor's note:	Inclusion criteria for LADN information are FFS.
[bookmark: _Toc508877219]8.2.7.12	MICO indication
The network shall include the MICO indication IE if:
a)-	the UE included the MICO indication IE in the REGISTRATION REQUEST message; and
b)	the network supports and accepts the use of MICO mode.
[bookmark: _Toc508877220]8.2.7.13	SMS allowed
This IE shall be included if the network wants to indicate to the UE that the use of SMS over NAS transport is allowed.
[bookmark: _Toc508877221]8.2.7.14	Service area list
This IE may be included to assign new service area restrictions to the UE.
[bookmark: _Toc508877222]8.2.7.15	T3512 value
The AMF shall include this IE during the initial registration procedure over 3GPP access. The AMF may include this IE during the mobility and periodic registration update procedure over 3GPP access.
[bookmark: _Toc508877223]8.2.7.16	PDU session reactivation result error cause
This IE may be included, if the PDU session reactivation result IE is included and there exist one or more PDU sessions for which the user-plane resources cannot be re-activated, to indicate the cause of failure to re-activate the user-plane resources
[bookmark: _Toc508877224]8.2.7.17	Non-3GPP de-registration timer value
This IE may be included if the network wants to indicate to the UE registered over non-3GPP access the value of a non-3GPP de-registration timer value.
[bookmark: _Toc508877225]8.2.7.18	Emergency number list
This IE may be sent by the network. If this IE is sent, the contents of this IE indicates a list of emergency numbers valid within the same country as in the cell on which this IE is received.
[bookmark: _Toc508877226]8.2.7.19	Extended emergency number list
This IE may be sent by the network. If this IE is sent, the contents of this IE indicates a list of emergency numbers (with URN information) valid within the same country as in the cell on which this IE is received.
[bookmark: _Toc508877227]8.2.7.x	EAP message
EAP message IE is included if the REGISTRATION ACCEPT message is sent as part of registration for emergency services and is used to convey EAP-failure message.
* * * Change * * *
[bookmark: _Toc508877229]8.2.9	Registration reject
[bookmark: _Toc508877230]8.2.9.1	Message definition
The REGISTRATION REJECT message is sent by the AMF to the UE. See table 8.2.9.1.1.
Message type:	REGISTRATION REJECT
Significance:		dual
Direction:			network to UE
Table 8.2.9.1.1: REGISTRATION REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Registration reject message identity
	Message type
9.6
	M
	V
	1

	
	5GMM cause
	5GMM cause
9.8.3.2
	M
	V
	1

	5F
	T3346 value
	GPRS timer 2
9.8.3.20
	O
	TLV
	3

	78
	EAP message
	EAP message
9.8.3.16
	O
	TLV-E
	7-1503



[bookmark: _Toc508877231]8.2.9.2	T3346 value
The AMF may include this IE when the general NAS level mobility management congestion control is active
[bookmark: _Toc508877232]8.2.9.x	EAP message
EAP message IE is included if the REGISTRATION REJECT message is used to convey EAP-failure message.
* * * Change * * *
[bookmark: _Toc508877260]8.2.17	Service accept
[bookmark: _Toc508877261]8.2.17.1	Message definition
The SERVICE ACCEPT message is sent by the AMF to the UE in order to accept the service request procedure. See table 8.2.17.1.1.
Message type:	SERVICE ACCEPT
Significance:		dual
Direction:			network to UE
Table 8.2.17.1.1: SERVICE ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Service accept message identity
	Message type
9.7
	M
	V
	1

	50
	PDU session status
	PDU session status
9.8.2.2
	O
	TLV
	4

	26
	PDU session reactivation result
	PDU session reactivation result
9.8.3.37
	O
	TLV
	4-32

	7E
	PDU session reactivation result error cause
	PDU session reactivation result error cause
9.8.3.38
	O
	TLV-E
	5-515

	78
	EAP message
	EAP message
9.8.3.16
	O
	TLV-E
	7-1503



[bookmark: _Toc508877262]8.2.17.2	PDU session status
This IE shall be included if the network wants to indicate the PDU sessions associated with the access type the message is sent over that are active within the network.
[bookmark: _Toc508877263]8.2.17.3	PDU session reactivation result
This IE shall be included if the Uplink data status IE or Allowed PDU session status IE is included in the SERVICE REQUEST message.
[bookmark: _Toc508877264]8.2.17.4	PDU session reactivation result error cause
This IE may be included if the PDU session reactivation result IE is included and there exist one or more PDU sessions for which the user-plane resources cannot be re-activated, to indicate the cause of failure to re-activate the user-plane resources.
[bookmark: _Toc508877265]8.2.17.x	EAP message
[bookmark: _Hlk511928646]EAP message IE is included if the SERVICE ACCEPT message is sent to a UE registered for emergency services and is used to convey EAP-failure message.
* * * Change * * *
8.2.18	Service reject
[bookmark: _Toc508877266]8.2.18.1	Message definition
The SERVICE REJECT message is sent by the AMF to the UE in order to reject the service request procedure. See table 8.2.18.1.1.
Message type:	SERVICE REJECT
Significance:		dual
Direction:			network to UE
Table 8.2.18.1.1: SERVICE REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Service reject message identity
	Message type
9.7
	M
	V
	1

	
	5GMM cause
	5GMM cause
9.8.3.2
	M
	V
	1

	50
	PDU session status
	PDU session status
9.8.2.2
	O
	TLV
	4

	5F
	T3346 value
	GPRS timer 2
9.8.3.20
	O
	TLV
	3

	78
	EAP message
	EAP message
9.8.3.16
	O
	TLV-E
	7-1503



[bookmark: _Toc508877267]8.2.18.2	PDU session status
This IE shall be included if the network wants to indicate the PDU sessions associated with the access type the message is sent over that are active within the network.
[bookmark: _Toc508877268]8.2.18.3	T3346 value
The AMF may include this IE when the general NAS level mobility management congestion control is active.
[bookmark: _Toc508877269]8.2.18.x	EAP message
EAP message IE is included if the SERVICE REJECT message is used to convey EAP-failure message.
* * * Change * * *
[bookmark: _Toc508877382]9.7	Message type
The Message type IE and its use are defined in 3GPP TS 24.007 [8]. Tables 9.7.1 and 9.7.2 define the value part of the message type IE used in the 5GS mobility management protocol and 5GS session management protocol.
Table 9.7.1: Message types for 5GS mobility management
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	1
	-
	-
	-
	-
	-
	-
	
	5GS mobility management messages

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	0
	0
	0
	1
	
	Registration request

	0
	1
	0
	0
	0
	0
	1
	0
	
	Registration accept

	0
	1
	0
	0
	0
	0
	1
	1
	
	Registration complete

	0
	1
	0
	0
	0
	1
	0
	0
	
	Registration reject

	0
	1
	0
	0
	0
	1
	0
	1
	
	Deregistration request (UE originating)

	0
	1
	0
	0
	0
	1
	1
	0
	
	Deregistration accept (UE originating)

	0
	1
	0
	0
	0
	1
	1
	1
	
	Deregistration request (UE terminated)

	0
	1
	0
	0
	1
	0
	0
	0
	
	Deregistration accept (UE terminated)

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	1
	1
	0
	0
	
	Service request

	0
	1
	0
	0
	1
	1
	0
	1
	
	Service reject

	0
	1
	0
	0
	1
	1
	1
	0
	
	Service accept

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	1
	0
	1
	0
	0
	
	Configuration update command

	0
	1
	0
	1
	0
	1
	0
	1
	
	Configuration update complete

	0
	1
	0
	1
	0
	1
	1
	0
	
	Authentication request

	0
	1
	0
	1
	0
	1
	1
	1
	
	Authentication response

	0
	1
	0
	1
	1
	0
	0
	0
	
	Authentication reject

	0
	1
	0
	1
	1
	0
	0
	1
	
	Authentication failure

	0
	1
	0
	1
	1
	0
	1
	0
	
	Identity request

	0
	1
	0
	1
	1
	0
	1
	1
	
	Identity response

	0
	1
	0
	1
	1
	1
	0
	0
	
	Security mode command

	0
	1
	0
	1
	1
	1
	0
	1
	
	Security mode complete

	0
	1
	0
	1
	1
	1
	1
	0
	
	Security mode reject

	x
	x
	x
	x
	x
	x
	x
	x
	
	Authentication result

	
	
	
	
	
	
	
	
	
	

	0
	1
	1
	0
	0
	1
	0
	0
	
	5GMM status

	0
	1
	1
	0
	0
	1
	0
	1
	
	Notification

	0
	1
	1
	0
	0
	1
	1
	0
	
	Notification response

	0
	1
	1
	0
	0
	1
	1
	1
	
	UL NAS transport

	0
	1
	1
	0
	1
	0
	0
	0
	
	DL NAS transport

	
	
	
	
	
	
	
	
	
	



Table 9.7.2: Message types for 5GS session management
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	1
	1
	-
	-
	-
	-
	-
	-
	
	5GS session management messages

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	0
	0
	0
	1
	
	PDU session establishment request

	1
	1
	0
	0
	0
	0
	1
	0
	
	PDU session establishment accept

	1
	1
	0
	0
	0
	0
	1
	1
	
	PDU session establishment reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	0
	1
	0
	1
	
	PDU session authentication command

	1
	1
	0
	0
	0
	1
	1
	0
	
	PDU session authentication complete

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	1
	0
	0
	1
	
	PDU session modification request

	1
	1
	0
	0
	1
	0
	1
	0
	
	PDU session modification reject

	1
	1
	0
	0
	1
	0
	1
	1
	
	PDU session modification command

	1
	1
	0
	0
	1
	1
	0
	1
	
	PDU session modification complete

	1
	1
	0
	0
	1
	1
	1
	0
	
	PDU session modification command reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	0
	0
	1
	
	PDU session release request

	1
	1
	0
	1
	0
	0
	1
	0
	
	PDU session release reject

	1
	1
	0
	1
	0
	0
	1
	0
	
	PDU session release command

	1
	1
	0
	1
	0
	0
	1
	1
	
	PDU session release complete

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	1
	1
	0
	
	5GSM status
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