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2. Reason for Change
If a EAP based secondary authentication is successfully used during a PDU session establishment, TS 33.501 (see marked text below) allows SMF to perform EAP based secondary re-authentication at any time during duration of the PDU session. This is not supported in 24.501 yet.
Furthermore, as the EAP based secondary re-authentication is not linked to any UE-initiated PDU session modification, EAP-Success or EAP-Failure need to be delivered to the UE in a new 5GSM message.
TS 33.501 exceprt:
---------------------
[bookmark: _Toc505941575][bookmark: _Toc508290248]11.1	EAP based secondary authentication by an external DN-AAA server
...
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Figure 11.1.3-1: EAP Re-Authentication with an external AAA server
1-3	Secondary Authentications has been established according to procedures specified in clause 12.1.2, Initial EAP Authentication with an external AAA server.
Secondary Re-authentication may either be initiated by SMF or the external DN/AAA server. If Re-authentication is initiated by SMF, the procedure proceeds with step 4 (skipping steps 4a and 4b). If Re-authentication is initiated by the external DN/AAA server, the prodedure proceeds with the alternative steps 4a and 4b.
4.	The SMF decides to initiate Secondary Re-Authentication. 
4a. The DN AAA server decides to initiate Secondary Re-Authentication. 
4b. The DN AAA shall send a Secondary Re-Authenticaiton request to UPF and the UFP forwards to SMF. 
5.	The SMF shall send an EAP Request/Identity message to the UE.
6.	The UE shall respond with an EAP Response/Identity message (with Fast-Reauth Identity). 
7.	The SMF forwards the EAP Response/Identity to UPF, selected during initial authentication, over N4 interface. 
This establishes an end-to-end connection between the SMF and the external DN-AAA server for EAP exchange.
8.	The UPF shall forward the EAP Response/Identity message to the DN AAA Server.
9.	The DN AAA server and the UE shall exchange EAP messages as required by the EAP method. 
10.	After the completion of the authentication procedure, DN AAA server either sends EAP Success or EAP Failure message to the SMF.
11.	This completes the Re-authentication procedure at the SMF.
12-13.	If the authorization is successful, EAP-Success shall be sent to UE. 
12-14.	If authorization is not successful, the SMF notifies failure to UPF. Upon completion of a N4 Session Modification procedure with the selected UPF, SMF sends EAP-Fail to UE via AMF. 
---------------------
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501.


* * * Change * * *
6.3.1	PDU session establishment authentication and authorization procedure
[bookmark: _Toc508877103]6.3.1.1	General
The purpose of the PDU session establishment authentication and authorization procedure is to enable the DN:
1)	to authenticate the upper layers of the UE, when establishing the PDU session;
2)	to authorize the upper layers of the UE, when establishing the PDU session; or
3)	both of the above; or
4)	to re-authenticate the upper layers of the UE after establishment of the PDU session.
The PDU session establishment authentication and authorization procedure can be performed only during or after the UE-requested PDU session establishment procedure establishing a non-emergency PDU session. The PDU session establishment authentication and authorization procedure shall not be performed during or after the UE-requested PDU session establishment procedure establishing an emergency PDU session.
The network authenticates the UE using the Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [26].
EAP has defined four types of EAP messages:
a)	an EAP-request message;
b)	an EAP-response message;
c)	an EAP-success message; and
d)	an EAP-failure message.
The EAP-request message is transported from the network to the UE using the PDU SESSION AUTHENTICATION COMMAND message of the PDU EAP message reliable transport procedure.
The EAP-response message to the EAP-request message is transported from the UE to the network using the PDU SESSION AUTHENTICATION COMPLETE message of the PDU EAP message reliable transport procedure.
If the PDU session authentication and authorization procedure is performed during the UE-requested PDU session establishment procedure:
a)	and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT ACCEPT message.
b)	and If the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT REJECT message.
If the PDU session authentication and authorization procedure is performed after the UE-requested PDU session establishment procedure:
a)	and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE using the PDU SESSION AUTHENTICATION RESULT message of the PDU EAP result message transport procedure.
b)	and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the PDU SESSION RELEASE COMMAND message of the network-requested PDU session release procedure.
There can be several rounds of exchange of an EAP-request message and a related EAP-response message for the DN to complete the authentication and authorization of the request for a PDU session (see example in figure 6.3.1.1).
The SMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [26] subclause 4.3 to infinite value.
NOTE:	The PDU session establishment authentication and authorization procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer of the SMF do not occur.



Figure 6.3.1.1: PDU session establishment authentication and authorization procedure
[bookmark: _Toc508877104]6.3.1.2	PDU EAP message reliable transport procedure
6.3.1.2.1	PDU EAP message reliable transport procedurePDU session establishment authentication and authorization procedure initiation
In order to initiate the PDU EAP message reliable transport procedurePDU session establishment authentication and authorization procedure, the SMF shall create a PDU SESSION AUTHENTICATION COMMAND message.
The SMF shall set the PTI IE of the PDU SESSION AUTHENTICATION COMMAND message to "No procedure transaction identity assigned".
The SMF shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message to the EAP-request message provided by the DN or generated locally.
The SMF shall send the PDU SESSION AUTHENTICATION COMMAND message, and the SMF shall start timer T3590 (see example in figure 6.3.1.1).
Upon receipt of a PDU SESSION AUTHENTICATION COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE passes to the upper layers the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.
[bookmark: _Toc508877105]6.3.1.23.2	PDU EAP message reliable transport procedurePDU session establishment authentication and authorization procedure accepted by the UE
When the upper layers provide an EAP-response message responding to the received EAP-request message, the UE shall create a PDU SESSION AUTHENTICATION COMPLETE message.
The UE shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the EAP-response message.
The UE shall transport the PDU SESSION AUTHENTICATION COMPLETE message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.
Upon receipt of a PDU SESSION AUTHENTICATION COMPLETE message, the SMF shall stop timer T3590 and provides the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the DN or handles it locally.
[bookmark: _Toc508877106]6.3.1.24.3	Abnormal cases on the network side
The following abnormal cases can be identified:
a)	T3590 expired.
	The SMF shall, on the first expiry of the timer T3590, retransmit the PDU SESSION AUTHENTICATION COMMAND message and shall reset and start timer T3590. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3590, the SMF shall abort the procedure.
Editor's note:	Further abnormal cases are FFS
[bookmark: _Toc508877107]6.3.1.2.45	Abnormal cases in the UE
Editor's note:	Abnormal cases are FFS
[bookmark: _Toc508877108]6.3.1.3	PDU EAP result message transport procedure
6.3.1.3.1	PDU EAP result message transport procedure initiation
In order to initiate the PDU EAP result message transport procedure, the SMF shall create a PDU SESSION AUTHENTICATION RESULT message.
The SMF shall set the PTI IE of the PDU SESSION AUTHENTICATION RESULT message to "No procedure transaction identity assigned".
The SMF shall set the EAP message IE of the PDU SESSION AUTHENTICATION RESULT message to the EAP-success message provided by the DN.
The SMF shall send the PDU SESSION AUTHENTICATION RESULT message.
Upon receipt of a PDU SESSION AUTHENTICATION RESULT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE passes to the upper layers the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION RESULT message. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.
* * * Change * * *
[bookmark: _Toc508877330]8.3.4	PDU session authentication command
[bookmark: _Toc508877331]8.3.4.1	Message definition
The PDU SESSION AUTHENTICATION COMMAND message is sent by the SMF to the UE for authentication of the UE establishing the PDU session or of the UE participating in the PDU session. See table 8.3.4.1.1.
Message type:	PDU SESSION AUTHENTICATION COMMAND
Significance:		dual
Direction:			network to UE
Table 8.3.4.1.1: PDU SESSION AUTHENTICATION COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity
9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity
9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION COMMAND message identity
	Message type
9.7
	M
	V
	1

	78
	EAP message
	EAP message
9.8.3.16
	O
	TLV-E
	7-1503

	7B
	Extended protocol configuration options
	Extended protocol configuration options
9.8.4.3
	O
	TLV-E
	4-65538



[bookmark: _Toc508877332]8.3.4.2	EAP message
This IE is included when the external DN performs authentication and authorization of the UE using EAP.
[bookmark: _Toc508877333]8.3.4.3	Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
[bookmark: _Toc508877334]* * * Change * * *
8.3.5	PDU session authentication complete
[bookmark: _Toc508877335]8.3.5.1	Message definition
The PDU SESSION AUTHENTICATION COMPLETE message is sent by the UE to the SMF in response to the PDU SESSION AUTHENTICATION COMMAND message and indicates acceptance of the PDU SESSION AUTHENTICATION COMMAND message. See table 8.3.5.1.1.
Message type:	PDU SESSION AUTHENTICATION COMPLETE
Significance:		dual
Direction:			UE to network
Table 8.3.5.1.1: PDU SESSION AUTHENTICATION ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity
9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity
9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION COMPLETE message identity
	Message type
9.7
	M
	V
	1

	78
	EAP message
	EAP message
9.8.3.16
	O
	TLV-E
	7-1503

	7B
	Extended protocol configuration options
	Extended protocol configuration options
9.8.4.3
	O
	TLV-E
	4-65538



[bookmark: _Toc508877336]8.3.5.2	EAP message
This IE is included when the external DN performs authentication and authorization of the UE using EAP.
[bookmark: _Toc508877337]8.3.5.3	Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network.
[bookmark: _Toc508877338]* * * Change * * *
[bookmark: _Toc508877366]8.3.13	PDU session release command
[bookmark: _Toc508877367]8.3.13.1	Message definition
The PDU SESSION RELEASE COMMAND message is sent by the SMF to the UE to indicate a release of a PDU session. See table 8.3.13.1.1.
Message type:	PDU SESSION RELEASE COMMAND
Significance:		dual
Direction:			network to UE
Table 8.3.13.1.1: PDU SESSION RELEASE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity
9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity
9.6
	M
	V
	1

	
	PDU SESSION RELEASE COMMAND message identity
	Message type
9.7
	M
	V
	1

	
	5GSM cause
	5GSM cause
9.8.4.2
	M
	V
	1

	37
	Back-off timer value
	GPRS timer 3
9.8.3.21
	O
	TLV
	3

	7B
	Extended protocol configuration options
	Extended protocol configuration options
9.8.4.3
	O
	TLV-E
	4-65538

	78
	EAP message
	EAP message
9.8.3.16
	O
	TLV-E
	7-1503



[bookmark: _Toc508877368]8.3.13.2	Back-off timer value
The network may include this IE to request a minimum time interval before procedure retry is allowed.
[bookmark: _Toc508877369]8.3.13.3	Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
8.3.13.3	EAP message
This IE is included when the external DN performs re-authentication and re-authorization of the UE using EAP and it completes unsuccessfully.

* * * Change * * *
8.3.x	PDU session authentication result
8.3.x.1	Message definition
The PDU SESSION AUTHENTICATION RESULT message is sent by the SMF to the UE for indication of successful result of authentication of the UE participating in the PDU session. See table 8.3.4.x.1.
Message type:	PDU SESSION AUTHENTICATION RESULT
Significance:		dual
Direction:			network to UE
Table 8.3.4.x.1: PDU SESSION AUTHENTICATION RESULT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity
9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity
9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION RESULT message identity
	Message type
9.7
	M
	V
	1

	78
	EAP message
	EAP message
9.8.3.16
	O
	TLV-E
	7-1503

	7B
	Extended protocol configuration options
	Extended protocol configuration options
9.8.4.3
	O
	TLV-E
	4-65538



8.3.4.2	EAP message
This IE is included when the external DN performs authentication and authorization of the UE using EAP and it completes successfully.
8.3.4.3	Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
* * * Change * * *
[bookmark: _Toc508877382]9.7	Message type
The Message type IE and its use are defined in 3GPP TS 24.007 [8]. Tables 9.7.1 and 9.7.2 define the value part of the message type IE used in the 5GS mobility management protocol and 5GS session management protocol.
Table 9.7.1: Message types for 5GS mobility management
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	1
	-
	-
	-
	-
	-
	-
	
	5GS mobility management messages

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	0
	0
	0
	1
	
	Registration request

	0
	1
	0
	0
	0
	0
	1
	0
	
	Registration accept

	0
	1
	0
	0
	0
	0
	1
	1
	
	Registration complete

	0
	1
	0
	0
	0
	1
	0
	0
	
	Registration reject

	0
	1
	0
	0
	0
	1
	0
	1
	
	Deregistration request (UE originating)

	0
	1
	0
	0
	0
	1
	1
	0
	
	Deregistration accept (UE originating)

	0
	1
	0
	0
	0
	1
	1
	1
	
	Deregistration request (UE terminated)

	0
	1
	0
	0
	1
	0
	0
	0
	
	Deregistration accept (UE terminated)

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	1
	1
	0
	0
	
	Service request

	0
	1
	0
	0
	1
	1
	0
	1
	
	Service reject

	0
	1
	0
	0
	1
	1
	1
	0
	
	Service accept

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	1
	0
	1
	0
	0
	
	Configuration update command

	0
	1
	0
	1
	0
	1
	0
	1
	
	Configuration update complete

	0
	1
	0
	1
	0
	1
	1
	0
	
	Authentication request

	0
	1
	0
	1
	0
	1
	1
	1
	
	Authentication response

	0
	1
	0
	1
	1
	0
	0
	0
	
	Authentication reject

	0
	1
	0
	1
	1
	0
	0
	1
	
	Authentication failure

	0
	1
	0
	1
	1
	0
	1
	0
	
	Identity request

	0
	1
	0
	1
	1
	0
	1
	1
	
	Identity response

	0
	1
	0
	1
	1
	1
	0
	0
	
	Security mode command

	0
	1
	0
	1
	1
	1
	0
	1
	
	Security mode complete

	0
	1
	0
	1
	1
	1
	1
	0
	
	Security mode reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	1
	0
	0
	1
	0
	0
	
	5GMM status

	0
	1
	1
	0
	0
	1
	0
	1
	
	Notification

	0
	1
	1
	0
	0
	1
	1
	0
	
	Notification response

	0
	1
	1
	0
	0
	1
	1
	1
	
	UL NAS transport

	0
	1
	1
	0
	1
	0
	0
	0
	
	DL NAS transport

	
	
	
	
	
	
	
	
	
	



Table 9.7.2: Message types for 5GS session management
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	1
	1
	-
	-
	-
	-
	-
	-
	
	5GS session management messages

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	0
	0
	0
	1
	
	PDU session establishment request

	1
	1
	0
	0
	0
	0
	1
	0
	
	PDU session establishment accept

	1
	1
	0
	0
	0
	0
	1
	1
	
	PDU session establishment reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	0
	1
	0
	1
	
	PDU session authentication command

	1
	1
	0
	0
	0
	1
	1
	0
	
	PDU session authentication complete

	1
	1
	0
	0
	0
	1
	1
	1
	
	PDU session authentication result

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	1
	0
	0
	1
	
	PDU session modification request

	1
	1
	0
	0
	1
	0
	1
	0
	
	PDU session modification reject

	1
	1
	0
	0
	1
	0
	1
	1
	
	PDU session modification command

	1
	1
	0
	0
	1
	1
	0
	1
	
	PDU session modification complete

	1
	1
	0
	0
	1
	1
	1
	0
	
	PDU session modification command reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	0
	0
	1
	
	PDU session release request

	1
	1
	0
	1
	0
	0
	1
	0
	
	PDU session release reject

	1
	1
	0
	1
	0
	0
	1
	0
	
	PDU session release command

	1
	1
	0
	1
	0
	0
	1
	1
	
	PDU session release complete

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	1
	1
	0
	
	5GSM status
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