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1. Introduction
Integrity protection for NAS message are introduced.  
2. Reason for Change
The behavior  of AMF is described to perform the integrity protection of NAS message. 
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501.
* * * First Change * * * *

4.4.x
Integrity checking of NAS signalling messages in the AMF 

Once a current 5G security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving 5GMM entity in the AMF shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the 5G security context is not available in the network:

-
REGISTRATION REQUEST;

-
DEREGISTRATION REQUEST;

-
SERVICE REQUEST;

NOTE x:
These messages are processed by the AMF even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with an 5G security context that is no longer available in the network.
Editor's note:
Whether other messages need to be considered is FFS.

If a REGISRATION REQUEST message fails the integrity check and it is not a registration request for emergency bearer services, the AMF  shall authenticate the subscriber before processing the registration request any further. Additionally, if the AMF initiates a security mode control procedure, the AMF shall include a HASHAMF IE in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. 
