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***** First change *****
C.1
Stage-2 flow for steering of UE in VPLMN during registration
The stage-2 flow for the case when the UE registers with VPLMN AMF is described below in figure X.1.1:
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Figure C.1.1: Procedure for providing list of preferred PLMN/access technology combinations

1)
The UE to the VPLMN AMF: The UE initiates registration by sending REGISTRATION REQUEST message to the VPLMN AMF, and the VPLMN AMF initiates the authentication procedure as defined in 3GPP TS 33.501 [63];

2)
The VPLMN AMF to the HPLMN AUSF: The VPLMN AMF sends Authentication Initiation Request (5G-AIR) message to HPLMN AUSF;

3)
The HPLMN AUSF to the HPLMN UDM: The HPLMN AUSF sends Auth Info-Req request message to the HPLMN UDM;

4)
The HPLMN UDM decides to provide the list of preferred PLMN/access technology combinations to the UE,based on operator policy, and then set an indication in an AV to indicate the UE that the list of preferred PLMN/access technology combinations are provided;

5)
The HPLMN UDM to the HPLMN AUSF: The HPLMN UDM sends the list of preferred PLMN/access technology combinations in Auth Info-Resp message along with other existing parameters;

6)
The HPLMN AUSF to the VPLMN AMF: The HPLMN AUSF sends the 5G Authentication Initiation Answer (5G-AIA) message to the VPLMN AMF, which includes the protected list of preferred PLMN/access technology combinations and the AV(s);

7)
The VPLMN AMF to the UE: The VPLMN AMF transparently sends the list of preferred PLMN/access technology combinations and the AV(s) to the UE in the NAS AUTHENTICATION REQUEST message; and

8)
If the UE has successfully authenticated the network (see 3GPP TS 33.501 [63]), after receiving the NAS AUTHENTICATION REQUEST message, the UE checks the indication included in an AV to determine whether a list of preferred PLMN/access technology combinations was provided by the HPLMN and then performs security check on the received preferred PLMN/access technology combinations. If the list of preferred PLMN/access technology combinations is received and the security check is successful, then the UE shall replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the UE with the received list of preferred PLMN/access technology combinations, and

a)
if the UE has a list of available PLMNs in the area and based on this list the UE determines that there is a higher priority PLMN than the currently camped chosen VPLMN, and: 

i)
the UE is not in automatic network selection mode; or

ii)
the current chosen VPLMN is part of "User Controlled PLMN Selector with Access Technology" list;

then the UE may respond with a response message including an indication that the list of preferred PLMN/access technology combinations was received and the security check was successful, however the higher priority PLMN was not selected due to the UE being in manual network selection mode or the chosen VPLMN being part of the "User Controlled PLMN Selector with Access Technology" list; or

Editor's note: The response message could be a REGISTRATION COMPLETE message, depending on another CR.
b)
if the UE has a list of available PLMNs in the area and based on this list the UE determines that there is a higher priority PLMN than the currently camped chosen VPLMN, and: 
i)
the UE is in automatic network selection mode; or 
ii)
the current chosen VPLMN is not part of "User Controlled PLMN Selector with Access Technology" list;

then the UE may respond with AUTHENTICATION FAILURE message indicating VPLMN AMF to release the current N1 NAS signalling connection and abort the ongoing registration procedure before performing PLMN selection; or

c)
if
 the indication included in an AV indicates that a list of preferred PLMN/access technology combinations were provided by the HPLMN but no list is received, or if the list of preferred PLMN/access technology combinations is received but the security check is not successful, and:
i)
the UE is not in manual mode of operation; or
ii)
the current chosen VPLMN is not part of "User Controlled PLMN Selector with Access Technology" list;

then the UE shall respond with AUTHENTICATION FAILURE message; and

9)
if the UE has sent AUTHENTICATION FAILURE message in step 8 then the UE shall attempt to obtain service on a higher priority PLMN by acting as if timer T that controls periodic attempts has expired, with an exception that current PLMN is considered as lowest priority, otherwise the UE shall respond with AUTHENTICATION RESPONSE message. 

NOTE 1:
The above procedure shows incremental changes required in authentication procedure(for both EAP-AKA' and 5G AKA) as defined in 3GPP TS 33.501 [63], for sending list of preferred PLMN/access technology combinations to the UE.

NOTE 2:
The HPLMN UDM decides to provide the list of preferred PLMN/access technology combinations to the UE,based on operator policy, it is preferred to use it only for first registration in VPLMN otherwise VPLMN may avoid periodic re-authentication of the UE for commercial reasons.
Editor's note: In order to guarantee end-to-end security between HPLMN and roaming UEs, CT1 in close cordination with SA3 will work further on this procedure. CT1 has to consider changing the solution based on SA3 feedback on the usage of the authentication procedure over NAS.
Editor's note: CT1 will change above procedure to service based interface once SA3 adopts it in their specifications.

Editor's note: The list of preferred PLMN/access technology combinations provided by UDM to AUSF can be a secured packet(e.g. based on ETSI TS 102 225 V12.1.0: "Smart Cards; Secured packet structure for UICC based applications") or a plain non secured packet. It has to be decided by SA3, CT1 will align this aspect after SA3 defines the security mechanism.
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