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1. Reasons for Change

In order to be compliant with RFC 4301 which prohibits carrying of IP fragments with IPsec in transport mode, it must be ensured that the IP packets containing NAS messages to which Ipsec is applied are not fragmented.

Additionally, since some routers drop IPv6 fragments, in order to avoid fragmentation of IP packets carrying NAS messages over non-3GPP access after IPsec is applied, it is proposed to use TCP transport. 
See discussion paper C1-182186 for more details.

2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.502 v0.4.0
* * * First Change * * * *

8.2
Transport of NAS messages over control plane

This sub-clause will describe GRE procedures to encapsulate control plane NAS messages for transport between the UE and the network via N3IWF.

After the completion of IKE SA and signalling IPsec SA establishment as specified in subclause 7.3, all the NAS messages shall be encapsulated by ESP protocol in transport mode as specified in IETF RFC 4303 [11] between the UE and the N3IWF. Due to the application of IPsec to IP fragments being prohibited for IPSec in transport mode (see IETF RFC 4301 [12]), the sending entity (UE or N3IWF) shall create an IP packet carrying the entire NAS message, irrespective of the MTU size, and apply IPsec to the unfragmented IP packet. The UE and the N3IWF shall use TCP as transport protocol for the IP packets carrying NAS messages.
NOTE:
The use of TCP as transport protocol avoids IP layer fragmentation of IP packets carrying NAS messages, which can cause NAS messages to be lost due to some routers not forwarding IP fragments.


In the ESP packet,

a)
the ESP Security Parameter Index is corresponding to the signalling IPsec SA; and
b)
the value of next header field shall be set to xxx.

Editor's note:
The value of next header field is FFS.
* * * End of Changes * * * *

