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1. Overall Description:

3GPP TS 22.011 clause 10 specifies the "3GPP Data Off feature" which when activated by the user, prevents transport via 3GPP access of all IP packets except those related to 3GPP PS Data Off Exempt services. As per TS 31.102, one such exempt service can be Bearer Independent Protocol (BIP), described below.
3GPP PS Data Off feature: As specified in TS 22.011 clause 10, this feature, when activated by the user, prevents transport via 3GPP access of all IP packets except those related to 3GPP PS Data Off Exempt services. UEs may be configured with list of these 3GPP PS Data Off Exempt services via UICC Provisioning. TS 31.102 clause 4.2.109 defines an optional EF EF3GPPPSDATAOFF for such provisioning. This feature assists in avoiding billing for data services that are initiated by the UE even if the user has turned the Cellular data off from the UI. One such service is Bearer Independent Protocol (BIP). 
Bearer Independent Protocol (BIP): BIP is a mechanism by which the terminal provides the UICC with access to the data bearers supported by the terminal and the network. As specified in TS 31.111 clause 4.11, BIP is a set of proactive commands and events that allows the UICC to establish a data channel with the terminal, and through the terminal to a remote server in the network. The terminal then allows the UICC and the server to exchange data on this channel transparently. BIP is used by operators as a protocol for server to UICC communication. Operators might use BIP for, for example:

- OTA management of the contents on the UICCs

- Retrieving Network Management Results from the UICCs
Problem:

TS 24.301 clause 6.3.10 contains following information about the 3GPP PS Data Off feature:

When the 3GPP PS data off UE status is "activated", the UE does not send uplink IP packets except:
- for those services indicated in the list of 3GPP PS data off exempt services as specified in 3GPP TS 24.368 [15A]; 

- for those services indicated in the EF3GPPPSDATAOFF USIM file as specified in 3GPP TS 31.102 [17]; 

- any uplink traffic due to procedures specified in 3GPP TS 24.229 [13D]; and
- any uplink traffic due to procedures specified in 3GPP TS 24.623 [50].

TS 31.102 refers to following clause 5.10j of TS 24.368 for coding of EF3GPPPSDATAOFF:
This interior node acts as a placeholder for.
-     Occurrence: One

-     Format: bool

-     Access Types: Get, Replace

-     Values: 0, 1

0 - Indicates that the bearer independent protocol is not a 3GPP PS data off exempt service (see 3GPP TS 31.111 [7]).

1 - Indicates that the bearer independent protocol is a 3GPP PS data off exempt service (see 3GPP TS 31.111 [7]).

The default value 0 applies if this leaf is not provisioned.

As per the spec references above, if a Release13 or an earlier release compliant UICC is used with a Release14 compliant ME that supports PS Data Off feature, since the EF3GPPPSDATAOFF will not be present in the USIM, the default value for BIP exempt status will be considered by NAS. The default status value for BIP exempt service is 0, as mentioned in TS 24.368 clause 5.10j. This means that BIP initiation from the UICC Toolkit will be blocked by this UE. 
Consequences if the problem is not fixed: This might be crucial for some operators (using BIP) who would then lose the ability to perform crucial operations including the following:

· update the UICCs OTA. BIP is a protocol used commonly by network operators to perform Over The Air updates to the UICC. A network operator might want to for example push new content to the card. Because the BIP is not allowed to be initiated from the UE due to it not being present as an PS Data Off exempt service in the UICC, an operator would not be able to update their card contents.
· retrieve Network Management Results (NMR) from the UICC. BIP is a very common protocol used by network operators for NMR. Because the BIP is not allowed to be initiated from the UE due to it not being present as an PS Data Off exempt service in the UICC, an operator would not be able to retrieve NMR from the UICC.

To avoid this situation, it is desirable to change the default exempt status of BIP leaf in TS 24.368 clause 5.10j to "1".

2. Actions: CT WG6 kindly asks CT WG1 to consider changing the default value of the PS Data Off exempt status for BIP in TS 24.368 clause 5.10j to 1. 
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