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2. Reason for Change
TS 23.501 states the following requirements for 3GPP PS Data Off.

There are no stage-3 requirement for this feature in TS 24.501 yet.
------------------------

5.24
3GPP PS Data Off

This feature, when activated by the user, prevents traffic via 3GPP access of all IP packets except those related to 3GPP PS Data Off Exempt Services. The 3GPP PS Data Off Exempt Services are a set of operator services, defined in TS 22.011 [25] and TS 23.221 [23], that are the only allowed services when the 3GPP PS Data Off feature has been activated by the user.

UEs may be configured with up to two lists of 3GPP PS Data Off Exempt Services and the list(s) are provided to the UEs by HPLMN via Device Management or UICC provisioning. When the UE is configured with two lists, one list is valid for the UEs camping in the home PLMN and the other list is valid for any VPLMN the UE is roaming in. When the UE is configured with a single list, without an indication to which PLMNs the list is applicable, then this list is valid for the home PLMN and any PLMN the UE is roaming in.

NOTE 1:
The operator needs to ensure coordinated list(s) of 3GPP Data Off Exempt Services provisioned in the UE and configured in the network.

The UE reports its 3GPP PS Data Off status in PCO (Protocol Configuration Option) to (H-)SMF during UE requested PDU Session Establishment procedure.

NOTE 2:
This also covers scenarios when the user activates/deactivates 3GPP PS Data Off while connected via Non-3GPP access only, and then a handover to 3GPP access occurs.

If 3GPP PS Data Off is activated, the UE prevents the sending of uplink IP packets except for those related to 3GPP PS Data Off Exempt Services, based on the pre-configured list(s) of Data Off Exempt Services.

The UE shall immediately report a change of its 3GPP PS Data Off status in PCO by using UE requested PDU Session Modification procedure.

The additional behaviour of the SMF for 3GPP PS Data Off is controlled by local configuration or policy from the PCF as defined in TS 23.503 [45].

NOTE 3:
For the PDU Session used for IMS services, the 3GPP Data Off Exempt Services are enforced in the IMS domain as specified TS 23.228 [15]. Policies configured in the (H-)SMF/PCF need to ensure those services are always allowed when the 3GPP Data Off status of the UE is set to "activated".
------------------------
The proposed text is based on 24.301 text and modified to fit 5GSM protocol.

Furthermore, given that a PDU session can be transferred from non-3GPP access to 3GPP access using service request procedure without any 5GSM procedures, it is proposed that the UE and the SMF exchange the 3GPP PS data off indications also when the UE establishes a PDU session in non-3GPP access.

Furthermore, non-IP user data packets are not restricted by the stage-2 requirements above and this is proposed to be documented as well.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501.
* * * Change * * *
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* * * Change * * *
6.2.x
Handling of 3GPP PS data off
A UE, which supports 3GPP PS data off (see 3GPP TS 23.501 [5]), can be configured with a list of 3GPP PS data off exempt services as specified in 3GPP TS 24.368 [r24368] or in the EF3GPPPSDATAOFF USIM file as specified in 3GPP TS 31.102 [15]. If the UE supports 3GPP PS data off, the UE shall provide the 3GPP PS data off UE status in the extended protocol configuration options IE during UE-requested PDU session establishment procedure, and UE-requested PDU session modification procedure (see subclause 6.4.1 and subclause 6.4.2).
Editor's note: handling for configuration consisting of two lists is FFS and is to be aligned with changes proposed under PS_DATA_OFF2-CT work item.
The network informs the UE about the support of 3GPP PS data off during the UE-requested PDU session establishment procedure (see subclause 6.4.1). If 3GPP PS data off support is not indicated in the extended protocol configuration options IE in the PDU SESSION ESTABLISHMENT ACCEPT message, the UE shall not indicate any change of 3GPP PS data off UE status for the PDU session established by the UE-requested PDU session establishment procedure; otherwise the UE shall indicate change of the 3GPP PS data off UE status for the PDU session by using the UE-requested PDU session modification procedure as specified in subclause 6.4.2. If the network does not provide indication of support of 3GPP PS data off during the UE-requested PDU session establishment procedure of the PDU session, the UE behaviour for non-exempt service requests from the network is implementation dependent.

When the 3GPP PS data off UE status is "activated", the UE does not send uplink IP packets via 3GPP access except:

-
for those services indicated in the list of 3GPP PS data off exempt services as specified in 3GPP TS 24.368 [r24368];

-
for those services indicated in the EF3GPPPSDATAOFF USIM file as specified in 3GPP TS 31.102 [15];

-
any uplink traffic due to procedures specified in 3GPP TS 24.229 [11]; and

-
any uplink traffic due to procedures specified in 3GPP TS 24.623 [r24623].

Otherwise the UE sends uplink IP packets without restriction.
NOTE 1:
If the UE supports 3GPP PS data off, uplink IP packets are filtered as specified in 3GPP TS 24.229 [11] in U.3.1.5.
3GPP PS data off does not restrict sending of uplink IP packets via non-3GPP access.

3GPP PS data off does not restrict sending of uplink user data packets via a PDU session of Ethernet or Unstructured PDU session type.
* * * Change * * *
6.4.1.2
UE-requested PDU session establishment procedure initiation

In order to initiate the UE-requested PDU session establishment procedure, the UE shall create a PDU SESSION ESTABLISHMENT REQUEST message.
The UE shall allocate a PDU session ID which is not currently being used by another PDU session over either 3GPP access or non-3GPP access.
The UE shall allocate a PTI value currently not used and shall set the PTI IE of the PDU SESSION ESTABLISHMENT REQUEST message to the allocated PTI value.
If the UE requests to establish a new non-emergency PDU session with a DN and requests a PDU session type, the UE shall set the PDU session type IE of the PDU SESSION ESTABLISHMENT REQUEST message to one of the following values: the IP version capability as specified in subclause 6.2.4.2, "Ethernet" or "Unstructured".
NOTE:
When the UE initiates the UE-requested PDU session establishment procedure to transfer an existing non-IP PDN connection in the EPS to the 5GS, the UE can use locally available information associated with the PDN connection to select the PDU session type between "Ethernet" and "Unstructured".
If the UE requests to establish a new non-emergency PDU session with a DN and the UE requests an SSC mode, the UE shall set the SSC mode IE of the PDU SESSION ESTABLISHMENT REQUEST message to the SSC mode. If the UE requests to establish a PDU session of "IPv4", "IPv6" or "IP" PDU session type, the UE shall either omit the SSC mode IE or set the SSC mode IE to "SSC mode 1", "SSC mode 2", or "SSC mode 3". If the UE requests to establish a PDU session of "Ethernet" or "Unstructured" PDU session type, the UE shall either omit the SSC mode IE or set the SSC mode IE to "SSC mode 1" or "SSC mode 2". If the UE requests transfer of an existing PDN connection in the EPS to the 5GS, the UE shall set the SSC mode IE to "SSC mode 1".
If the UE requests to establish a new PDU session with a DN, the UE may include the SM PDU DN request container with a DN-specific identity of the UE complying with network access identifier (NAI) format as specified in IETF RFC 4282 [28].
If the UE requests to establish a new PDU session of "IP", "IPv4", "IPv6" or "Ethernet" PDU session type and the UE supports reflective QoS, the UE shall set the RQoS bit to "Reflective QoS supported" in the 5GSM capability IE of the PDU SESSION ESTABLISHMENT REQUEST message.

If the UE has an emergency PDU session, the UE shall not perform the UE-requested PDU session establishment procedure to establish another emergency PDU session. The UE may perform the UE-requested PDU session establishment procedure to transfer an existing emergency PDU session or an existing PDN connection for emergency bearer services.

If the UE operating in the single-registration mode performs mobility from S1 mode to N1 mode and the UE wants to establish a PDU session corresponding to an existing PDN connection in EPS for which interworking to 5GS is supported, the UE shall:

a)
set the PDU session ID in the PDU SESSION ESTABLISHMENT REQUEST message and in the UL NAS TRANSPORT message to the stored PDU session ID corresponding to the PDN connection; and

b)
set the S-NSSAI in the UL NAS TRANSPORT message to the stored S-NSSAI associated with the PDU session ID only if the S-NSSAI is included in the allowed NSSAI.

If the UE supports 3GPP PS data off, the UE shall include the extended protocol configuration options IE in the PDU SESSION ESTABLISHMENT REQUEST message and include the 3GPP PS data off UE status. The UE behaves as described in subclause 6.2.x.
The UE shall transport:

a)
the PDU SESSION ESTABLISHMENT REQUEST message;

b)
the PDU session ID of the PDU session being established;

c)
if the request type is set to:

1)
"initial request" and the UE determined to establish a new PDU session based on a URSP rule including one or more S-NSSAIs in the URSP (see subclause 6.2.9):

i)
in case of a non-roaming scenario, an S-NSSAI in the allowed NSSAI which corresponds to one of the S-NSSAI(s) in the URSP rule, if any; or

ii)
in case of a roaming scenario:

A)
one of the mapped configured S-NSSAI(s) in the allowed NSSAI which corresponds to one of the S-NSSAI(s) in the URSP rule, if any; and

B)
the S-NSSAI in the allowed NSSAI associated with the S-NSSAI in A);

2)
"existing PDU session", an S-NSSAI, which is an S-NSSAI associated with the PDU session and, if available in roaming scenarios, a mapped configured S-NSSAI from the configured NSSAI for the HPLMN;

d)
the requested DNN, if the request type is set to "initial request" or "existing PDU session", and the UE requests a connectivity to a DNN other than the default DNN;

e)
the request type which is set to:

1)
"initial request", if the UE is not registered for emergency services and the UE requests to establish a new non-emergency PDU session;

2)
"existing PDU session", if the UE is not registered for emergency services and the UE requests:

i)
handover of an existing non-emergency PDU session between 3GPP access and non-3GPP access; or

ii)
transfer of an existing PDN connection for non-emergency bearer services in the EPS to the 5GS;

3)
"initial emergency request", if the UE requests to establish a new emergency PDU session; and

4)
"existing emergency PDU session", if the UE requests:

i)
handover of an existing emergency PDU session between 3GPP access and non-3GPP access; or
ii)
transfer of an existing PDN connection for emergency bearer services in the EPS to the 5GS; and

f)
the old PDU session ID which is the PDU session ID of the existing PDU session, if the UE initiates the UE-requested PDU session establishment procedure upon receiving the PDU SESSION MODIFICATION COMMAND messages with the 5GSM cause IE set to #39 "reactivation requested";
using the NAS transport procedure as specified in subclause 5.4.5, and the UE shall start timer T3580 (see example in figure 6.4.1.2.1).
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Figure 6.4.1.2.1: UE-requested PDU session establishment procedure
Upon receipt of a PDU SESSION ESTABLISHMENT REQUEST message, a PDU session ID, optionally a S-NSSAI, optionally a DNN, the request type, and optionally an old PDU session ID, the SMF checks whether connectivity with the requested DN can be established. If the requested DNN is not included, the SMF shall use the default DNN.
If the PDU session being established is a non-emergency PDU session, the request type is not set to "existing PDU session" and the PDU session authentication and authorization by the external DN is required due to local policy, the SMF shall check whether the PDU SESSION ESTABLISHMENT REQUEST message includes the PDU DN request container. 

If the PDU session being established is a non-emergency PDU session, the request type is not set to "existing PDU session", the PDU DN request container is included in the PDU SESSION ESTABLISHMENT REQUEST message and the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data, the SMF shall:

a)
if the information for the PDU session authentication and authorization by the external DN in PDU DN request container is compliant with the local policy and user's subscription data, proceed with the EAP Authentication procedure specified in 3GPP TS 33.501 [16] and refrain from accepting or rejecting the PDU SESSION ESTABLISHMENT REQUEST message until the EAP Authentication procedure finalizes; and

b)
if the information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with the local policy, reject the PDU session establishment request including the 5GSM cause #29 "user authentication failed", in the PDU SESSION ESTABLISHMENT REJECT message.
If the PDU session being established is a non-emergency PDU session, the request type is not set to "existing PDU session", the PDU DN request container is not included in the PDU SESSION ESTABLISHMENT REQUEST message and the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data, the SMF shall proceed with the EAP Authentication procedure specified in 3GPP TS 33.501 [16] and refrain from accepting or rejecting the PDU SESSION ESTABLISHMENT REQUEST message until the EAP Authentication procedure finalizes.

If the SMF receives the old PDU session ID from the AMF and a PDU session exists for the old PDU session ID, the SMF shall consider that the request for the relocation of SSC mode 3 PDU session anchor with multiple PDU sessions as specified in 3GPP TS 23.502 [6] is accepted by the UE.
* * * Change * * *
6.4.1.3
UE-requested PDU session establishment procedure accepted by the network
If the connectivity with the requested DN is accepted by the network, the SMF shall create a PDU SESSION ESTABLISHMENT ACCEPT message.
The SMF shall set the authorized QoS rules IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the authorized QoS rules of the PDU session. If the received request type is "initial emergency request", the SMF shall set the authorized QoS rules IE according to the initial QoS parameters used for establishing emergency services configured in the SMF Emergency Configuration Data.
The SMF shall set the selected SSC mode IE of the PDU SESSION ESTABLISHMENT ACCEPT message to:
a)
either the received SSC mode or the SSC mode modified from the received SSC mode based on the subscription, the SMF configuration, or both if the request type IE is set to "initial request", and the SSC mode IE is included in the PDU SESSION ESTABLISHMENT REQUEST message;

b)
otherwise, either the default SSC mode for the data network listed in the subscription or the SSC mode associated with the SMF configuration.
If the PDU session is an emergency PDU session, the SMF shall set the selected SSC mode IE of the PDU SESSION ESTABLISHMENT ACCEPT message to "SSC mode 1". If the PDU session is a non-emergency PDU session of "Ethernet" or "Unstructured" PDU session type, the SMF shall set the selected SSC mode IE to "SSC mode 1" or "SSC mode 2". If the PDU session is a non-emergency PDU session of "IPv4" or "IPv6" PDU session type, the SMF shall set the selected SSC mode IE to "SSC mode 1", "SSC mode 2", or "SSC mode 3".
The SMF shall set the S-NSSAI IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the selected S-NSSAI of the PDU session.

The SMF shall set the selected PDU session type IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the PDU session type of the PDU session.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IP", the SMF shall select either "IPv4" or "IPv6" as the selected PDU session type IE of the PDU session. If the subscription, the SMF configuration, or both, are limited to IPv4 only or IPv6 only for the requested DNN, the SMF shall include the 5GSM cause value #50 "PDU session type IPv4 only allowed", or #51 "PDU session type IPv6 only allowed", respectively, in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT ACCEPT message.

If the selected PDU session type is "IPv4", the SMF shall include the PDU address IE in the PDU SESSION ESTABLISHMENT ACCEPT message and shall set the PDU address IE to an IPv4 address is allocated to the UE in the PDU session.
If the selected PDU session type is "IPv6", the SMF shall include the PDU address IE in the PDU SESSION ESTABLISHMENT ACCEPT message and shall set the PDU address IE to an interface identifier for the IPv6 link local address.
The SMF shall set the DNN IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the DNN of the PDU session.

The SMF shall set the Session-AMBR IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the Session-AMBR of the PDU session.

If the selected PDU session type is "IPv4", "IPv6" or "Ethernet" and if the PDU SESSION ESTABLISHMENT REQUEST message includes a 5GSM capability IE with the RQoS bit set to "Reflective QoS supported", the SMF shall consider that reflective QoS is supported for QoS flows belonging to this PDU session and include the RQ timer IE set to an RQ timer value.
NOTE:
If the 5G core network determines that reflective QoS is to be used for a QoS flow, the SMF sends reflective QoS indication (RQI) to UPF to activate reflective QoS. If the QoS flow is established over 3GPP access, the SMF also includes reflective QoS Attribute (RQA) in QoS profile of the QoS flow during QoS flow establishment. 

If the DN authentication of the UE was performed and completed successfully, the SMF shall set the EAP message IE of the PDU SESSION ESTABLISHMENT ACCEPT message to an EAP-success message as specified in IETF RFC 3748 [26], provided by the DN.

The SMF shall send the PDU SESSION ESTABLISHMENT ACCEPT message.
Upon receipt of a PDU SESSION ESTABLISHMENT ACCEPT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE shall stop timer T3580, shall release the allocated PTI value and shall consider that the PDU session was established.
If the UE requests the PDU session type "IP" and:

a)
the UE receives the selected PDU session type set to "IPv4" and does not receive the 5GSM cause value #50 "PDU session type IPv4 only allowed"; or

b)
 the UE receives the selected PDU session type set to "IPv6" and does not receive the 5GSM cause value #51 "PDU session type IPv6 only allowed";

the UE may subsequently request another PDU session for the other IP version using the UE-requested PDU session establishment procedure to the same DNN with a single address PDN type (IPv4 or IPv6) other than the one already activated.

If the UE requests the PDU session type "IP", receives the selected PDU session type set to "IPv4" and the 5GSM cause value #50 "PDU session type IPv4 only allowed", the UE shall not subsequently request another PDU session for "IPv6" using the UE-requested PDU session establishment procedure to the same DNN and the PDU session type "IPv6" until the PDU session is released.

If the UE requests the PDU session type "IP", receives the selected PDU session type set to "IPv6" and the 5GSM cause value #51 "PDU session type IPv6 only allowed", the UE shall not subsequently request another PDU session for "IPv4" using the UE-requested PDU session establishment procedure to the same DNN and the PDU session type "IPv4" until the PDU session is released.

If the selected PDU session type of the PDU session is "Unstructured" or "Ethernet", the UE supports intersystem change from N1 mode to S1 mode, the UE does not support establishment of a PDN connection for the PDN type set to "non-IP" in S1 mode, and the parameters list field of one or more QoS rules received in the QoS rules IE of the PDU SESSION ESTABLISHMENT ACCEPT message contains an EPS bearer identity (EBI) then the UE shall locally remove the EPS bearer identity (EBI) from the parameters list field of such one or more QoS rules.
Upon receipt of the PDU SESSION ESTABLISHMENT ACCEPT message, if the 3GPP PS data off UE status is "activated", the UE behaves as described in subclause 6.2.x.
* * * Change * * *
6.4.2.1
General
The purpose of the UE-requested PDU session modification procedure is to enable the UE to request modification of a PDU session or to indicate a change of 3GPP PS data off UE status for a PDU session. The UE shall not request a PDU session modification for an LADN when the UE is located outside the LADN service area. If the UE supports Reflective QoS, the UE shall initiate this procedure to indicate the support of Reflective QoS after an inter-system change from S1 mode to N1 mode.
* * * Change * * *
6.4.2.2
UE-requested PDU session modification procedure initiation
In order to initiate the UE-requested PDU session modification procedure, the UE shall create a PDU SESSION MODIFICATION REQUEST message.
The UE shall allocate a PTI value currently not used and shall set the PTI IE of the PDU SESSION MODIFICATION REQUEST message to the allocated PTI value.
The UE shall not perform the UE-requested PDU session modification procedure for an emergency PDU session.
The UE shall not perform the UE-requested PDU session modification procedure for a PDU session for LADN when the UE is located outside the LADN service area.

If the UE requests a specific QoS handling, the UE shall include the requested QoS rules IE indicating requested QoS rules for the specific QoS handling.
To indicate a change of 3GPP PS data off UE status associated to a PDU session, the UE shall include the extended protocol configuration options IE in the PDU SESSION MODIFICATION REQUEST message and set the 3GPP PS data off UE status only if the network included the 3GPP PS data off support indication in the extended protocol configuration options IE in the PDU SESSION ESTABLISHMENT ACCEPT message when the PDU session was established. The UE behaves as described in subclause 6.2.x.
The UE shall transport the PDU SESSION MODIFICATION REQUEST message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, and the UE shall start timer T3581 (see example in figure 6.4.2.2.1).
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Figure 6.4.2.2.1: UE-requested PDU session modification procedure
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