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1. Introduction
The current version of the specification contains editor’s note in the 5G authentication abnormal cases. This pCR adds the same abnormal cases that have been seen necessary for the EPS authentication and adds new abnormal case that handles possible ngKSI collision.
ngKSI collision where the network attempts to reassign the same ngKSI that is already in use by the UE needs to be solved by the specification. The ME detects the collision and doesn’t forward the challenge to the UICC. This helps in following signalling when sequence number may remain the same.
Here we propose that the UE, by rejecting the authentication with a new cause code, indicates to the network the collision and the network needs to select new ngKSI. The network may then send the same authentication challenge, but with new ngKSI.

In addition to new cause, we propose to combine the two timers used in UMTS and EPS authentication failure cases to a single timer due to the same handling. The two timers were originally introduced by N1-000663 and from timer point of view, the handling of MAC failure differed from the handling of SYNC failure. But since then (May 2000) the handling of both causes have changed to be quite similar thus the timers used in EPS authentication (T3418 and T3420) can be combined into one (T35XX) when introducing abnormal case handling for 5G authentication.
2. Reason for Change
The abnormal cases for the 5G authentication are not handled.
3. Conclusions

This pCR completes the subclause for abnormal cases in the 5G authentication procedure.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501.
* * * First Change * * * *

5.4.1.3.7
Abnormal cases
a)
Lower layer failure:


Upon detection of lower layer failure before the AUTHENTICATION RESPONSE message is received, the network shall abort the procedure.

b)
Expiry of timer T3560:


The network shall, on the first expiry of the timer T3560, retransmit the AUTHENTICATION REQUEST message and shall reset and start timer T3560. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3560, the network shall abort the authentication procedure and any ongoing 5GMM specific procedure and release the N1 NAS signalling connection.

c)
Authentication failure (5GMM cause #20 "MAC failure"):


The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #20 "MAC failure" according to subclause 5.4.1.3.6, to the network and start timer T35XX (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20 "MAC failure", the network may initiate the identification procedure described in subclause 5.4.3. This is to allow the network to obtain the SUPI from the UE. The network may then check that the 5G-GUTI originally used in the authentication challenge corresponded to the correct SUPI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.

NOTE 1:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20 "MAC failure", the network may also terminate the authentication procedure (see subclause 5.4.1.3.5).


If the 5G-GUTI/SUPI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T35XX, if running, and then process the challenge information as normal. If the 5G-GUTI/SUPI mapping in the network was correct, the network should terminate the authentication procedure by sending an AUTHENTICATION REJECT message (see subclause 5.4.1.3.5).

If the network is validated successfully (an AUTHENTICATION REQUEST message that contains a valid SQN and MAC is received), the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3510, T3517 or T3521) if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST message while T35XX is running, and the MAC value cannot be resolved, the UE shall follow the procedure specified in this subclause, item c, starting again from the beginning, or if the message contains a UMTS authentication challenge, the UE shall follow the procedure specified in item d. If the SQN is invalid, the UE shall proceed as specified in item f.
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Figure 5.4.1.3.7.1: Authentication failure during 5G AKA based primary authentication and key agreement procedure

d)
Authentication failure (5GMM cause #26 "non-5G authentication unacceptable"):

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #26 "non-5G authentication unacceptable", to the network and start the timer T35XX (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #26 "non-5G authentication unacceptable", the network may initiate the identification procedure described in subclause 5.4.3. This is to allow the network to obtain the SUPI from the UE. The network may then check that the 5G-GUTI originally used in the authentication challenge corresponded to the correct SUPI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.
NOTE 2:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #26 "non-5G authentication unacceptable", the network may also terminate the authentication procedure (see subclause 5.4.1.3.5).


If the 5G-GUTI/SUPI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T35XX, if running, and then process the challenge information as normal. If the 5G-GUTI/SUPI mapping in the network was correct, the network should terminate the authentication procedure by sending an AUTHENTICATION REJECT message (see subclause 5.4.1.3.5).
e)
Authentication failure (5GMM cause #29 "ngKSI already in use"):

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #29 "ngKSI already in use", to the network and start the timer T35XX (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #29 "ngKSI already in use", the network performs necessary actions to select a new ngKSI and send the same authentication challenge to the UE.

NOTE 3:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #29 "ngKSI already in use", the network may also re-initiate the authentication procedure (see subclause 5.4.1.3.2).


Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T35XX, if running, and then process the challenge information as normal.

f)
Authentication failure (5GMM cause #21 "synch failure"):


The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #21 "synch failure", to the network and start the timer T35XX (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with the 5GMM cause #21 "synch failure", the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the AMF to delete all unused authentication vectors for that SUPI and obtain new vectors from the UDM/AUSF. When re-synchronisation is complete, the network shall initiate the authentication procedure. Upon receipt of the AUTHENTICATION REQUEST message, the UE shall stop the timer T35XX, if running.

NOTE 4:
Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the UE with 5GMM cause #21 "synch failure", the network may terminate the authentication procedure by sending an AUTHENTICATION REJECT message.


If the network is validated successfully (a new AUTHENTICATION REQUEST message is received which contains a valid SQN and MAC) while T35XX is running, the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


Upon receipt of an AUTHENTICATION REJECT message, the UE shall perform the actions as specified in subclause 5.4.1.3.5.
g)
Network failing the authentication check:


If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 38.304 [20]). The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN or if the new ngKSI was already in use.
Editor's note:
It is FFS if the RRC will provide the barring service.
h)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the authentication procedure is triggered by a mobility registration update procedure)


The UE shall stop the timer T35XX, if running, and re-initiate the mobility registration update procedure.

i)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication with TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


The UE shall stop the timer T35XX, if running.


If the current TAI is not in the TAI list, the authentication procedure shall be aborted and a mobility registration update procedure shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.

j)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication without TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


The UE shall stop the timer T35XX, if running. It is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.
k)
Lower layers indication of non-delivered NAS PDU due to handover


If the AUTHENTICATION REQUEST message could not be delivered due to an intra AMF handover and the target TA is included in the TAI list, then upon successful completion of the intra AMF handover the AMF shall retransmit the AUTHENTICATION REQUEST message. If a failure of handover procedure is reported by the lower layer and the N1 NAS signalling connection exists, the AMF shall retransmit the AUTHENTICATION REQUEST message.

For items c, d, e, and f whether or not the UE is registered for emergency services:

The UE shall stop timer T35XX, if the timer is running and the UE enters 5GMM-IDLE mode, e.g. upon detection of a lower layer failure, release of the N1 NAS signalling connection, or as the result of an inter-system handover to S1 mode.


The UE shall deem that the network has failed the authentication check or assume that the authentication is not genuine and proceed as described in item g above if any of the following occurs:
-
the timer T35XX expires;

-
the UE detects any combination of the authentication failures: 5GMM causes #20 "MAC failure", #21 "synch failure", #26 "non-5G authentication unacceptable" or #29 “ngKSI already in use”, during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the UE, while the timer T35XX started after the previous authentication failure is running.

For items c, d, e, and f:


Depending on local requirements or operator preference for emergency services, if the UE has a PDU session for emergency services established or is establishing a PDU session for emergency services, the AMF need not follow the procedures specified for the authentication failure specified in the present subclause. The AMF may respond to the AUTHENTICATION FAILURE message by initiating the security mode control procedure selecting the "null integrity protection algorithm" 5G-IA0, null ciphering algorithm 5G-EA0 or may abort the authentication procedure and continue using the current security context, if any. The AMF shall release all non-emergency PDU sessions, if any, by initiating a PDU session release procedure. If there is an ongoing PDU session establishment procedure, the AMF shall release all non-emergency PDU sessions upon completion of the PDU session establishment procedure. The network shall consider the UE to be registered for emergency services.


If a UE has a PDU session for emergency services established or is establishing a PDU session for emergency services and sends an AUTHENTICATION FAILURE message to the AMF with the 5GMM cause appropriate for these cases (#20, #21, #26, or #29 respectively) and receives the SECURITY MODE COMMAND message before the timeout of timer T35XX, the UE shall deem that the network has passed the authentication check successfully, stop timer T35XX, respectively, and execute the security mode control procedure.

If a UE has a PDU session for emergency services established or is establishing a PDU session for emergency services when timer T35XX expires, the UE shall not deem that the network has failed the authentication check and not behave as described in item g. Instead the UE shall continue using the current security context, if any, release all non-emergency PDU sessions, if any, by initiating UE-requested PDU session release procedure. If there is an ongoing PDU session establishment procedure, the UE shall release all non-emergency PDU sessions upon completion of the PDU session establishment procedure. The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521) if:

-
they were running and stopped when the UE received the AUTHENTICATION REQUEST message and detected an authentication failure;

-
the procedures associated with these timers have not yet been completed.

The UE shall consider itself to be registered for emergency services.




* * * Next Change * * * *

10.2
Timers of 5GS mobility management

Timers of 5GS mobility management are shown in table 10.2.1 and table 10.2.2
Table 10.2.1: Timers of 5GS mobility management – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3510
	TBD
	5GMM-REGISTERED-INITIATED
	Transmission of REGISTRATION REQUEST message
	REGISTRATION ACCEPT message received or REGISTRATION REJECT message received
	Retransmission of REGISTRATION REQUEST message

	T3502
	TBD
	5GMM-REGISTERED
	At registration failure and the attempt counter is equal to 5
	Transmission of REGISTRATION REQUEST message
	Initiation of the registration procedure, if still required

	T3511
	TBD
	5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION
5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE
	At registration failure due to lower layer failure, T3510 timeout or registration rejected with other 5GMM cause values than those treated in subclause 5.5.1.2.5 for initial registration or subclause 5.5.1.3.5 for mobility and periodic registration
	Transmission of REGISTRATION REQUEST message
	Retransmission of the REGISTRATION REQUEST, if still required

	T3512
	TBD
	5GMM-REGISTERED
	In 5MM-REGISTERED, when 5MM-CONNECTED mode is left
	When entering state 5MM-DEREGISTERED or when entering 5MM-CONNECTED mode
	Initiation of the periodic registration procedure if the UE is not registered for emergency services.
Locally deregister if the UE is registered for emergency services

	T3517
	TBD
	5GMM-SERVICE-REQUEST-INITIATED
	Transmission of SERVICE REQUEST message
	SERVICE ACCEPT message received, or

SERVICE REJECT message received
	Abort the procedure

	T35XX
	TBD
	5GMM-REGISTERED-INITIATED

5GMM-DEREGISTERED-INITIATED

5GMM-SERVICE-REQUEST-INITIATED
	AUTHENTICATION FAILURE (5GMM cause = #20 "MAC failure", #21 "synch failure", #26 "non-5G authentication unacceptable" or #29 “ngKSI already in use”) sent
	AUTHENTICATION REQUEST received or AUTHENTICATION REJECT received

or

SECURITY MODE COMMAND received

when entering 5GMM-IDLE mode

indication of transmission failure of AUTHENTICATION FAILURE message from lower layers
	On first expiry, the UE should consider the network as false and follow item g of subclause 5.4.1.3.7, if the UE is not registered for emergency services.

On first expiry, the UE will follow subclause 5.4.1.3.7 under "For items c, d, e and f:", if the UE is registered for emergency services.

	T3521
	TBD
	5GMM-DEREGISTERED-INITIATED
	Transmission of DEREGISTRATION REQUEST message when de-registration procedure is not due to a "switch off"
	DEREGISTRATION ACCEPT message received
	Retransmission of DEREGISTRATION REQUEST message

	T3540
	TBD
	5GMM-REGISTERED-INITIATED

5GMM-DEREGISTERED-INITIATED

5GMM-SERVICE-REQUEST-INITIATED
	REGISTRATION REJECT, DEREGISTRATION REQUEST, with any of the 5GMM cause #8, #11, #12 or #13

SERVICE REJECT received with any of the 5GMM cause #8, #11, #12 or #13
	N1 NAS signalling connection released

Bearers have been set up
	Release the NAS signalling connection for the cases a) and b) as described in subclause 5.3.1.2

	
	
	5GMM-DEREGISTERED
5GMM-DEREGISTERED.NORMAL-SERVICE
	REGISTRATION REJECT, SERVICE REJECT with the 5GMM cause #10
	N1 NAS signalling connection released
	Release the NAS signalling connection for the cases c) as described in subclause 5.3.1.2 and initiation of the registration procedure as specified in subclause 5.5.1.2.2 or 5.5.1.3.2

	Non-3GPP de-registration timer
	Default 54 min.

NOTE 1

NOTE 2
	All 5GMM state over non-3GPP access except 5GMM-DEREGISTERED over non-3GPP access
	Entering 5GMM-IDLE mode over non-3GPP access
	N1 NAS signalling connection over non-3GPP access established or when entering state 5GMM-DEREGISTERED over non-3GPP access
	Implicitly de-register the UE for non-3GPP access on 1st expiry

	NOTE 1:
The value of this timer is provided by the network operator during the registration procedure.

NOTE 2:
The default value of this timer is used if the network does not indicate a value in the REGISTRATION ACCEPT message and the UE does not have a stored value for this timer.


Editor's note:
The exact default value of the non-3GPP de-registration timer is FFS.
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