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1. Introduction
The NAS security subclause in TS 24.501does not include requirements integrity protection of NAS signalling messages, and this needs to be added.
2. Reason for Change
The 5GS security solution is based on EPS, and it is proposed to use the EPS requirements for Integrity protection of NAS signalling messages as a baseline. Required modifications are proposed to adapt the EPS baseline text to 5GS.
Main differences:
-	Integrity protection is only applied to 5GMM NAS messages as 5GSM messages are transported in a 5GMM message, therefore direct intergrity protection of a 5GSM message is not applicable.
-	Partial encryption is not applicable in 5GS.
-	A mapped 5G security context may be created by the AMF if an included TAU message is successfully verified by the source MME (which results in the UE context is sent to the AMF) 
-	HASH-MME verification is mandated at no or failed integrity protection.

3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501 v1.0.0.


* * * First Change * * * *

[bookmark: _Toc508876818]4.4.x	Integrity protection of NAS signalling messages
4.4.x.1	General
For the UE, integrity protected signalling is mandatory for the 5GMM NAS messages once a valid 5G security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the 5GMM NAS messages once a secure exchange of 5GS NAS messages has been established for the NAS signalling connection. Integrity protection of all NAS signalling messages is the responsibility of the NAS. It is the network which activates integrity protection.
The use of "null integrity protection algorithm" 5G-IA0 (see subclause 9.8.3.29) in the current security context is only allowed for an unauthenticated UE for which establishment of emergency services is allowed. For setting the security header type in outbound NAS messages, the UE and the MME shall apply the same rules irrespective of whether the "null integrity protection algorithm" or any other integrity protection algorithm is indicated in the security context.
If the "null integrity protection algorithm" 5G-IA0 has been selected as a integrity protection algorithm, the receiver shall regard the NAS messages with the security header indicating integrity protection as integrity protected.
Details of the integrity protection and verification of NAS signalling messages are specified in 3GPP TS 33.501 [16].
When a NAS message needs to be sent both ciphered and integrity protected, the NAS message is first ciphered and then the ciphered NAS message and the NAS sequence number are integrity protected by calculating the MAC.
NOTE:	NAS messages that are ciphered with the "null ciphering algorithm" 5G-EA0 are regarded as ciphered (see subclause 4.4.y).
When a NAS message needs to be sent only integrity protected and unciphered, the unciphered NAS message and the NAS sequence number are integrity protected by calculating the MAC.
When during an 5GMM procedure an 5GSM message is piggybacked in an 5GMM message, there is only one sequence number IE and one message authentication code IE, if any, for the combined NAS message.
4.4.x.2	Integrity checking of NAS signalling messages in the UE
Except the messages listed below, no NAS signalling messages shall be processed by the receiving 5GMM entity in the UE or forwarded to the 5GSM entity, unless the network has established secure exchange of 5GS NAS messages for the NAS signalling connection:
-	5GMM messages:
-	IDENTITY REQUEST (if requested identification parameter is SUCI);
-	AUTHENTICATION REQUEST; 
-	AUTHENTICATION RESULT;
-	AUTHENTICATION REJECT;
-	REGISTRATION REJECT;
-	DEREGISTRATION ACCEPT (for non switch off);
-	SERVICE REJECT.
NOTE:	These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.
Integrity protection is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM message is included.
Once the secure exchange of NAS messages has been established, the receiving 5GMM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message. The processing of the SECURITY MODE COMMAND message that has not successfully passed the integrity check is specified in subclause 5.4.2.5. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.
4.4.x.3	Integrity checking of NAS signalling messages in the AMF
Except the messages listed below, no NAS signalling messages shall be processed by the receiving 5GMM entity in the AMF or forwarded to the 5GSM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:
-	5GMM messages:
-	REGISTRATION REQUEST;
-	IDENTITY RESPONSE (if requested identification parameter is SUCI);
-	AUTHENTICATION RESPONSE;
-	AUTHENTICATION FAILURE;
-	SECURITY MODE REJECT;
-	DEREGISTRATION REQUEST;
-	DEREGISTRATION ACCEPT;
NOTE 1:	The REGISTRATION REQUEST message is sent by the UE without integrity protection, if the registration procedure is initiated due to an inter-system change in idle mode and no current 5G security context is available in the UE. The other messages are accepted by the AMF without integrity protection, as in certain situations they are sent by the UE before security can be activated.
NOTE 2:	The DEREGISTRATION REQUEST message can be sent by the UE without integrity protection, e.g. if the UE is attached for emergency services and there is no shared 5G security context available, or if due to user interaction a registration procedure is cancelled before the secure exchange of NAS messages has been established. For these cases the network can attempt to use additional criteria (e.g. whether the UE is subsequently still performing periodic registration update or still responding to paging) before marking the UE as 5GMM-DEREGISTERED.
Integrity protection is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM message is included.
Once a current 5G security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving 5GMM entity in the AMF shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the 5G security context is not available in the network:
-	REGISTRATION REQUEST;
-	IDENTITY RESPONSE (if requested identification parameter is SUCI);
-	AUTHENTICATION RESPONSE;
-	AUTHENTICATION FAILURE;
-	SECURITY MODE REJECT;
-	DEREGISTRATION REQUEST;
-	DEREGISTRATION ACCEPT;
-	SERVICE REQUEST;
NOTE 3:	These messages are processed by the AMF even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with an 5G security context that is no longer available in the network.
If a REGISTRATION REQUEST message fails the integrity check and it is not an attach request for emergency services, the MME shall authenticate the subscriber before processing the registration request any further. Additionally, the AMF shall initiate a security mode control procedure, and include a HASHMME IE in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. For the case when the registration procedure is for emergency services see subclause 5.5.1.2.3 and subclause 5.4.1.3.5.
If a DEREGISTRATION REQUEST message fails the integrity check, the AMF shall proceed as follows:
-	If it is not a deregistration request due to switch off, and the AMF can initiate an authentication procedure, the AMF should authenticate the subscriber before processing the deregistration request any further.
-	If it is a deregistration request due to switch off, or the AMF does not initiate an authentication procedure for any other reason, the AMF may ignore the deregistration request and remain in state 5GMM-REGISTERED.
NOTE 4:	The network can attempt to use additional criteria (e.g. whether the UE is subsequently still performing periodic registration update or still responding to paging) before marking the UE as 5GMM-DEREGISTERED.
[bookmark: _GoBack]If a REGISTRATION REQUEST message fails the integrity check and the UE provided EPS NAS message container IE which was successfully verified by the source MME, the AMF may create a fresh mapped 5G security context and initiate a security mode control procedure to take the new mapped 5G security context into use; otherwise if the UE has only a PDU session for non-emergency services established, the AMF shall initiate a primary authentication and key agreement procedure to create a fresh native 5G security context. Additionally, the AMF shall initiate a security mode control procedure, and include a HASHMME IE in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. For the case when the UE has a PDU session for emergency services see subclause 5.5.1.3.3 and subclause 5.4.1.3.5.
If a SERVICE REQUEST message fails the integrity check and the UE has only PDU sessions for non-emergency services established, the AMF shall send the SERVICE REJECT message with 5GMM cause #9 "UE identity cannot be derived by the network" and keep the 5GMM-context and 5G security context unchanged. For the case when the UE has a PDU session for emergency services and integrity check fails, the AMF may skip the authentication procedure even if no 5G security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.2. After successful completion of the service request procedure, the network shall deactivate all non-emergency PDU sessions locally. The emergency PDU sessions shall not be deactivated.
Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving 5GMM entity in the AMF shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If any NAS signalling message, having not successfully passed the integrity check, is received, then the NAS in the AMF shall discard that message. If any NAS signalling message is received, as not integrity protected even though the secure exchange of NAS messages has been established, then the NAS shall discard this message.

* * * End of Changes * * * *
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