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1. Introduction
The NAS security subclause in TS 24.501does not include requirements for change of security keys, and this needs to be added.
2. Reason for Change
The 5GS security solution is based on EPS, and it is proposed to use the EPS requirements for change of security keys as a baseline. Required modifications are proposed to adapt the EPS baseline text to 5GS. Only terminology changes are needed, and no logical changes are proposed.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501 v1.0.0.


* * * First Change * * * *

[bookmark: _Toc508876818]4.4.2.x	Change of security keys
When the AMF initiates a re-authentication to create a new 5G security context, the messages exchanged during the authentication procedure are integrity protected and ciphered using the current 5G security context, if any.
Both UE and AMF shall continue to use the current 5G security context, until the AMF initiates a security mode control procedure. The SECURITY MODE COMMAND message sent by the AMF includes the ngKSI of the new 5G security context to be used. The AMF shall send the SECURITY MODE COMMAND message integrity protected with the new 5G security context, but unciphered. When the UE responds with a SECURITY MODE COMPLETE, it shall send the message integrity protected and ciphered with the new 5G security context.
The AMF can also modify the current 5G security context or take the non-current native 5G security context, if any, into use, by sending a SECURITY MODE COMMAND message including the ngKSI of the 5G security context to be modified and including a new set of selected NAS security algorithms. In this case the AMF shall send the SECURITY MODE COMMAND message integrity protected with the modified 5G security context, but unciphered. When the UE replies with a SECURITY MODE COMPLETE message, it shall send the message integrity protected and ciphered with the modified 5G security context.


* * * End of Changes * * * *
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