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1. Introduction
The NAS security subclause in TS 24.501does not include requirements for establishment of secure exchange of NAS messages, and this needs to be added.
2. Reason for Change
The 5GS security solution is based on EPS, and it is proposed to use the EPS requirements for establishment of secure exchange of NAS messages as a baseline. Required modifications are proposed to adapt the EPS baseline text to 5GS.
Main differences:
-	No case for Service request triggered establishment of secure exchange of NAS messages, determining success on radio bearer establishment is needed. In 5GS there is always a Service Accept message (at success) so the normal case applies also for service request procedure.
-	The case for Control Plane Service Request does not apply to 5GS.
-	At EPS to 5GS mobility when there is no 5G security context, the AMF may either create a mapped 5G security context based on the EPS security context received from MME, or the AMF may trigger AKA to create a new native 5G security context. In both cases SMC is triggered to take the new 5G security context in use.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501 v1.0.0.


* * * First Change * * * *

[bookmark: _Toc508876818]4.4.2.x	Establishment of secure exchange of NAS messages
Secure exchange of NAS messages via a NAS signalling connection is usually established by the AMF during the attach procedure by initiating a security mode control procedure. After successful completion of the security mode control procedure, all NAS messages exchanged between the UE and the AMF are sent integrity protected using the current 5G security algorithms, and except for the messages specified in subclause 4.4.x, all NAS messages exchanged between the UE and the AMF are sent ciphered using the current 5G security algorithms.
[bookmark: _Hlk509998220]During inter-system handover from S1 mode to N1 mode, secure exchange of NAS messages is established between the AMF and the UE by:
-	the transmission of NAS security related parameters encapsulated in the AS signalling from the AMF to the UE triggering the inter-system handover (see 3GPP TS 33.501 [16]). The UE uses these parameters to generate the mapped 5G security context; and,
-	after the handover, the transmission of a REGISTRATION REQUEST message from the UE to the AMF. The UE shall send this message integrity protected using the mapped 5G security context, but unciphered. From this time onward, all NAS messages exchanged between the UE and the AMF are sent integrity protected using the mapped 5G security context, and except for the messages specified in subclause 4.4.x, all NAS messages exchanged between the UE and the AMF are sent ciphered using the mapped 5G security context.
The secure exchange of NAS messages shall be continued after N1 mode to N1 mode handover. It is terminated after inter-system handover from N1 mode to S1 mode or when the NAS signalling connection is released.
When a UE in 5GMM-IDLE mode establishes a new NAS signalling connection and has a valid current 5G security context, secure exchange of NAS messages can be re-established in the following ways:
1)	Except for the case described in item 2 below, the UE shall transmit the initial NAS message integrity protected with the current 5G security context, but unciphered. The UE shall include the ngKSI indicating the current 5G security context value in the initial NAS message. The AMF shall check whether the ngKSI included in the initial NAS message belongs to an 5G security context available in the AMF, and shall verify the MAC of the NAS message. If the verification is successful, the AMF may re-establish the secure exchange of NAS messages:
-	by replying with a NAS message that is integrity protected and ciphered using the current 5G security context. From this time onward, all NAS messages exchanged between the UE and the AMF are sent integrity protected and except for the messages specified in subclause 4.4.x, all NAS messages exchanged between the UE and the AMF are sent ciphered; or
-	by initiating a security mode control procedure. This can be used by the AMF to take a non-current 5G security context into use or to modify the current 5G security context by selecting new NAS security algorithms; or
2)	If the UE has no current 5G security context and performs a registration procedure after an inter-system change in idle mode from S1 mode to N1 mode, the UE shall send the REGISTRATION REQUEST message without integrity protection and encryption. The AMF may create a fresh mapped 5G security context or may trigger a primary authentication and key agreement procedure to create a fresh native 5G security context. The newly created 5G security context is taken into use by initiating a security mode control procedure and this context becomes the current 5G security context in both the UE and the AMF. This re-establishes the secure exchange of NAS messages.

* * * End of Changes * * * *
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