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1. Introduction
The specification contains a sub-clause which provides requirements on handling of the 5G security context (in the sub-clause 4.8.2.1), quote:
4.8.2.1	Handling of the 5G security context
To enable re-use of a previously established 5G security context when returning to 5GC, the UE shall store the 5G-GUTI and the native 5G security context upon intersystem change from N1 mode to S1 mode in 5GMM-IDLE and. Upon intersystem change from S1 mode to N1 mode in the same PLMN, the UE includes the stored 5G-GUTI in the Additional GUTI IE in the REGISTRATION REQUEST message. 
2. Reason for Change
The contents of the sub-clause 4.8.2.1 deals with the need for the UE of storing the 5GMM parameters and the (full) native 5G security context in order to be (re-)used when the UE gets back to N1 mode. The requirements come from stage 2 on security, i.e., TS 33.501.
When analyzing the TS 33.501 v0.7.0 requirements one can see that the concepts of storing of 5GMM parameters and the (full) native 5G security context come from TS 33.401. It is proposed to consider the storage of 5GMM information as described in TS 24.301 and apply it to 5GS with the necessary modifications. Hence, a new Annex C is proposed to define that storage. Additionally, it is proposed to the current sub-clause 4.4.2 to describe the handling of the 5G security contexts in the UE and the AMF and also the storage conditions of the necessary information. The description in TS 24.301 (sub-clause 4.4.2.1) is mimiced with the necessary modifications which should be aligned with the requirements in TS 33.501.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501 V0.3.1.


* * * First Change * * * *
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
5GMM-IDLE mode: In this specification, if the term is used standalone, a UE in 5GMM-IDLE mode means the UE can be either in 5GMM-IDLE mode over 3GPP access or in 5GMM-IDLE mode over non-3GPP access.
5GMM-CONNECTED mode: In this specification, if the term is used standalone, a UE in 5GMM-CONNECTED mode means the UE can be either in 5GMM-CONNECTED mode over 3GPP access or in 5GMM-CONNECTED mode over non-3GPP access.
5GMM-IDLE mode over 3GPP access: A UE is in 5GMM-IDLE mode over 3GPP access when no N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-IDLE mode over 3GPP access used in the present document corresponds to the term CM-IDLE state for 3GPP access used in 3GPP TS 23.501 [4].
5GMM-CONNECTED mode over 3GPP access: A UE is in 5GMM-CONNECTED mode over 3GPP access when a N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-CONNECTED mode over 3GPP access used in the present document corresponds to the term CM-CONNECTED state for 3GPP access used in 3GPP TS 23.501 [4].
5GMM-IDLE mode over non-3GPP access: A UE is in 5GMM-IDLE mode over non-3GPP access no N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-IDLE mode over non-3GPP access used in the present document corresponds to the term CM-IDLE state for non-3GPP access used in 3GPP TS 23.501 [4].
5GMM-CONNECTED mode over non-3GPP access: A UE is in 5GMM-CONNECTED mode over non-3GPP access when it has N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-CONNECTED mode over non-3GPP access used in the present document corresponds to the term CM-CONNECTED state for non-3GPP access used in 3GPP TS 23.501 [4].
Access stratum connection: A peer to peer access stratum connection between either the UE and the NG-RAN for 3GPP access or the UE and the N3IWF for non-3GPP access. The access stratum connection for 3GPP access corresponds to an RRC connection via the Uu reference point. The creation of the access stratum connection for non-3GPP access corresponds to the completion of the IKE_SA_INIT exchange (see IETF RFC 7296 [25]) via the NWu reference point.
DNN based congestion control: Type of congestion control at session management level that is applied to reject session management requests from UEs or release PDU sessions when the associated DNN is congested.
General NAS level congestion control: Type of congestion control at mobility management level that is applied at a general overload or congestion situation in the network, e.g. lack of processing resources.
Last visited registered TAI: A TAI which is contained in the registration area that the UE registered to the network and which identifies the tracking area last visited by the UE.
N1 mode: A mode of a UE allowing access to the 5G core network via the 5G access network.
N1 NAS signalling connection: A peer to peer N1 mode connection between UE and AMF. An N1 NAS signalling connection is either the concatenation of an RRC connection via the Uu reference point and an NG connection via the N2 reference point for 3GPP access, or the concatenation of an IPsec tunnel via the NWu reference point and an NG connection via the N2 reference point for non-3GPP access.
PDU session for LADN: A PDU session with a DNN associated with a LADN.
Registered for emergency services: A UE is registered for emergency services if it has successfully completed initial registration for emergency services or if it has only one PDU session established which is for emergency services.
Selected core network type information: A type of core network (EPC or 5GCN) selected by the UE NAS layer in case of an E-UTRA cell connected to both EPC and 5GCN.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [4] apply:
5G access network
5G core network
5G QoS flow
5G QoS identifier
5G-GUTI
5G System
5G-S-TMSI
Allowed area
Allowed NSSAI
AMF region
AMF set
Configured NSSAI
Local area data network
Network slice
NG-RAN
Non-allowed area
PDU session
PDU session type
PEI
Requested NSSAI
[bookmark: _Toc479765882]SUPI 
SUCI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [10] apply:
UE configured to use AC11 – 15 in selected PLMN
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.501 [12] apply:
5G security context
5G NAS security context
Current 5G security context
Full native 5G security context
KAMF
K'AME
KASME
Mapped security context
Native 5G security context
Non-current 5G security context
Partial native 5G security context
For the purposes of the present document, the following terms and definitions given in 3GPP TS 38.413 [16] apply:
NG connection
* * * Next Change * * * *
4.4	NAS security
[bookmark: _Toc502238966][bookmark: _Toc505611351][bookmark: _Toc505868248]4.4.1	General
This clause describes the principles for the handling of 5G NAS security contexts in the UE and in the AMF and the procedures used for the security protection of NAS messages between the UE and the AMF. Security protection involves integrity protection and ciphering of the 5GMM and 5GSM NAS messages.
The signalling procedures for the control of NAS security are part of the 5GMM protocol and are described in detail in clause 5.
NOTE:	The use of ciphering in a network is an operator option. In this subclause, for the ease of description, it is assumed that ciphering is used, unless explicitly indicated otherwise. Operation of a network without ciphering is achieved by configuring the AMF so that it always selects the "null ciphering algorithm", NEA0.
[bookmark: _Toc502238967][bookmark: _Toc505611352][bookmark: _Toc505868249]4.4.2	Handling of 5G NAS security contexts
[bookmark: _Toc503187187]4.4.2.1	General
The security parameters for authentication, integrity protection and ciphering are tied together in a 5G NAS security context and identified by a key set identifier (ngKSI). The relationship between the security parameters is defined in 3GPP TS 33.501 [12].
Before security can be activated, the AMF and the UE need to establish a 5G NAS security context. Usually, the 5G NAS security context is created as the result of a primary authentication and key agreement procedure between the AMF and the UE. Alternatively, during inter-system changehandover from S1 mode to N1 mode, the AMF and the UE derive a mapped 5G security context from an EPS security context that has been established while the UE was in S1 mode.
The 5G NAS security context is taken into use by the UE and the AMF, when the AMF initiates a NAS security mode control procedure or during the inter-system changehandover procedure from S1 mode to N1 mode. The 5G NAS security context which has been taken into use by the network most recently is called current 5G NAS security context. This current 5G security context can be of type native or mapped, i.e. originating from a native 5G NAS security context or mapped 5G NAS security context.
The key set identifier ngKSI is assigned by the AMF either during the primary authentication and key agreement procedure procedure or, for the mapped 5G NAS security context, during the inter-system changehandover procedure. The ngKSI consists of a value and a type of security context parameter indicating whether a 5G NAS security context is a native 5G NAS security context or a mapped 5G NAS security context. When the 5G NAS security context is a native 5G NAS security context, the ngKSI has the value of KSIAMF, and when the current 5G NAS security context is of type mapped, the ngKSI has the value of KSIASME.
The 5G security context which is indicated by an ngKSI can be taken into use to establish the secure exchange of NAS messages when a new N1 NAS signalling connection is established without executing a new primary authentication and key agreement procedure (see subclause 5.4.1) or when the AMF initiates a security mode control procedure. For this purpose the initial NAS messages (i.e. REGISTRATION REQUEST, DEREGISTRATION REQUEST and SERVICE REQUEST) and the SECURITY MODE COMMAND message contain an ngKSI in the NAS key set identifier IE indicating the current 5G security context used to integrity protect the NAS message.
In the present document, when the UE is required to delete an ngKSI, the UE shall set the ngKSI to the value "no key is available" and consider also the associated keys KAMF or K'AMF, 5G NAS ciphering key and 5G NAS integrity key invalid (i.e. the 5G security context associated with the ngKSI as no longer valid).
NOTE:	In some specifications the term ciphering key sequence number might be used instead of the term key set identifier (KSI).
The UE and the AMF need to be able to maintain two 5G security contexts simultaneously, i.e. a current 5G security context and a non-current 5G security context, since:
-	after a 5G re-authentication, the UE and the AMF can have both a current 5G security context and a non-current 5G security context which has not yet been taken into use (i.e. a partial native 5G security context); and
-	after an inter-system change from S1 mode to N1 mode, the UE and the AMF can have both a mapped 5G security context, which is the current 5G security context, and a non-current native 5G security context that was created during a previous access in N1 mode.
The number of 5G security contexts that need to be maintained simultaneously by the UE and the AMF is limited by the following requirements:
-	After a successful 5G (re-)authentication, which creates a new partial native 5G security context, the AMF and the UE shall delete the non-current 5G security context, if any.
-	When a partial native 5G security context is taken into use through a security mode control procedure, the AMF and the UE shall delete the previously current 5G security context.
-	When the AMF and the UE create a 5G security context using null integrity and null ciphering algorithm during an initial registrtion procedure for emergency services, or a registration procedure for mobility and periodic registration update for a UE that has a PDU session for emergency services (see subclause 5.4.2.2), the AMF and the UE shall delete the previous current 5G security context.
-	When a new mapped 5G security context or 5G security context created using null integrity and null ciphering algorithm is taken into use during the inter-system change from S1 mode to N1 mode, the AMF and the UE shall not delete the previously current native 5G security context, if any. Instead, the previously current native 5G security context shall become a non-current native 5G security context, and the AMF and the UE shall delete any partial native 5G security context.
	If no previously current native 5G security context exists, the AMF and the UE shall not delete the partial native 5G security context, if any.
-	When the AMF and the UE derive a new mapped 5G security context during inter-system change from S1 mode to N1 mode, the AMF and the UE shall delete any existing current mapped 5G security context.
-	When a non-current full native 5G security context is taken into use by a security mode control procedure, then the AMF and the UE shall delete the previously current mapped 5G security context.
-	When the UE or the AMF moves from 5GMM-REGISTERED to 5GMM-DEREGISTERED state, if the current 5G security context is a mapped 5G security context and a non-current full native 5G security context exists, then the non-current 5G security context shall become the current 5G security context. Furthermore, the UE and the AMF shall delete any mapped 5G security context or partial native 5G security context.
The UE shall mark the 5G security context on the USIM or in the non-volatile memory as invalid when the UE initiates an intial registration procedure as described in subclause 5.5.1,2 or when the UE leaves state 5GMM-DEREGISTERED for any other state except 5GMM-NULL.
The UE shall store the current native 5G security context as specified in annex C and mark it as valid only when the UE enters state 5GMM-DEREGISTERED from any other state except 5GMM-NULL or when the UE aborts the initial registration procedure without having left 5GMM-DEREGISTERED.
* * * Next Change * * * *
4.8.2.1	Handling of the 5G security context
To enable re-use of a previously established 5G security context when returning to 5GC, the UE shall store the 5G-GUTI and the native 5G security context upon intersystem change from N1 mode to S1 mode in 5GMM-IDLE and. Upon intersystem change from S1 mode to N1 mode in the same PLMN, the UE includes the stored 5G-GUTI in the Additional GUTI IE in the REGISTRATION REQUEST message. 
[bookmark: _Toc503188087]* * * Next Change * * * *
Annex C (normative):
Storage of 5GMM information
The following 5GMM parameters shall be stored on the USIM if the corresponding file is present:
-	5G-GUTI;
-	last visited registered TAI;
-	5GS update status;
-	5G security context parameters from a full native 5G security context (see 3GPP TS 33.501 [12]).
The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [TS31102].
If the corresponding file is not present on the USIM, these 5GMM parameters are stored in a non-volatile memory in the ME together with the SUPI from the USIM. These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
If the UE is attached for emergency services, the UE shall not store the 5GMM parameters described in this annex on the USIM or in non-volatile memory. Instead the UE shall temporarily store these parameters locally in the ME and the UE shall delete these parameters when the UE is deregistered.
If the UE is configured for eCall only mode as specified in 3GPP TS 31.102 [TS31102], the UE shall not store the 5GMM parameters described in this annex on the USIM or in non-volatile memory. Instead the UE shall temporarily store these parameters locally in the ME and the UE shall delete these parameters when the UE enters 5GMM-DEREGISTERED.eCALL-INACTIVE state, the UE is switched-off or the USIM is removed.
* * * End of Changes * * * *
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