
3GPP TSG-CT WG1 Meeting #109
C1-181498
Montreal (Canada), 26 February - 2 March 2018                                    (was C1-181322)
Source:
Nokia, Nokia Shanghai Bell

Title:
Association of QFIs for user plane IPsec SA for a PDU session
Spec:
3GPP TS 24.502 v0.3.0
Agenda item:
15.2.2.5
Document for:
Agreement
1. Introduction
Currently TS 24.502 subclause 7.5.1 on User plane IPsec SA creation procedure states that one Child SA can be associated with one or more QoS profiles of the PDU session: 

The purpose of the Child SA creation procedure during the UE-requested PDU session establishment is to establish a Child SA associating to the QoS profiles of the PDU session. This procedure shall be initiated by the N3IWF.
One Child SA can be accoiated with one or more QoS profiles of the PDU session. The N3IWF will determine the number of Child SAs to establish and the QoS profiles associated with each Child SA based on local policies, configuration and the QoS profiles received from the network.
However according to TS 23.501, QFI is not included in the QoS profile:

Each QoS profile has one corresponding QoS Flow identifier (QFI) which is not included in the QoS profile itself.

so it is not possible to associate Child SA with the QoS profile.

In addition TS 23.502 states that QFIs are used to associate with child SA:

The N3IWF shall send to UE an IKE Create_Child_SA request according to the IKEv2 specification in RFC 7296 [3] to establish the first IPsec child SA for the PDU Session. This request shall include a 3GPP-specific Notify payload which contains (a) the QFI(s) associated with the child SA and (b) the identity of the PDU Session associated with this child SA and (c) optionally a DSCP value associated with the child SA.
The usage in 24.502 needs to be clarified.
Also in subclause 9.2.1.1, the "ToS/Traffic Class" is used as the name of the field in 5G_QOS_INFO payload, this should be "DSCP":

The 5G_QOS_INFO payload is used to indicate the PDU session identity, QFIs and optionally a DSCP value associated with the child SA.

	Bits
	

	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	PDU Session Identity
	6

	Number of QFI
	7

	QFI List
	8 - x

	ToS/Traffic Class
	x+1 – x+2


2. Reason for Change

It is proposed to align the usage with 23.501/23.502 and state that user plane IPsec SA is associated with one or more QoS flows of the PDU session.
Change "ToS/Traffic Class" to "DSCP".

Misc. corrections.

3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.502.
* * * First Change * * * *

7.5.1
General
The purpose of the user plane IPsec SA creation procedure during the UE requested PDU session establishment is to establish a Child SA associating to the QoS flows of the PDU session. This procedure shall be initiated by the N3IWF.
One user plane IPsec SA can be associated with one or more QoS flows of the PDU session. During PDU session establishment or PDU session modification via untrusted non-3GPP access, the N3IWF shall determine the number of user plane IPsec child SAs to establish and the QoS profiles associated with each Child SA based on local policies, configuration and the QoS profiles received from the network.
* * * Next Change * * * *

7.5.2
Child SA creation procedure initiation
The N3IWF shall initiate the Child SA creation procedure by sending a CREATE_CHILD_SA request message to the UE as specified in IETF RFC 7296 [6].
The CREATE_CHILD_SA request message shall include:
a)
USE_TRANSPORT_MODE notification; and

b)
5G_QOS_INFO Notify payload which contains:
1)
PDU session ID;
2)
QFI(s); and

3)
optionally a DSCP value.
The IKE Create_Child_SA request also contains the SA payload for the requested Child SA. 
The content of 5G_QOS_INFO Notify payload is described in subclause 9.2.1.1.

Editor's note:
How to handle the packet in transport mode is FFS.
* * * Next Change * * * *

9.2.1.1
5G_QOS_INFO Notify payload

The 5G_QOS_INFO payload is used to indicate the PDU session identity, QFI and optionally a DSCP value associated with the child SA.

The 5G_QOS_INFO payload is coded according to figure 9.2.1.1-1 and table 9.2.1.1-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	PDU Session Identity
	6

	Number of QFIs
	7

	QFI List
	8 - x

	DSCP
	x+1


Figure 9.2.1.1-1: 5G_QOS_INFO Notify payload format

Table 9.2.1.1-1: 5G_QOS_INFO Notify payload value

	Octet 1 is defined in IETF RFC 7296 [6]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value xxxxx to indicate the 5G_QOS_INFO.



	Octet 5 is the Length field. This field indicates the length in octets of the 5G_QOS_INFO Value field.



	Octet 6 is PDU Session Identity field. This field indicates the PDU session associated with the child SA for user plane.

Octet 7 is Number of QFIs field. This field indicates the number of QFIs in the QFI list.
Octets 8 to octet x is QFI List field. This field indicates those QoS flows associated with the child SA. Every QFI is coded as the QFI field in the QoS rule defined in 3GPP TS 24.501 [4].

Octet x+1 is the DSCP field. If included, this field indicates the DSCP marking for all IP packets sent over this child SA. 



Editor's note:
How to assign the value of Notify Message Type field is FFS.

* * * End Change * * * *

