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***** First change *****
1.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.
-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
Void.

[2]
Void.

[3]
Void.

[4]
Void.

[5]
Void.

[6]
Void.

[7]
Void

[8]
Void.

[9]
3GPP TS 22.011: "Service accessibility".

[10]
Void.
[11]
Void.

[12]
Void.
[13]
Void.
[14]
Void.

[15]
Void.

[16]
Void.
[17]
Void.
[18]
Void.
[19]
Void.
[20]
Void.
[21]
Void.
[22]
Void.
[22A]
3GPP TS 23.003: "Numbering, addressing and identification".
[23]
3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification, Core Network Protocols - Stage 3".
[23A]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[24]
3GPP TS 45.002: "Multiplexing and multiple access on the radio path".

[25]
3GPP TS 45.008: "Radio subsystem link control".

[26]
Void.
[27]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[27A]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".

[28]
Void.

[29]
Void.

[30]
Void.

[31]
Void.

[32]
3GPP TS 25.304: "UE Procedures in Idle Mode and Procedures for Cell Reselection in Connected Mode".

[33]
3GPP TS 25.331: "RRC Protocol Specification".
[34]
3GPP TS 44.018:"Mobile radio interface layer 3 specification, Radio Resource Control Protocol".

[35]
3GPP TS 43.022: "Functions related to Mobile Station (MS) in idle mode and group receive mode".

[35A]
3GPP TS 43.318: "Generic Access Network (GAN); Stage 2".

[35B]
3GPP TS 44.318: "Generic Access Network (GAN); Mobile GAN interface layer 3 specification; Stage 3".

[36]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[37]
Void.

[38]
3GPP TS 21.111: "USIM and IC card requirements".

[39]
3GPP TS 44.060: "General Packet Radio Service (GPRS);Mobile Station (MS) - Base Station System (BSS) interface;Radio Link Control/Medium Access Control (RLC/MAC) protocol".

[40]
3GPP TS 31.102: "Characteristics of the USIM Application".

[41]
3GPP TS 31.111: "Universal Subscriber Identity Module (USIM), Application Toolkit (USAT)".
[42]
3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control (RRC); Protocol specification".

[43]
3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE) procedures in idle mode".

[44]
3GPP2 C.S0016-D v1.0: "Over-the-Air Service Provisioning of Mobile Stations in Spread Spectrum Standards".

[45]
3GPP2 C.S0011-C v2.0: "Recommended Minimum Performance Standards for cdma2000 Spread Spectrum Mobile Stations".

[46]
3GPP2 C.S0033-A v2.0: "Recommended Minimum Performance Standards for cdma2000 High Rate Packet Data Access Terminal".

[47]
3GPP TS 24.285: "Allowed Closed Subscriber Group (CSG) List Management Object (MO)".

[48]
Void.
[49]
3GPP TS 22.220: "Service requirements for Home Node B (HNB) and Home eNode B (HeNB)".
[50]
3GPP TS 24.368: "Non-Access Stratum (NAS) configuration Management Object (MO)".
[51]
3GPP TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to Proximity-services (ProSe) Function Protocol aspects; Stage 3".
[52]
3GPP TS 24.333: "Proximity-services (ProSe) Management Objects (MO)".
[53]
3GPP TS 24.105: "Application specific Congestion control for Data Communication (ACDC) Management Object (MO)".
[54]
3GPP TS 36.306: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE) radio access capabilities".
[55]
3GPP TS 43.064: "Overall description of the GPRS Radio Interface; Stage 2".
[56]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description".
[57]
3GPP TS 23.167: "IP Multimedia Subsystem (IMS) emergency sessions".
[58]
3GPP TS 23.401: "GPRS enhancements for E-UTRAN access".

[59]
3GPP TS 24.386: "User Equipment (UE) to V2X control function; protocol aspects; Stage 3".
[60]
3GPP TS 24.385: "V2X services Management Object (MO)".
[xx]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
***** Next change *****
4.4.x
Steering of roaming in 5GS 
4.4.x.1
Stage-2 flow for steering of UE in VPLMN during registration.
The stage-2 flow for the case when the UE registers with VPLMN AMF is described below in figure 4.4.x.1.1:
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Figure 4.4.x.1.1: Procedure for providing list of preferred PLMN/access technology combinations
1)
The UE to the VPLMN AMF: The UE initiates registration by sending REGISTRATION REQUEST message to the VPLMN AMF, and the VPLMN AMF initiates the authentication procedure as defined in 3GPP TS 33.501 [xx];
2)
The VPLMN AMF to the HPLMN AUSF: The VPLMN AMF sends Authentication Initiation Request (5G-AIR) message to HPLMN AUSF;
3)
The HPLMN AUSF to the HPLMN UDM: The HPLMN AUSF sends Auth Info-Req request message to the HPLMN UDM;
4)
The HPLMN UDM decides to provide the list of preferred PLMN/access technology combinations to the UE,based on operator policy, and then set an indication in an AV to indicate the UE that the list of preferred PLMN/access technology combinations are provided;
5)
The HPLMN UDM to the HPLMN AUSF: The HPLMN UDM sends the list of preferred PLMN/access technology combinations in Auth Info-Resp message along with other existing parameters;
6)
The HPLMN AUSF to the VPLMN AMF: The HPLMN AUSF sends the 5G Authentication Initiation Answer (5G-AIA) message to the VPLMN AMF, which includes the protected list of preferred PLMN/access technology combinations and the AV(s);
7)
The VPLMN AMF to the UE: The VPLMN AMF transparently sends the list of preferred PLMN/access technology combinations and the AV(s) to the UE in the NAS AUTHENTICATION REQUEST message; and
8)
If the UE has successfully authenticated the network(see 3GPP TS 33.501 [xx]), after receiving the NAS AUTHENTICATION REQUEST message:
a)
The UE checks the indication included in an AV to determine whether a list of preferred PLMN/access technology combinations was provided by the HPLMN and then performs security check on the received preferred PLMN/access technology combinations; and
b)
If the list of preferred PLMN/access technology combinations is received and the check is successful in step 8a, then the UE replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the UE with the received list of preferred PLMN/access technology combinations. If the UE determines that there is a higher priority PLMN than currently camped chosen VPLMN, then the UE shall respond with AUTHENTICATION FAILURE message indicating VPLMN AMF to release the current N1 NAS signalling connection and abort the ongoing registration procedure before performing PLMN selection.If the current chosen PLMN is the highest priority PLMN, the UE shall respond with AUTHENTICATION RESPONSE message and may include a protected acknowledgement IE, if HPLMN requested it. If the indication included in an AV indicates a list of preferred PLMN/access technology combinations was provided by the HPLMN but no list is received; or if the list of preferred PLMN/access technology combinations is received but the security check is not successful in step 8a then the UE shall respond with AUTHENTICATION FAILURE message and attempt to obtain service on a higher priority PLMN by acting as if timer T that controls periodic attempts has expired, with an exception that current PLMN is considered as lowest priority.
NOTE 1:
The mechanism in which UE determines there is a higher priority PLMN than currently campend VPLMN in step 8b is UE implementation issue.

NOTE 2:
The above procedure shows incremental changes required in authentication procedure(for both EAP-AKA' and 5G AKA) as defined in 3GPP TS 33.501 [xx], for sending list of preferred PLMN/access technology combinations to the UE.
 NOTE 3:
The HPLMN UDM decides to provide the list of preferred PLMN/access technology combinations to the UE,based on operator policy, it is preferred to use it only for first registration in VPLMN otherwise VPLMN may avoid periodic re-authentication of the UE for commercial reasons.
Editor's note: End-to-end security between HPLMN and roaming UEs will be defined following SA3 recommendations.
Editor's note: CT1 will change above procedure to service based interface once SA3 adopts it in their specifications.
***** Next change *****
4.4.x.2
Stage-2 flow for steering of UE in VPLMN after registration
The stage-2 flow for the steering of UE in VPLMN after registration is indicated in figure 4.4.x.2.1.
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Figure 4.4.x.2.1: Procedure for providing list of preferred PLMN/access technology combinations after registration
1.
The UDM to the AMF: The UDM notifies the changes of the user profile to the affected AMF by the means of invoking Nudm_SubscriberDataManagement_UpdateNotification service operation. The Nudm_SubscriberDataManagement_UpdateNotification service operation contains the list of preferred PLMN/access technology combinations that needs to be delivery transparently to the UE over NAS. If the HPLMN decided that the UE is to acknowledge successful security check of the received list of preferred PLMN/access technology combinations, the Nudm_SubscriberDataManagement_UpdateNotification service operation also contains an indication that the UDM requests an acknowledgement from the UE;
2.
The AMF to the UE: the AMF sends a DL NAS TRANSPORT message to the served UE. The AMF includes in the DL NAS TRANSPORT message the transparent container received from the UDM. If the UDM has requested an acknowledgement from the UE, the AMF also indicates in the DL NAS TRANSPORT message that an acknowledgement from the UE is requested. If the UE verifies that the list of preferred PLMN/access technology combinations included in the DL NAS TRANSPORT message is provided by HPLMN, the UE stores the list of preferred PLMN/access technology combinations;
3.
The UE to the AMF: if an indication that an acknowledgement from the UE is requested was included by the AMF in the DL NAS TRANSPORT message and the UE verified that the list of preferred PLMN/access technology combinations has been provided by HPLMN, the UE sends an UL NAS TRANSPORT message to the serving AMF with a transparent container including the UE acknowledgement; and
4.
The AMF to the UDM: the AMF sends an N12 message. If a transparent container with a UE acknowledgement was received in the UL NAS TRANSPORT message, the AMF includes the transparent container in the N12 message. If the HPLMN decided that the UE is to acknowledge successful security check of the received list of preferred PLMN/access technology combinations in step 1, the UDM verifies that the acknowledgement is provided by the UE.
Editor's note:
Further messages and further entities might be involved in order to secure the solution.

Editor's note:
FFS whether the N12 message is the Nudm_SubscriberDataManagement_UpdateNotification response or other N12 message.

***** End of changes *****
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