
3GPP TSG-CT WG1 Meeting #109
C1-181187
Montreal (Canada), 26 February - 2 March 2018
Source:
Qualcomm Incorporated
Title:
Resolution of Editor’s notes on unified access control
Spec:
3GPP TS 24.501 v0.3.1
Agenda item:
15.2.2.7
Document for:
Agreement
1. Introduction
At CT1#108, CT1 selected a solution among the alternatives in TR 24.890 for unified access control, and the solution was transferred into subclause 4.5 of TS 24.501. The text that was transferred contains several Editor’s notes tracking open issues.
The purpose of the present document is to propose a way forward to resolve some of these Editor’s notes.
2. Reason for Change
2.1 EN on handling of resolution of double-barring for the case when the UE is in 5GMM-IDLE  mode when 5GMM receives a request from an upper layer to send an UL NAS TRANSPORT message

TS 24.501 subclause 4.5.1 contains the following Editor’s note:

Editor's note: For the case that the UE is in 5GMM-IDLE  mode when 5GMM receives a request from an upper layer to send an UL NAS TRANSPORT message, so that the procedure for the initial NAS message is followed by a NAS transport procedure, resolution of double barring is FFS.
This refers to the following issue:

-
if the UE is in 5GMM-IDLE and receives a request from an upper layer to send an UL NAS TRANSPORT message, for instance for a new PDU session establishment, the UE will need to:

1)
first send a Service Request to move to 5GMM-CONNECTED mode; and

2)
then send the UL NAS TRANSPORT message carrying the PDU SESSION ESTABLISHMENT REQUEST

-
however since a new PDU session establishment request is part of the events listed in TS 24.501 subclause 4.5.1 which trigger access control in 5GMM-CONNECTED mode/5GMM-CONNECTED mode with RRC inactive indication,  with the current solution, both 1) and 2) above will be subject to a barring check, which seems unfair since they are both part of the same access request (new PDU session establishment)

In order to resolve this, it is proposed to clarify that the events which trigger access control in 5GMM-CONNECTED mode/5GMM-CONNECTED mode with RRC inactive indication are only those corresponding to requests received after the UE has already moved to 5GMM-CONNECTED mode/5GMM-CONNECTED mode.

2.2 EN on NAs message for transport of the operator-defined categories to the UE

TS 24.501 subclause 4.5.3 contains the following Editor’s note:

Editor's note:
Whether the operator-defined access categories are sent to the UE in a CONFIGURATION UPDATE COMMAND message, a DL NAS TRANSPORT message or another NAS message, is FFS.

According to TS 23.502 subclause 4.2.4.2, the CONFIGURATION UPDATE COMMAND is used to send "Access and Mobility Management related parameters decided and provided by the AMF" to the UE. Operator-defined categories are part of the UE’s provisioning and thus closer to UE policy than to "Access and Mobility Management related parameters decided and provided by the AMF". Moreover, it is desirable to enable the operator to add new parameters to the definition of these access categories without necessarily requiring the AMF to understand them. As a result it is beneficial to send the operator-defined categories to the UE in a transparent container that the AMF just forwards to the UE. The DL NAS TRANSPORT message is well-suited to this purpose as it already contains such transparent container. 

It is therefore proposed to use the DL NAS TRANSPORT message to send the operator-defined categories to the UE.

2.3 EN on 5QI used as access category criteria
TS 24.501 subclause 4.5.3 contains the following Editor’s note:

Editor's note:
Whether the 5QI is a suitable access category criteria type is FFS.
The 5QI can be used as access category criteria type in the following use cases :

· the operator wants to prevent establishment of PDU sessions including a QoS flow for a service mapping to a specific 5QI (e.g. 5QI 2 for live streaming)

· the operator wants to prevent addition of a QoS flow for a particular service mapping to a specific 5QI (e.g. 5QI 2 for live streaming) to an existing PDU session
It is therefore proposed to remove the Editor’s note on the use of 5QI as access category criteria.

2.4 EN on access control upon application start
TS 24.501 subclause 4.5.3 contains the following Editor’s note:

Editor's note:
Whether access control in 5GMM-CONNECTED mode and in 5GMM-CONNECTED mode with RRC inactive indication also needs to be performed when 5GMM receives an indication that an application is started including the OS Id + OS App Id from the upper layers is FFS.

It is very difficult to define in a standardized manner when an application "starts" or " stops". Is the application started when the user opens it ? Is the application stopped when the user closes it ? Many applications continue to run in tbe background even after the user has closed them. Moreover, many applications do not send any data and do not make any access attempt even if the user has opened them. Access control checks in at the NAS should be triggered only for events 1) which the NAS can detect and 2) which will require allocation of additional network resources. The view of the authors is that the current list of such events for 5GMM-CONNECTED mode and in 5GMM-CONNECTED mode with RRC inactive indication in TS 24.501 subclause 4.5.1 is sufficient and that there is no need to add application start to the list.
It is therefore proposed to remove the Editor’s note on access control upon application start

3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 v0.3.1.
* * * First Change * * * *

4.5
Unified access control
4.5.1
General

When the UE wants to access the 5GS, the UE must first perform access control checks to determine if the access is allowed. Access control checks shall be perfomed for the access attempts defined by the following list of events:

a)
the UE is in 5GMM-IDLE mode over 3GPP access and an event that requires a transition to 5GMM-CONNECTED mode occurs;

b)
the UE is in 5GMM-CONNECTED mode over 3GPP access or 5GMM-CONNECTED mode with RRC inactive indication and one of the following events occurs after the UE’s transition to 5GMM-CONNECTED mode or or 5GMM-CONNECTED mode with RRC inactive indication:

1)
5GMM receives an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication from upper layers;

2)
5GMM receives a request from upper layers to send a mobile originated SMS over NAS;

3)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session establishment;

4)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session modification; and

5)
5GMM receives a request to re-establish the user plane for an existing PDU session.

NOTE 1:
5GMM specific procedures initiated by NAS in 5GMM-CONNECTED mode are not subject to access control. E.g. a registration procedure after PS handover will not be prevented by access control.


Editor's note:
Whether other events need to be considered in 5GMM-CONNECTED mode or 5GMM-CONNECTED mode with RRC inactive indication, is FFS.

When the NAS detects one of the above events, the NAS needs to perform the mapping of the kind of request to one or more access identities and one access category and lower layers will perform access barring checks for that request based on the determined access identities and access category.

NOTE 2:
The NAS is aware of the above events through indications provided by upper layers or when determing the need to start 5GMM procedures through normal NAS behaviour, or both.

To determine the access identities and the access category for a request, the NAS checks the reason for access, types of service requested and profile of the UE including UE configurations, against a set of access identities and access categories defined in 3GPP TS 22.261 [3], namely:

a)
a set of standardized access identities;

b)
a set of standardized access categories; and

c)
a set of operator-defined access categories, if available.

For the purpose of determining the applicable access identities from the set of standardized access identities defined in 3GPP TS 22.261 [3], the NAS shall follow the requirements set out in subclause 4.5.2 and the rules and actions defined in table 4.5.2.1.

For the purpose of determining the applicable access category from the set of standardized access categories and operator-defined access categories defined in 3GPP TS 22.261 [3], the NAS shall follow the requirements set out in subclause 4.5.2 and the rules and actions defined in table 4.5.2.2.

* * * Next Change * * * *

4.5.3
Operator-defined access categories

Operator-defined access categories can be signalled to the UE using a DL NAS TRANSPORT message. Each operator-defined category consists of the following parameters:
Editor's note:
The encoding of the operator-defined access categories is FFS.


a)
a precedence value which indicates in which order the UE shall evaluate the operator-defined categories for a match;

b)
an access category number in the 32-63 range that uniquely identifies the access category in the PLMN in which the access categories are being sent to the UE; and

c)
one or more access category criteria type and associated access category criteria type values. The access category criteria type can be set to one of the following:

1)
DNN name;

2)
5QI;


3)
OS Id + OS App Id of application triggering the access attempt; or

4)
S-NSSAI.

Editor's note:
Other access category criteria types, in particular whether QFI is a suitable parameter, are FFS.

NOTE:
An access category criteria type can be associated with more than one access category criteria values. In this case, the access attempt matches the access category if the access criteria for the access attempt matches any of the associated access criteria type values.
If the UE is configured with operator-defined access categories for a PLMN, then access control in 5GMM-CONNECTED mode and in 5GMM-CONNECTED mode with RRC inactive indication will only be performed for the events 1) to 5) defined in subclause 4.5.1.

Upon receiving a NAS signalling message with operator-defined access category definitions, the UE shall store the operator-defined access category definitions for the registered PLMN.

* * * End of Changes * * * *

