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1. Reason for Change
TS 24.501 currently specifies that the allowed NSSAI is included in the SECURITY MODE COMMAND and SECURITY MODE COMPLETE messages, with related Editor’s notes.
SA3 has discussed this and agreed at SA3#90 (January 2018) in S3-180132 to remove the allowed NSSAI IE from the SECURITY MODE COMMAND and SECURIT MODE COMPLETE messages. TS 24.501 needs to be aligned accordingly.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 v0.3.1.
* * * First Change * * * *

8.2.24
Security mode command

8.2.24.1
Message definition

The SECURITY MODE COMMAND message is sent by the AMF to the UE to establish NAS signalling security. See table 8.2.24.1.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.6.24.1.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.7
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms

9.8.3.24
	M
	V
	1

	
	NAS key set identifier
	NAS key set identifier

9.8.3.22
	M
	V
	1

	
	Replayed UE security capabilities
	UE security capability

9.8.3.48
	M
	LV
	3-5

	
	
	

	
	
	

	E-
	IMEISV request
	IMEISV request

9.8.3.18
	O
	TV
	1

	55
	Replayed nonceUE
	Nonce

9.8.3.27
	O
	TV
	5

	56
	NonceAMF
	Nonce

9.8.3.27
	O
	TV
	5

	4F
	HashAMF
	HashAMF
9.8.3.17
	O
	TV
	9

	78
	EAP message
	EAP message
9.8.3.14
	O
	TLV-E
	7





8.2.24.2
IMEISV request

The AMF may include this information element to request the UE to send its IMEISV with the corresponding SECURITY MODE COMPLETE message.

8.2.24.3
Replayed nonceUE
The AMF may include this information element to indicate to the UE to use the replayed nonceUE.

8.2.24.4
NonceAMF
The AMF may include this information element to indicate to the UE to use the nonceAMF.

8.2.24.5
HashAMF
The AMF shall include this information element when the AMF is initiating a SECURITY MODE COMMAND during a registration procedure and the REGISTRATION REQUEST message did not successfully pass the integrity check at the AMF.
8.2.24.6
EAP message
This IE is included when the EAP Success message is sent as part of the EAP-based primary authentication and key agreement procedure, as specified in subclause 5.4.1.2.
8.2.25
Security mode complete

8.2.25.1
Message definition

The SECURITY MODE COMPLETE message is sent by the UE to the AMF in response to a SECURITY MODE COMMAND message. See table 8.2.25.1.1.

Message type:
SECURITY MODE COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.25.1.1: SECURITY MODE COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Security mode complete message identity
	Message type

9.6
	M
	V
	1

	
	
	

	
	
	

	2C
	IMEISV
	5G mobile identity

9.8.3.3
	O
	TLV
	TBD

	7D
	NAS message container
	NAS message container

9.8.3.23
	O
	TLV-E
	3-n


* * * End of Changes * * * *

