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1. Introduction
In CT1#107 the procedure for IKE SA and signalling IP-SEC SA establishment procedure between the UE and the N3IWF that is used for registration over non-3GPP access were agreed. The signalling IP-SEC establishment method uses a new 3GPP specific EAP method (EAP-5G) in order to convey the NAS messages necessary for initial registration. The EAP-5G method is completed once security association has been established between the UE and the AMF.
This paper introduces the message format for the EAP-5G method. 

2. Reason for Change
Namely, four messages are proposed to be introduced for the EAP-5G method :

· EAP-Request/5G-Start message : Used by the N3IWF to initiate the EAP-5G method

· EAP-Response/5G-NAS message : Used by the UE to include NAS message, e.g. the NAS Registration Request

· EAP-Request/5G-NAS message : Used by the N3IWF to convey NAS response messages, e.g., NAS Registration response messages

· EAP-Response/5G-Complete message : Used by the UE to complete the EAP-5G method once security association has been established between the UE and the N3IWF

3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.502 0.2.1
* * * First Change * * * *
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* * * Second Change * * * *

9.1
General

9.2
3GPP specific coding information 

This sub-clause will describe coding information that are 3GPP specific, e.g. cause values, private message types.
9.2.x
EAP-5G method

9.2.x.1
General

The messages of EAP-5G method are EAP requests and EAP responses as specified in IETF RFC 3748 [9] subclause 4.1 and use coding of the expanded method type as described in IETF RFC 3748 [9] subclause 5.7.

The sending entity shall set value of a spare bit to zero. The receiving entity shall ignore value of a spare bit.

9.2.x.2
Message format

9.2.x.2.1
EAP-Request/5G-Start message

EAP-Request/5G-Start message is coded as specified in figure 9.2.x.2.1-1 and table 9.2.x.2.1-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	Extensions
	15 - m


Figure 9.2.x.2.1-1: EAP-Request/5G-Start message
Table 9.2.x.2.1-1: EAP-Request/5G-Start message
	Code field is set to 1 (decimal) as specified in IETF RFC 3748 [9] subclause 4.1 and indicates request.


	Identifier field is set as specified in IETF RFC 3748 [9] subclause 4.1.


	Length field is set as specified in IETF RFC 3748 [9] subclause 4.1 and indicates the length of the EAP-Request/5G-Start message in octets.



	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [x] subclause 5.7 and indicates the expanded type.


	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.



	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.



	Message-Id field is set to 5G-Start-Id of 1 (decimal).



	Spare field consists of spare bits.



	Extensions field is an optional field and consists of spare bits.


9.2.x.2.2
EAP-Response/5G-NAS message

EAP-Response/5G-NAS message is coded as specified in figure 9.2.x.2.2-1 and table 9.2.x.2.2-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	AN-Parameter attributes length
	15-16

	AN-Parameter attributes
	x

	NAS-PDU attribute length
	17+x - 18+x

	NAS-PDU attribute
	19+x - n+x

	Extensions
	n+x+1 - z+x


Figure 9.2.x.2.2-1: EAP-Response/5G-NAS message
Table 9.2.x.2.2-1: EAP-Response/5G-NAS message
	Code field is set to 1 (decimal) as specified in IETF RFC 3748 [9] subclause 4.1 and indicates request.


	Identifier field is set as specified in IETF RFC 3748 [9] subclause 4.1.


	Length field is set as specified in IETF RFC 3748 [9] subclause 4.1 and indicates the length of the EAP-Response/5G-NAS message in octets.



	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [x] subclause 5.7 and indicates the expanded type.


	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.



	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.


	Message-Id field is set to 5G-NAS-Id of 2 (decimal).


	Spare field consists of spare bits.



	AN-Parameters attributes length indicate the length of the AN-Parameters attributes filed in octets



	AN-Parameters attributes field contains attributes as specified in 3GPP TS 23.502 [3].


	NAS-PDU attribute length field indicates the length of NAS-PDU attributes field in octets.



	NAS-PDU attribute field contains a NAS message from the UE as specified in 3GPP TS 24.501 [4].


	Extensions field is an optional field and consists of spare bits.


Editor's Note: The size of the AN-Parameters attribute field requires further input from RAN

9.2.x.2.3
EAP-Request/5G-NAS message

EAP-Request/5G-NAS message is coded as specified in figure 9.2.x.2.3-1 and table 9.2.x.2.3-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	NAS-PDU attribute length
	15 - 16

	NAS-PDU attribute
	17 - n

	Extensions
	n+1 - z


Figure 9.2.x.2.3-1: EAP-Request/5G-NAS message
Table 9.2.x.2.3-1: EAP-Request/5G-NAS message

	Code field is set to 1 (decimal) as specified in IETF RFC 3748 [x] subclause 4.1 and indicates request.



	Identifier field is set as specified in IETF RFC 3748 [9] subclause 4.1.



	Length field is set as specified in IETF RFC 3748 [9] subclause 4.1 and indicates the length of the EAP-Request/5G-NAS message in octets.



	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] subclause 5.7 and indicates the expanded type.



	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.



	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.



	Message-Id field is set to 5G-NAS-Id of 2 (decimal).



	Spare field consists of spare bits.



	NAS-PDU attribute length field indicates the length of NAS-PDU attributes field in octets.



	NAS-PDU attribute field contains a NAS message from the AMF as specified 3GPP TS 24.501 [4].



	Extensions field is an optional field and consists of spare bits.


9.2.x.2.4
EAP-Response/5G-Complete message

EAP-Response/5G-Complete message is coded as specified in figure 9.2.x.2.4-1 and table 9.2.x.2.4-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	Extensions
	15 - m


Figure 9.2.x.2.4-1: EAP-Response/5G-Complete message
Table 9.2.x.2.4-1: EAP-Response/5G-Complete message
	Code field is set to 1 (decimal) as specified in IETF RFC 3748 [29] subclause 4.1 and indicates request.


	Identifier field is set as specified in IETF RFC 3748 [29] subclause 4.1.


	Length field is set as specified in IETF RFC 3748 [29] subclause 4.1 and indicates the length of the EAP-Response/5G-Complete message in octets.



	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [29] subclause 5.7 and indicates the expanded type.


	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.



	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.


	Message-Id field is set to 5G-Complete-Id of 3 (decimal).


	Spare field consists of spare bits.



	Extensions field is an optional field and consists of spare bits.


* * * End of Changes * * * *
