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1. Introduction
This p-CR is to propose adding SUCI to the Stage 3 specification.
2. Reason for Change
The latest Stage 2 specification introduces the support of SUCI (Subscription Concealed Identifier), as described in TS 23.502 clause 4.2.2.2.2 “General Registration”:

“The UE performing an Initial Registration (i.e., the UE is in RM-DEREGISTERED state) to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include its SUCI or SUPI in the Registration Request. The SUCI is included if and only if the home network has provisioned the public key to protect SUPI in the UE (as defined in TS 33.501 [15]). ”

As specified in the latest SA3 specification TS 33.501 subclause 6.1.2:
“The UE shall use SUCI or 5G-GUTI in the registration request.”
Also in subclause 6.12.1 Subscription permanent identifier” of TS 33.501:
“In the 5G system, the globally unique 5G subscription permanent identifier is called SUPI as defined in 3GPP TS 23.501 [2]. The SUCI is a privacy preserving identifier containing the concealed SUPI. 

The UE shall include a SUCI only to the following 5G NAS messages:

-
If the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message. 

Editor's Note: It is FFS if the UE is allowed to send the SUCI in the Identifier Response message in response to an Identifier Request message from the network. 

The UE shall never generate a SUCI using "null-scheme" with the following exceptions:

-
If the UE is making an unauthenticated emergency session and it does not have a 5G-GUTI to the chosen PLMN.
-
If the home network has provisioned "null-scheme" as public key scheme, then the UE shall generate a SUCI using "null-scheme".

- 
If the home network has not provisioned the public key needed to generate a SUCI. 
Editor's Note: Privacy provisioning is FFS. 

Editor's Note: The emergency services are FFS.”
Accordingly, support of SUCI in Stage 3 aspects is proposed in the present p-CR as follows:
-
Replacing the SUPI with SUCI.
3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 V0.2.2.
* * * First Change * * * *
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1]. 
5GMM-IDLE mode: In this specification, if the term is used standalone, a UE in 5GMM-IDLE mode means the UE can be either in 5GMM-IDLE mode over 3GPP access or in 5GMM-IDLE mode over non-3GPP access.
5GMM-CONNECTED mode: In this specification, if the term is used standalone, a UE in 5GMM-CONNECTED mode means the UE can be either in 5GMM-CONNECTED mode over 3GPP access or in 5GMM-CONNECTED mode over non-3GPP access.
5GMM-IDLE mode over 3GPP access: A UE is in 5GMM-IDLE mode over 3GPP access when no N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-IDLE mode over 3GPP access used in the present document corresponds to the term CM-IDLE state for 3GPP access used in 3GPP TS 23.501 [4].
5GMM-CONNECTED mode over 3GPP access: A UE is in 5GMM-CONNECTED mode over 3GPP access when a N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-CONNECTED mode over 3GPP access used in the present document corresponds to the term CM-CONNECTED state for 3GPP access used in 3GPP TS 23.501 [4].
5GMM-IDLE mode over non-3GPP access: A UE is in 5GMM-IDLE mode over non-3GPP access no N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-IDLE mode over non-3GPP access used in the present document corresponds to the term CM-IDLE state for non-3GPP access used in 3GPP TS 23.501 [4].
5GMM-CONNECTED mode over non-3GPP access: A UE is in 5GMM-CONNECTED mode over non-3GPP access when it has N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-CONNECTED mode over non-3GPP access used in the present document corresponds to the term CM-CONNECTED state for non-3GPP access used in 3GPP TS 23.501 [4].

Access stratum connection: A peer to peer access stratum connection between either the UE and the NG-RAN for 3GPP access or the UE and the N3IWF for non-3GPP access. The access stratum connection for 3GPP access corresponds to an RRC connection via the Uu reference point. The creation of the access stratum connection for non-3GPP access corresponds to the completion of the IKE_SA_INIT exchange (see IETF RFC 7296 [20]) via the NWu reference point.
DNN based congestion control: Type of congestion control at session management level that is applied to reject session management requests from UEs or release PDU sessions when the associated DNN is congested.
General NAS level congestion control: Type of congestion control at mobility management level that is applied at a general overload or congestion situation in the network, e.g. lack of processing resources.
Last visited registered TAI: A TAI which is contained in the registration area that the UE registered to the network and which identifies the tracking area last visited by the UE.
N1 mode: A mode of a UE allowing access to the 5G core network via the 5G access network.

N1 NAS signalling connection: A peer to peer N1 mode connection between UE and AMF. An N1 NAS signalling connection is either the concatenation of an RRC connection via the Uu reference point and an NG connection via the N2 reference point for 3GPP access, or the concatenation of an IPsec tunnel via the NWu reference point and an NG connection via the N2 reference point for non-3GPP access.

PDU session for LADN: A PDU session with a DNN associated with a LADN.

Selected core network type information: A type of core network (EPC or 5GCN) selected by the UE NAS layer in case of an E-UTRA cell connected to both EPC and 5GCN.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [8] apply:

5G access network

5G core network

5G QoS flow

5G QoS identifier

5G-GUTI

5G System

5G-S-TMSI

Allowed area

Allowed NSSAI

AMF region

AMF set

Configured NSSAI

Local area data network

Network slice

NG-RAN
Non-allowed area

PDU session
PDU session type

PEI

Requested NSSAI

SUPI
SUCI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [9] apply:

UE configured to use AC11 – 15 in selected PLMN
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.501 [11] apply:

5G security context

5G NAS security context

Current 5G security context

Full native 5G security context

Native 5G security context
For the purposes of the present document, the following terms and definitions given in 3GPP TS 38.413 [14] apply:

NG connection
* * * Next Change * * * *
5.3.2
Permanent identifiers

A globally unique permanent identity, the 5G subscription permanent identifier (SUPI), is allocated to each subscriber for 5GS-based services. In the current release, the IMSI and the network access identifier (NAI) are valid SUPI types. Though non-IMSI based SUPIs are possible by using NAI, the IMSI can be contained within the NAI for the SUPI. The structure of the SUPI and its derivatives will be specified in 3GPP TS 23.003 [2].

A UE supporting NG-RAN includes a SUCI when a valid 5G-GUTI is not available from the PLMN or equivalent PLMN to which the UE is attempting to register or if requested by the network, during the registration procedures. The SUCI is a privacy preserving identifier containing the concealed SUPI.
NOTE:
If the home network has not provisioned the public key needed to generate a SUCI, the UE uses "null-scheme" as specified in 3GPP TS 33.501  [11] to generate a SUCI which equals to the SUPI.
Each UE supporting NG-RAN contains a permanent equipment identifier (PEI) for accessing 5GS-based services. In the current release, the IMEI and the IMEISV are the only PEI format supported by 5GS. The structure of the PEI and its formats will be specified in 3GPP TS 23.003 [2].

A UE supporting NG-RAN includes a PEI:

a)
when neither SUPI nor valid 5G-GUTI is available to use for emergency services in the REGISTRATION REQUEST message with 5GS registration type IE set to "emergency registration"; and

b)
when the network requests the PEI by using the identification procedure, in the IDENTIFICATION RESPONSE message.

The AMF can request the PEI at any time by using the identification procedure.
* * * Next Change * * * *

5.4.4.3
Generic UE configuration update accepted by the UE

Upon receiving the CONFIGURATION UPDATE COMMAND message, the UE shall use the contents to update appropriate information stored within the UE.

If acknowledgement requested is indicated in the Configuration update indication IE in the CONFIGURATION UPDATE COMMAND message and:

a)
if all information elements included are successfully accepted by the UE; or

b)
if "registration requested" in the Configuration update indication IE is indicated;

the UE shall send a CONFIGURATION UPDATE COMPLETE message.

If the UE receives a new 5G-GUTI in the CONFIGURATION UPDATE COMMAND message, the UE considers the new 5G-GUTI as valid and the old 5G-GUTI as invalid; otherwise, the UE shall consider the old 5G-GUTI as valid.

If the UE receives a new TAI list in the CONFIGURATION UPDATE COMMAND message, the UE shall consider the new TAI list as valid and the old TAI list as invalid; otherwise, the UE shall consider the old TAI list as valid.

If the UE receives a new service area list in the CONFIGURATION UPDATE COMMAND message, the UE shall consider the new service area list as valid and the old service area restrictions as invalid; otherwise, the UE shall consider the old service area list, if any, as valid.

If the UE receives a new Allowed NSSAI in the CONFIGURATION UPDATE COMMAND message, the UE shall consider the new Allowed NSSAI as valid, store the Allowed NSSAI as specified in subclause 4.6.2.2 and consider the old Allowed NSSAI as invalid; otherwise, the UE shall consider the old Allowed NSSAI as valid.      

If the UE receives an indication for "registration requested" in the Configuration update indication IE in the CONFIGURATION UPDATE COMMAND message that lacks an Allowed NSSAI IE, the UE shall send a REGISTRATION REQUEST message immediately as specified in subclause 5.5.1.3 to re-negotiate MICO mode with the network.

If the UE receives a new LADN information in the CONFIGURATION UPDATE COMMAND message, the UE shall consider the new LADN information as valid and the old LADN information as invalid; otherwise, the UE shall consider the old LADN information as valid.              

If the UE receives an allowed NSSAI in the CONFIGURATION UPDATE COMMAND message and the UE has one or more PDU session contexts associated with S-NSSAI(s) not included in the received allowed NSSAI, the UE shall locally release all such PDU session context(s).

If the CONFIGURATION UPDATE COMMAND indicates "registration requested" in the Configuration update indication IE and a new allowed NSSAI is included, the UE shall release the existing NAS signalling connection and:

a)
deactivate the PDU session(s) context locally, if any; and

b)
set the 5G-GUTI as invalid and initiate a mobility registration update procedure with a REGISTRATION REQUEST message using SUCI as specified in subclause 5.5.1.3; and

c)
should re-establish any previous active PDU sessions(s).             

Editor's note:
It is FFS if the UE must wait for AMF to release the N1 NAS signalling connection prior to the UE attempts to initiate a mobility update procedure with SUPI.

Editor's note:
Further details on handling of specific IEs are FFS.

* * * Next Change * * * *
5.5.1.2.2
Initial registration initiation

The UE initiates the registration procedure for initial registration by sending a REGISTRATION REQUEST message to the AMF, starting timer T3510. If timer T3502 is currently running, the UE shall stop timer T3502. If timer T3511 is currently running, the UE shall stop timer T3511.

If the UE holds a valid 5G-GUTI, the UE shall indicate the 5G-GUTI in the 5GS mobile identity IE. If the UE does not hold a valid 5G-GUTI, the UE shall include the SUCI in the 5GS mobile identity IE.
If the UE operating in the single-registration mode holds a valid 4G-GUTI only, the UE shall include the 5G-GUTI IE mapped from the 4G-GUTI as specified in 3GPP TS 23.003 [2] in the 5GS mobile identity IE of the REGISTRATION REQUEST message. If the UE operating in the single-registration mode holds a valid 4G-GUTI and a valid 5G-GUTI, it shall include in the 5GS mobile identity IE of the REGISTRATION REQUEST message either 5G-GUTI mapped from 4G-GUTI or 5G-GUTI according to the system (i.e. either EPS or 5GS), where the last successful EPS attach, tracking area updating or registration procedure was performed.

If the UE is operating in the dual-registration mode, the UE shall include the UE status IE with the EMM registration status set to "UE is in EMM-REGISTERED state". If the UE has a valid 5G-GUTI, the UE shall include the 5G-GUTI in the REGISTRATION REQUEST message. The UE operating in the dual-registration mode shall not use 4G-GUTI even if the UE has a valid 4G-GUTI.
If the last visited registered TAI is available, the UE shall include the last visited registered TAI in the REGISTRATION REQUEST message.

If the UE supports network slicing, the UE shall include the requested NSSAI containing the S-NSSAI(s) corresponding to the slice(s) to which the UE wishes to register in the REGISTRATION REQUEST. If the UE has allowed NSSAI or configured NSSAI for the current PLMN, the requested NSSAI shall be either:

a)
the configured NSSAI for the current PLMN, or a subset thereof as described below, if the UE has no allowed NSSAI for the current PLMN; or

b)
the allowed NSSAI for the current PLMN, or a subset thereof as described below, if the UE has an allowed NSSAI for the current PLMN; or

c)
the allowed NSSAI for the current PLMN, or a subset thereof as described below, plus one or more S-NSSAIs from the configured NSSAI for which no corresponding S-NSSAI is present in the allowed NSSAI and those are neither in the temporarily rejected NSSAI for the current registration are nor in the permanently rejected NSSAI for the current registration area.

Otherwise if the UE has neither allowed NSSAI nor configured NSSAI for the current PLMN, the UE shall not include a requested NSSAI in the REGISTRATION REQUEST message.

The subset of configured NSSAI provided in the requested NSSAI consists of one or more S-NSSAIs in the configured NSSAI applicable to the current PLMN, if:
a)
the S-NSSAI is neither in the temporarily rejected NSSAI for the current registration area nor in the permanently rejected NSSAI for the current registration area; or 

b)
the S-NSSAI was not previously added by the UE in a requested NSSAI.

The subset of allowed NSSAI provided in the requested NSSAI consists of one or more S-NSSAIs in the allowed NSSAI for the current PLMN.

NOTE 1:
How the UE selects the subset of configured NSSAI or allowed NSSAI to be provided in the requested NSSAI is implementation.

NOTE 2:
The number of S-NSSAI(s) included in the requested NSSAI cannot exceed eight.

If the UE wishes to prolong the established NAS signalling connection after the completion of the initial registration procedure, it shall set the "follow-on request pending" indication to 1.     

If the UE supports S1 mode, the UE shall set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message.


[image: image1.emf]UE

AMF

Stop T3510

OR

REGISTRATION REQUEST

Start T3510

Stop T3550

REGISTRATION ACCEPT

Start T3550

REGISTRATION COMPLETE

Stop T3510

REGISTRATION REQUEST

Start T3510

REGISTRATION REJECT

If TempID

allocated

If TempID

allocated


Figure 5.5.1.2.2.1: Registration procedure for initial registration

5.5.1.2.3
5GMM common procedure initiation

The network may initiate 5GMM common procedures, e.g. the identification, authentication and security procedures during the registration procedure, depending on the information received in the REGISTRATION REQUEST message.

During a registration procedure with 5GS registration type IE set to "emergency registration", if the AMF is configured to support emergency registration for unauthenticated SUCIs, the AMF may choose to skip the authentication procedure even if no 5GS security context is available and proceed directly to the execution of the security mode control procedure.

5.5.1.2.4
Initial registration accepted by the network

During a registration procedure with 5GS registration type IE set to "emergency registration", the AMF shall not check for mobility and access restrictions, regional restrictions or subscription restrictions, when processing the REGISTRATION REQUEST message.

If the initial registration request is accepted by the network, the AMF shall send a REGISTRATION ACCEPT message to the UE and start timer T3550.

The AMF shall assign and include a TAI list as a registration area the UE is registered to in the REGISTRATION ACCEPT message. The UE, upon receiving a REGISTRATION ACCEPT message, shall delete its old TAI list and store the received TAI list.

The 5G-GUTI reallocation may be part of the initial registration procedure. When the REGISTRATION REQUEST message includes the SUCI or PEI, or the AMF considers the 5G-GUTI provided by the UE is invalid, or the 5G-GUTI provided by the UE was assigned by another AMF, the AMF shall allocate a new 5G-GUTI to the UE. The AMF shall include in the REGISTRATION ACCEPT message the new assigned 5G-GUTI together with the assigned TAI list. In this case the AMF shall shall start timer T3550 and enter state 5GMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.1.3.2.3.3.

If the REGISTRATION ACCEPT message contained a 5G-GUTI, the UE shall return a REGISTRATION COMPLETE message to the AMF to acknowledge the received 5G-GUTI.

Upon receiving a REGISTRATION COMPLETE message, the AMF shall stop timer T3550 and change to state 5GMM-REGISTERED. The 5G-GUTI, if sent in the REGISTRATION ACCEPT message, shall be considered as valid.
The AMF shall include the allowed NSSAI in the REGISTRATION ACCEPT if the UE included the requested NSSAI in the REGISTRATION REQUEST message and the AMF allows one or more S-NSSAIs in the requested NSSAI. The AMF may also include rejected NSSAI in the REGISTRATION ACCEPT message. Rejected NSSAI contains S-NSSAI(s) which was included in the Request NSSAI but rejected by the network associated with rejection cause(s).
The UE receiving the rejected NSSAI in the REGISTRATION ACCEPT message takes the following actions based on the rejection cause in the rejected NSSAI:
"S-NSSAI not available in the current PLMN"


The UE shall add the rejected S-NSSAI(s) in the permanently rejected NSSAI for the current PLMN as specified in subclause 4.6.2.2 and not attempt to use this S-NSSAI in the current PLMN until switching off the UE or the UICC containing the USIM is removed. 

"S-NSSAI temporarily not available in the current PLMN"


The UE shall add the rejected S-NSSAI(s) in the temporarily rejected NSSAI for the current PLMN as specified in subclause 4.6.2.2 and consider this S-NSSAI is temporarily not available in the current PLMN.

Editor's note:
It is FFS whether the rejection cause "S-NSSAI temporarily not available in this PLMN" is needed.
"S-NSSAI not available in the current registration area"


The UE shall add the rejected S-NSSAI(s) with the registration area(s) in the permanently rejected NSSAI for this PLMN as specified in subclause 4.6.2.2 and not attempt to use this S-NSSAI in the present registration area until switching off the UE, the UE moving out of the current registration area or the UICC containing the USIM is removed. 

"S-NSSAI temporarily not available in the current registration area"


The UE shall add the rejected S-NSSAI(s) in the tempararily rejected NSSAI for the current PLMN and registration area combination as specified in subclause 4.6.2.2 and consider the S-NSSAI is temporarily not available in this current registration area. 

Editor's note:
Further UE action is FFS when the rejection cause is "S-NSSAI temporarily not available in the registration area".
The AMF may include in the allowed NSSAI one or more new S-NSSAIs each of which is associated with an S-NSSAI contained in the requested NSSAI.

If the UE did not include the requested NSSAI in the REGISTRATION REQUEST message and one or more subscribed S-NSSAIs (containing one or more S-NSSAIs each of which may be associated with a new S-NSSAI) marked as default are available, the AMF shall put the subscribed S-NSSAI(s) marked as default in the allowed NSSAI of the REGISTRAION ACCEPT message.

If the REGISTRATION ACCEPT contains the allowed NSSAI, then the UE shall store the included allowed NSSAI together with the PLMN identity of the registered PLMN and the registration area as specified in subclause 4.6.2.2.
If the UE included S1 mode supported indication in the REGISTRATION REQUEST message, the AMF supporting intersystem change with EPS shall set the Dual-registration supported IE to either:

a)
"dual-registration not supported" if the AMF supports interworking procedures with N26 interface; or

b)
"dual-registration supported" if the AMF supports interworking procedures without N26 interface.

The UE shall operate in the mode for intersystem change with EPS as follows:

a)
if the Dual-registration supported IE is set to "dual-registration not supported", the UE shall operate in single-registration mode;

b)
if the Dual-registration support IE is set to "dual-registration supported" and the UE supports dual-registration mode,, the UE shall operate in dual-registration mode; or

c)
if the Dual-registration support IE is set to "dual-registration supported" and the UE only supports single-registration mode, the UE shall operate in single-registration mode,

The UE shall treat the received Dual-registration supported IE for intersystem change with EPS as valid in the entire PLMN.

The network informs the UE about the support of specific features, such as IMS voice over PS session or emergency services, in the 5GS network feature support information element. In a UE with IMS voice over PS session capability, the IMS voice over PS session indicator shall be provided to the upper layers. The upper layers take the IMS voice over PS session indicator into account when selecting the access domain for voice sessions or calls. When initiating an emergency call, the upper layers also take both the IMS voice over PS session indicator and the emergency service support indicator into account for the access domain selection.

Editor's note:
Further details on initial registration accepted by the network are FFS.

If the UE has indicated "follow-on request pending" in REGISTRATION REQUEST message, the AMF shall not immediately release the NAS signalling connection after the completion of the registration procedure.
* * * Next Change * * * *
5.5.2.2.1
UE-initiated de-registration procedure initiation

The de-registration procedure is initiated by the UE by sending a DEREGISTRATION REQUEST message (see example in figure 5.5.2.2.1). The De-registration type IE included in the message indicates whether the de-registration procedure is due to a "switch off" or not. The access type included in the message indicates whether the de-registration procedure is:
a)
for 5GS services over 3GPP access, or

b)
for 5GS services over both 3GPP access and non-3GPP access when the UE is registered in the same PLMN over both accesses.

If the UE has a valid 5G-GUTI, the UE shall populate the Mobile identity IE with the valid 5G-GUTI. If the UE does not have a valid 5G-GUTI, the UE shall populate the Mobile identity IE with its SUCI.

If the UE does not have a valid 5G-GUTI and it does not have a valid SUPI, then the UE shall populate the Mobile identity IE with its PEI.

If the de-registration request is not due to switch off and the UE is in the state 5GMM-REGISTERED or 5GMM-REGISTERED-INITIATED, timer Txa shall be started in the UE after the DEREGISTRATION REQUEST message has been sent. The UE shall enter the state 5GMM-DEREGISTERED-INITIATED.

If the UE is to be switched off, the UE shall try for a period of 5 seconds to send the DEREGISTRATION REQUEST message. During this period, the UE may be switched off as soon as the DEREGISTRATION REQUEST message has been sent.
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Figure 5.5.2.2.1.1: UE-initiated de-registration procedure
* * * Next Change * * * *
9.8.3.3
5GS mobile identity
The purpose of the 5GS mobile identity information element is to provide either the SUCI, the 5G-GUTI or the IMEI.

The 5GS mobile identity information element is coded as shown in figures 9.8.3.3.1 and 9.8.3.3.2 and table 9.8.3.3.1.

The 5GS mobile identity is a type 4 information element with a minimum length of 3 octets and a maximum length of xx2 octets.

Editor's note:
 The definition of 5G-GUTI is FFS, and will be added when defined by CT4.
Figure 9.8.3.3.1: 5GS mobile identity information element for type of identity "5G-GUTI"
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	1
	

	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2

	Identity digit 1


	odd/

even

indic
	Type of identity


	octet 3

	Identity digit p+1
	Identity digit p
	octet 4*


Figure 9.8.3.3.2: 5GS mobile identity information element for type of identity "IMSI" or "IMEI"
Table 9.8.3.3.1: 5GS mobile identity information element

	Type of identity (octet 3)

Bits

	3
	2
	1
	

	0
	0
	1
	SUCI

	1
	1
	0
	5G-GUTI

	0
	1
	1
	IMEI

	All other values are reserved.

	

	Odd/even indication (octet 3)

Bit

	4
	
	
	

	0
	
	
	even number of identity digits

	1
	
	
	odd number of identity digits

	

	Identity digits (octet 4 etc)

For the SUCI, this field is coded using BCD coding. If the number of identity digits is even then bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111".

	

	For the IMEI, this field is coded using BCD coding. The format of the IMEI is described in 3GPP TS 23.003 [2].


* * * End of Change(s) * * * *
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