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	Reason for change:
	1) UE behavior in case the list of preferred PLMN/access technology combinations has been suppressed or modified:

Alternative 1 currently specifies that in the case when the UE has received an updated list but the contents of the list fail the integrity check at the UE, the UE marks the VPLMN as forbidden and performs PLMN selection, so as to be able to move to another VPLMN (which will either be the most preferred roaming partner in the UE’s location, or will allow the HPLM to re-attempt sending of the list to the UE).

It is however possible that the current VPLMN is the only available PLMN in the user’s location. To avoid causing the UE to be out of service in that scenario, it is proposed to align Alternative 1 with Alternative 2 & 3, by which the UE shall discard the received list of preferred PLMN/access technology combinations and attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired, with an exception that current PLMN is considered as lowest priority. 
Additionally, to prevent the VPLMN from delaying PLMN selection by keeping the UE in connected mode, it is proposed to allow the UE to locally release the NAS signalling connection if the UE is still in connected mode when the list fails the integrity check.

2) Reliable delivery of the list of preferred PLMN/access technology combinations to the UE:
Alternative 1 currently contains the following Editor’s note related to the possibility to ensure reliable delivery of the list of preferred PLMN/access technology combinations:

Editor's note:
Whether the network can use hop-by-hop acknowledgement, or a protocol similar to RDS as specified in 3GPP TS 24.250 [14], to receive an acknowledgement for the delivery of the list to the UE is FFS.
It is proposed to allow the optional inclusion of a parameter in the DL NAS TRANSPORT message sent to the UE indicating whether the UE shall send an UL NAS TRANSPORT message with an acknowledgement to the network indicating whether the list has passed the integrity check at the UE.
3) Addition of Stage 2 for Alternative 1:

The Stage 2 description for Alternative 1 is currently missing and needs to be added.



	
	

	Summary of change:
	1)  The UE behavior for the case when the UE has received an updated list but the contents of the list fail the integrity check at the UE was updated such that in that scenario, the UE shall discard the received list of preferred PLMN/access technology combinations and attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired, with an exception that current PLMN is considered as lowest priority. If the UE is still in connected mode when the list fails the integrity check, the UE is allowed to locally release the NAs signalling connection so as to be able to proceed with PLMN selection.
2)  The possibility for the network to optionally request the UE to send an acknowledgement upon receipt of the list of preferred PLMN/access technology combinations, and the corresponding UE handling, were added.

3)  Addition of Stage 2 description
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***** First change *****
5.2.4.1
Alternative 1 for steering of UE in VPLMN
5.2.4.1.1
General
The purpose of the procedure for steering of UE in VPLMN is to allow the HPLMN to update the list of preferred PLMN/access technology combinations at the UE via NAS signalling. The HPLMN updates the list of preferred PLMN/access technology combinations e.g. depending on the PLMN where the UE is registered or when required by HPLMN operator policies.

The VPLMN shall not be able to modify the list of preferred PLMN/access technology combinations sent by the HPLMN. The UE shall be able to verify the integrity of the received list of preferred PLMN/access technology combinations.
Editor's note:
SA3 needs to confirm whether it is feasible to ensure the VPLMN cannot alter the contents of the list of preferred PLMN/access technology combinations sent to the UE by the VPLMN.

Editor's note:
End-to-end security between HPLMN and roaming UEs will be defined following SA3 recommendations.

5.2.4.1.2
Initiation of the procedure for steering of UE in VPLMN

The network intiates the procedure for steering of UE in VPLMN using the NAS transport procedure specified in subclause 8.5.1.3.3, with:

-
the Payload container type IE of the DL NAS TRANSPORT message indicating that the Payload container IE contains a list of preferred PLMN/access technology combinations;
-
the Payload container IE of the DL NAS TRANSPORT message set to the list of preferred PLMN/access technology combinations; and
-
optionally, the Additional information IE set to indicate whether the UE shall send an acknowledgement upon receipt of the list of preferred PLMN/access technology combinations.
Editor's note:
The encoding of the list of preferred PLMN/access technology combinations in the DL NAS TRANSPORT message is FFS.

Editor's note:
Additional information included in the NAS message to enable the UE to verify the integrity of the received list of preferred PLMN/access technology combinations needs to be specified in SA3.

5.2.4.1.3
Procedure for steering of UE in VPLMN accepted by the UE

Upon receiving an updated list of preferred PLMN/access technology combinations, the UE shall verify the integrity of the received list of preferred PLMN/access technology combinations. If the integrity check passes, the UE shall:
-
if the Additional information IE is included in the DL NAS TRANSPORT message and indicates that the UE shall send an acknowledgement upon receipt of the list of preferred PLMN/access technology combinations, the UE shall initiate the NAS transport procedure specified in subclause 8.5.1.3.3, with:

1)
the Payload container type IE of the UL NAS TRANSPORT message indicating that the Payload container IE contains an acknowledgment for a list of preferred PLMN/access technology combinations; and

2)
the Payload container IE of the UL NAS TRANSPORT message indicating that the received list of preferred PLMN/access technology combinations has successfully passed the integrity check at the UE;

Editor's note:
The encoding of the acknowledgement for the list of preferred PLMN/access technology combinations in the UL NAS TRANSPORT message is FFS.

Editor's note:
Additional information included in the NAS message to enable the network to verify the integrity of the acknowledgement for the list of preferred PLMN/access technology combinations needs to be specified in SA3.

-
replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME with the received list of preferred PLMN/access technology combinations;

-
delete the PLMNs identified by the received list of preferred PLMN/access technology combinations from the Forbidden PLMN list, if they are present in this list. This includes any information stored in the USIM and the ME internal memory; 

-
take the new information into account in subsequent attempts to access a higher priority PLMN; and

-
attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired.

5.2.4.1.4
Procedure for steering of UE in VPLMN not accepted by the UE

If the integrity check of the received list of preferred PLMN/access technology combinations fails at the UE, the UE shall perform the following steps in the order in which they are listed:
-
if the Additional information IE is included in the DL NAS TRANSPORT message and indicates that the UE shall send an acknowledgement upon receipt of the list of preferred PLMN/access technology combinations, the UE shall initiate the NAS transport procedure specified in subclause 8.5.1.3.3, with:

1)
the Payload container type IE of the UL NAS TRANSPORT message indicating that the Payload container IE contains an acknowledgment for a list of preferred PLMN/access technology combinations; and

2)
the Payload container IE of the UL NAS TRANSPORT message indicating that the received list of preferred PLMN/access technology combinations has failed the integrity check at the UE;

Editor's note:
The encoding of the acknowledgement for the list of preferred PLMN/access technology combinations in the UL NAS TRANSPORT message is FFS.

Editor's note:
Additional information included in the NAS message to enable the network to verify the integrity of the acknowledgement for the list of preferred PLMN/access technology combinations needs to be specified in SA3.

-
discard the received list of preferred PLMN/access technology combinations; and
-
attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired, with an exception that the current PLMN is considered as lowest priority. If the UE is in 5GMM-CONNECTED mode or 5GMM-CONNECTED mode with RRC inactive indication, the UE may locally release the established N1 NAS signalling connection so as not to delay PLMN selection.
5.2.4.1.5
Completion of the procedure for steering of UE in VPLMN at the network

After initiating the procedure for steering of UE in VPLMN, the network may determine whether the UE has received the list of preferred PLMN/access technology combinations by:
-
checking whether the UE has attempted registration on the highest priority VPLMN in the list available in the UE’s location within a timer set to an implementatation specific value; or
-
if the network has requested the UE to send an acknowledgement for the list of preferred PLMN/access technology combinations, checking whether an acknowledgement from the UE is received within a timer set to an implementation specific value.

5.2.4.1.6
Stage-2 flow
The stage-2 flow for the procedure is indicated in figure 5.2.4.1.6.1.
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Figure 5.2.4.1.6.1: Procedure for providing list of preferred PLMN/access technology combinations

1.
The UDM to the AMF: The UDM notifies the changes of the user profile to the affected AMF by the means of invoking Nudm_SubscriberDataManagement_UpdateNotification service operation. The Nudm_SubscriberDataManagement_UpdateNotification service operation contains the list of preferred PLMN/access technology combinations that needs to be delivery transparently to the UE over NAS. If the HPLMN decided that the UE is to acknowledge successful integrity verification of the received list of preferred PLMN/access technology combinations, the Nudm_SubscriberDataManagement_UpdateNotification service operation also contains an indication that the UDM requests an acknowledgement from the UE.
2.
The AMF to the UE: the AMF sends a DL NAS TRANSPORT message to the served UE. The AMF includes in the DL NAS TRANSPORT message the transparent container received from the UDM. If the UDM has requested an acknowledgement from the UE, the AMF also indicates in the DL NAS TRANSPORT message that an acknowledgement from the UE is requested. If the ME of the UE verifies that the list of preferred PLMN/access technology combinations included in the DL NAS TRANSPORT message is provided by HPLMN, the UE stores the list of preferred PLMN/access technology combinations.
3.
The UE to the AMF: if an indication that an acknowledgement from the UE is requested was included by the AMF in the DL NAS TRANSPORT message and the UE verified that the list of preferred PLMN/access technology combinations has been provided by HPLMN, the UE sends an UL NAS TRANSPORT message to the serving AMF with a transparent container including the UE acknowledgement.
4.
The AMF to the UDM: the AMF sends an N12 message. If a transparent container with a UE acknowledgement was received in the UL NAS TRANSPORT message, the AMF includes the transparent container in the N12 message. If the HPLMN decided that the UE is to acknowledge successful integrity verification of the received list of preferred PLMN/access technology combinations in step 1, the UDM verifies that the acknowledgement is provided by the ME of the UE.
Editor's note:
Further messages and further entities might be involved in order to secure the solution.

Editor's note:
FFS whether the N12 message is the Nudm_SubscriberDataManagement_UpdateNotification response or other N12 message.

***** End of changes *****
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