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1. Introduction
The pCR is proposed to make naming correction and alignment for PDU session establishment authentication and authorization procedure.

2. Reason for Change
As agreed in C1-174315, all network-requested procedures have been agreed to use the command exchange of messages (i.e., COMMAND, COMPLETE and COMMAND REJECT) which allows distinguishing the network-requrested from the UE-requested procedure messages. Some alignments and corrections need to be done.
For Network-requested PDU session establishment authentication and authorization procedure :

· PDU SESSION AUTHENTICATION REQUEST should be replaced by PDU SESSION AUTHENTICATION COMMAND in sub-clauses 6.3.1, 8.3.4, and 10.3.

· PDU SESSION AUTHENTICATION ACCEPT should be replaced by PDU SESSION AUTHENTICATION COMPLETE in sub-clauses 6.3.1, 8.3.5, and 10.3.

· Since it is not clear if PDU SESSION AUTHENTICATION COMMAND can be rejected by the UE, PDU SESSION AUTHENTICATION REJECT message is deleted from sub-clause 10.3.
3. Conclusions

Naming correction is required for PDU session establishment authentication and authorization procedure.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 V0.2.2.
* * * Next Change * * * *

6.3.1
PDU session establishment authentication and authorization procedure

6.3.1.1
General

The purpose of the PDU session establishment authentication and authorization procedure is to enable the DN:

1)
to authenticate the upper layers of the UE, when establishing the PDU session;

2)
to authorize the upper layers of the UE, when establishing the PDU session; or

3)
both of the above.
The PDU session establishment authentication and authorization procedure can be performed only during the UE-requested PDU session establishment procedure establishing a non-emergency PDU session. The PDU session establishment authentication and authorization procedure shall not be performed during the UE-requested PDU session establishment procedure establishing an emergency PDU session.

The network authenticates the UE using the Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [15].

EAP has defined four types of EAP messages:

a)
an EAP-request message;

b)
an EAP-response message;

c)
an EAP-success message; and

d)
an EAP-failure message.

The EAP-request message is transported from the network to the UE using the PDU SESSION AUTHENTICATION COMMAND message.

The EAP-response message to the EAP-request message is transported from the UE to the network using the PDU SESSION AUTHENTICATION COMPLETE message.

If the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT ACCEPT message.

If the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT REJECT message.

There can be several rounds of exchange of an EAP-request message and a related EAP-response message for the DN to complete the authentication and authorization of the request for a PDU session (see example in figure 6.3.1.1).

The SMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [15] subclause 4.3 to infinite value.

NOTE 2:
The PDU session establishment authentication and authorization procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer of the SMF do not occur.


[image: image1.emf]UE SMF

PDU SESSION AUTHENTICATION COMMAND

<EAP-request message A>

Stop 

T3590

Start 

T3590

Stop 

T3590

Start 

T3590

PDU SESSION AUTHENTICATION COMPLETE

<EAP-response message to EAP-request message A>

PDU SESSION AUTHENTICATION COMMAND

<EAP-request message B>

PDU SESSION AUTHENTICATION COMPLETE

<EAP-response message to EAP-request message B>

PDU SESSION ESTABLISHMENT ACCEPT

<EAP-success message>

PDU SESSION ESTABLISHMENT REJECT

<EAP-failure message>

OR



Figure 6.3.1.1: PDU session establishment authentication and authorization procedure

6.3.1.2
PDU session establishment authentication and authorization procedure initiation
In order to initiate the PDU session establishment authentication and authorization procedure, the SMF shall create a PDU SESSION AUTHENTICATION COMMAND message.
The SMF shall set the PTI IE of the PDU SESSION AUTHENTICATION COMMAND message to "No procedure transaction identity assigned".

The SMF shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message to the EAP-request message provided by the DN or generated locally.

The SMF shall send the PDU SESSION AUTHENTICATION COMMAND message, and the SMF shall start timer T3590 (see example in figure 6.3.1.1).

Upon receipt of a PDU SESSION AUTHENTICATION COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE passes to the upper layers the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.

6.3.1.3
PDU session establishment authentication and authorization procedure accepted by the UE
When the upper layers provide an EAP-response message responding to the received EAP-request message, the UE shall create a PDU SESSION AUTHENTICATION COMPLETE message.
The UE shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the EAP-response message.

The UE shall transport the PDU SESSION AUTHENTICATION COMPLETE message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.

Upon receipt of a PDU SESSION AUTHENTICATION COMPLETE message, the SMF shall stop timer T3590 and provides the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the DN or handles it locally.
6.3.1.4
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
T3590 expired

The SMF shall, on the first expiry of the timer T3590, retransmit the PDU SESSION AUTHENTICATION COMMAND message and shall reset and start timer T3590. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3590, the SMF shall abort the procedure.
Editor's note:
Further abnormal cases are FFS

6.3.1.5
Abnormal cases in the UE

Editor's note:
Abnormal cases are FFS
* * * Next Change * * * *

8.3.4
PDU session authentication command
8.3.4.1
Message definition
The PDU SESSION AUTHENTICATION COMMAND message is sent by the network to the UE for authentication of the UE establishing the PDU session. See table 8.3.4.1.1.

Message type:
PDU SESSION AUTHENTICATION COMMAND
Significance:

dual

Direction:


network to UE
Table 8.3.4.1.1: PDU SESSION AUTHENTICATION COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity

9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity

9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION COMMAND message identity
	Message type

9.7
	M
	V
	1

	X
	EAP message
	EAP message
9.8.3.14
	O
	TLV-E
	7-1503

	7B
	Extended protocol configuration options
	Extended protocol configuration options

9.8.4.2
	O
	TLV-E
	4-65538


8.3.4.2
EAP message
This IE is included when the external DN performs authentication and authorization of the UE using EAP.
8.3.4.3
Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
* * * Next Change * * * *

8.3.5
PDU session authentication complete
8.3.5.1
Message definition
The PDU SESSION AUTHENTICATION COMPLETE message is sent by the UE to the network in response to the PDU SESSION AUTHENTICATION COMMAND message and indicates acceptance of the PDU SESSION AUTHENTICATION COMMAND message. See table 8.3.5.1.1.
Message type:
PDU SESSION AUTHENTICATION COMPLETE
Significance:

dual

Direction:


UE to network

Table 8.3.5.1.1: PDU SESSION AUTHENTICATION ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity

9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity

9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION COMPLETE  message identity
	Message type

9.7
	M
	V
	1

	x
	EAP message
	EAP message
9.8.3.14
	O
	TLV-E
	7-1503

	7B
	Extended protocol configuration options
	Extended protocol configuration options

9.8.4.2
	O
	TLV-E
	4-65538


8.3.5.2
EAP message
This IE is included when the external DN performs authentication and authorization of the UE using EAP.
8.3.5.3
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network.
* * * Next Change * * * *

10.3
Timers of 5GS session management

Timers of 5GS session management are shown in table 10.3.1 and table 10.3.2.
Table 10.3.1: Timers of 5GS session management – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
THE
1st, 2nd, 3rd, 4th EXPIRY (NOTE 1)

	T3580
	TBD
	TBD
	Transmission of PDU SESSION ESTABLISHMENT REQUEST message
	PDU SESSION ESTABLISHMENT ACCEPT message received or

PDU SESSION ESTABLISHMENT REJECT message received
	Retransmission of PDU SESSION ESTABLISHMENT REQUEST message

	T3581
	TBD
	TBD
	Transmission of PDU SESSION MODIFICATION REQUEST message
	PDU SESSION MODIFICATION COMMAND message with the same PTI is received or PDU SESSION MODIFICATION REJECT message received
	Retransmission of PDU SESSION MODIFICATION REQUEST message

	T3582
	TBD
	TBD
	Transmission of PDU SESSION RELEASE REQUEST message
	PDU SESSION RELEASE COMMAND message with the same PTI is received or PDU SESSION RELEASE REJECT message received
	Retransmission of PDU SESSION RELEASE REQUEST message

	NOTE 1:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.


Table 10.3.2: Timers of 5GS session management – SMF side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
THE
1st, 2nd, 3rd, 4th EXPIRY (NOTE 1)

	T3590
	TBD
	TBD
	Transmission of PDU SESSION AUTHENTICATION COMMAND message
	PDU SESSION AUTHENTICATION COMPLETE message received 
	TBD

	T3591
	TBD
	TBD
	Transmission of PDU SESSION MODIFICATION COMMAND message with any 5GSM cause but #39
	PDU SESSION MODIFICATION ACCEPT message received or PDU SESSION MODIFICATION REJECT message received
	Retransmission of PDU SESSION MODIFICATION COMMAND message

	
	
	
	Transmission of PDU SESSION MODIFICATION COMMAND message with 5GSM cause #39.
	PDU SESSION RELEASE REQUEST message is received.
	Retransmission of PDU SESSION MODIFICATION COMMAND message

	T3591
	TBD
	TBD
	Transmission of PDU SESSION RELEASE COMMAND message
	PDU SESSION RELEASE ACCEPT message received or

N1 SM delivery skipped indication received
	Retransmission of PDU SESSION RELEASE COMMAND message

	NOTE 1:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.
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