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1. Introduction
This CR intends to align the 5GSM cause when the DN authentication of the UE is completed unsuccessfully.
2. Reason for Change
The 5GSM cause #29 "user authentication failed" is defined in TS 24.301 and used to indicate that the requested service was rejected by the external DN due to a failed user authentication.

The 5GSM cause #xx "DN authentication failed" is used when the DN authentication of the UE was completed unsuccessfully. However, the 5GSM cause #29 "user authentication failed" can also be used in this case.
Proposal: Replace the 5GSM cause #xx "DN authentication failed" with the 5GSM cause #29 "user authentication failed". 

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 v0.2.2.
* * * First Change * * * *

6.4.1.2
UE-requested PDU session establishment procedure initiation

In order to initiate the UE-requested PDU session establishment procedure, the UE shall create a PDU SESSION ESTABLISHMENT REQUEST message.

The UE shall allocate a PTI value currently not used and shall set the PTI IE of the PDU SESSION ESTABLISHMENT REQUEST message to the allocated PTI value.

If the UE requests to establish a new non-emergency PDU session with a DN and requests a PDU session type, the UE shall set the PDU session type IE of the PDU SESSION ESTABLISHMENT REQUEST message to one of the following values: the IP version capability as specified in subclause 6.2.4.2, "Ethernet" or "Unstructured".

NOTE:
When the UE initiates the UE-requested PDU session establishment procedure to transfer an existing non-IP PDN connection in the EPS to the 5GS, the UE can use locally available information associated with the PDN connection to select the PDU session type between "Ethernet" and "Unstructured".

If the UE requests to establish a new non-emergency PDU session with a DN and the UE requests an SSC mode, the UE shall set the SSC mode IE of the PDU SESSION ESTABLISHMENT REQUEST message to the SSC mode.

If the UE requests to establish a new PDU session with a DN, the UE may include the SM PDU DN request container with a DN-specific identity of the UE complying with network access identifier (NAI) format as specified in IETF RFC 4282 [17].

If the UE requests to establish a new PDU session of "IP", "IPv4", "IPv6" or "Ethernet" PDU session type and the UE supports reflective QoS, the UE shall set the RQoS bit to "Reflective QoS supported" in the UE SM capability IE of the PDU SESSION ESTABLISHMENT REQUEST message.
If the UE has an emergency PDU session, the UE shall not perform the UE-requested PDU session establishment procedure to establish another emergency PDU session.

The UE shall transport:

a)
the PDU SESSION ESTABLISHMENT REQUEST message;

b)
the PDU session ID of the PDU session being established;

c)
the S-NSSAI, if the request type is not set to "initial emergency request" and the UE requests a S-NSSAI other than default S-NSSAI;

d)
and the requested DNN, if the request type is not set to "initial emergency request" and the UE requests a connectivity to a DNN other than the default DNN; and 

e)
the request type set:

1)
to "initial request", if the UE requests to establish a new non-emergency PDU session;

2)
to "existing PDU session", if the UE requests:

i)
handover of an existing non-emergency PDU session between 3GPP access and non-3GPP access; or

ii)
transfer of an existing PDN connection in the EPS to the 5GS;

3)
to "initial emergency request", if the UE requests to establish a new emergency PDU session; and

f)
the old PDU session ID which is the PDU session ID of the existing PDU session, if the UE initiates the UE-requested PDU session establishment procedure upon receiving the PDU SESSION MODIFICATION COMMAND messages with the 5GSM cause IE set to #39 "reactivation requested";

using the NAS transport procedure as specified in subclause 5.4.5, and the UE shall start timer T3580 (see example in figure 6.4.1.2.1).
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Figure 6.4.1.2.1: UE-requested PDU session establishment procedure

Upon receipt of a PDU SESSION ESTABLISHMENT REQUEST message, a PDU session ID, optionally a S-NSSAI, optionally a DNN, the request type, and optionally an old PDU session ID, the SMF checks whether connectivity with the requested DN can be established. If the requested DNN is not included, the SMF shall use the default DNN. If the S-NSSAI is not included, the SMF may determine a default S-NSSAI according to the subscription context from UDM and, if determined, the SMF may use the default S-NSSAI as the S-NSSAI.

If the PDU session being established is a non-emergency PDU session and the PDU session authentication and authorization by the external DN is required due to local policy, the SMF shall check whether the PDU SESSION ESTABLISHMENT REQUEST message includes the PDU DN request container. 

If the PDU session being established is a non-emergency PDU session, the PDU DN request container is included in the PDU SESSION ESTABLISHMENT REQUEST message and the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data, the SMF shall:

a)
if the information for the PDU session authentication and authorization by the external DN in PDU DN request container is compliant with the local policy and user's subscription data, proceed with the EAP Authentication procedure specified in 3GPP TS 33.501 [11] and refrain from accepting or rejecting the PDU SESSION ESTABLISHMENT REQUEST message until the EAP Authentication procedure finalizes; and

b)
if the information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with the local policy, reject the PDU session establishment request including the 5GSM cause #29 "user authentication failed", in the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU session being established is a non-emergency PDU session, the PDU DN request container is not included in the PDU SESSION ESTABLISHMENT REQUEST message and the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data, the SMF shall proceed with the EAP Authentication procedure specified in 3GPP TS 33.501 [11] and refrain from accepting or rejecting the PDU SESSION ESTABLISHMENT REQUEST message until the EAP Authentication procedure finalizes.

If the SMF receives the old PDU session ID from the AMF and a PDU session exists for the old PDU session ID, the SMF shall consider that the request for the relocation of SSC mode 3 PDU session anchor with multiple PDU sessions as specified in 3GPP TS 23.502 [5] is accepted by the UE.

* * * Next Change * * * *

6.4.1.4.1
General

If the connectivity with the requested DN is rejected by the network, the SMF shall create a SM PDU SESSION ESTABLISHMENT REJECT message.

If the UE requests a PDU session establishment for an LADN when the UE is located outside the LADN service area, the SMF shall reject the request.

The SMF shall set the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message to indicate the reason for rejecting the PDU session establishment.

The 5GSM cause IE typically indicates one of the following SM cause values:

#26:
insufficient resources;

#27:
missing or unknown DNN;

#29:
user authentication failed;

#31:
request rejected, unspecified;

#50
PDU session type IPv4 only allowed; or
#51
PDU session type IPv6 only allowed;
#ss

insufficient resources for specific slice and DNN.

Editor's note:
Further 5GSM causes are FFS.

Editor's note:
Further contents of the PDU SESSION ESTABLISHMENT REJECT are FFS.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv6", and the subscription, the SMF configuration, or both, are limited to IPv4 only for the requested DNN, the SMF shall include the 5GSM cause value #50 "PDU session type IPv4 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4", and the subscription, the SMF configuration, or both, are limited to IPv6 only for the requested DNN, the SMF shall include the 5GSM cause value #51 "PDU session type IPv6 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause value #26"insufficient resources" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is  #26"insufficient resources" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured to use AC11 – 15 in selected PLMN or the request type in the PDU SESSION ESTABLISHMENT REQUEST message was set to "initial emergency request", the network shall not include a Back-off timer value IE.

Editor's note
It is FFS whether both 5GSM cause value #26 and 5GSM cause values #ss are used or whether 5GSM cause value #26 together with an indication should be used instead.

The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause cause #ss "insufficient resources for specific slice and DNN" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is #ss "insufficient resources for specific slice and DNN" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured to use AC11 – 15 in selected PLMN or the request type is "initial emergency request" in the PDU SESSION ESTABLISHMENT REQUEST message, the network shall not include a Back-off timer value IE.

Editor's note:
It is FFS whether both 5GSM cause value #26 and 5GSM cause values #ss are used or whether 5GSM cause value #26 together with an indication should be used instead.

The SMF shall send the SM PDU SESSION ESTABLISHMENT REJECT message.

Upon receipt of a PDU SESSION ESTABLISHMENT REJECT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE shall stop timer T3580 shall release the allocated PTI value and shall consider that the PDU session was not established.

If the DN authentication of the UE was performed and completed unsuccessfully, the SMF shall include the 5GSM cause value #xx "DN authentication failed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message and shall set the EAP message IE of the PDU SESSION ESTABLISHMENT REJECT message to an EAP-failure message as specified in IETF RFC 3748 [15], provided by the DN.

If the 5GSM cause value is #26 "insufficient resources" and the Back-off timer value IE is included, the UE shall take different actions depending on the timer value received for timer T35ab in the Back-off timer value:

a)
If the timer value indicates neither zero nor deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ab associated with the corresponding DNN, if it is running. If the timer value indicates neither zero nor deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ab associated with no DNN if it is running. The UE shall then start timer T35ab with the value provided in the Back-off timer value IE and:

1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message,or PDU SESSION MODIFICATION REQUEST message for the same DNN that was sent by the UE, until timer T35ab expires or timer T35ab is stopped; and

2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until timer T35ab expires or timer T35ab is stopped.

The UE shall not stop timer T35ab upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ab associated with the corresponding DNN, if it is running. If the timer value indicates that this timer is deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ab associated with no DNN if it is running. The UE:

1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST for the same DNN until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same DNN from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same DNN from the network; and

2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, or a PDU SESSION RELEASE COMMAND messages including 5GSM cause IE set to 5GSM cause #39 "reactivation requested" for a non-emergency PDU session established without a DNN provided by the UE.

The timer T35ab remains deactivated upon a PLMN change or inter-system change; and

c)
if the timer value indicates zero, the UE:

1)
shall stop timer T35ab associated with the corresponding DNN, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST message for the same DNN; and

2)
if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request ", the UE shall stop timer T35ab associated with no DNN, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN, or another PDU SESSION MODIFICATION REQUEST message without a DNN provided by the UE.

If the Back-off timer value IE is not included, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same DNN or without a DNN.
When the timer T35ab is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35ab is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35ab is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35ab is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:

-
let t1 be the time remaining for T35ab timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.

If the 5GSM cause value is #ss "insufficient resources for specific slice and DNN" and the Back-off timer value IE is included, the UE shall take different actions depending on the timer value received for timer T35cd in the Back-off timer value:

a)
If the timer value indicates neither zero nor deactivated, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided when the PDU session is established, if it is running. The UE shall then start timer T35cd with the value provided in the Back-off timer value IE. The UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until timer T35cd expires or timer T35cd is stopped;

The UE shall not stop timer T35cd upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided when the PDU session is established, if it is running. The UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same [S-NSSAI, DNN] combination from the network; and

The timer T35cd remains deactivated upon a PLMN change or inter-system change; and

c)
if the timer value indicates zero, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination that was sent by the UE, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.

If the Back-off timer value IE is not included, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST message or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.
When the timer T35cd is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35cd is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35cd is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35cd is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:

-
let t1 be the time remaining for T35cd timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.

* * * Next Change * * * *

6.4.1.6
Abnormal cases on the network side

Editor's note:
Further abnormal cases in the network side are FFS.

The following abnormal cases can be identified:

a)
If the received request type is "initial emergency request" and there is already another emergency PDU session for the UE, the SMF shall reject the PDU SESSION ESTABLISHMENT REQUEST message with ESM cause #31 "request rejected, unspecified" or release the existing emergency PDU session locally without notification to the UE and proceed the new PDU SESSION ESTABLISHMENT REQUEST message

b)
The information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data


If the PDU session being established is a non-emergency PDU session, the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data and the information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data, the SMF shall reject the PDU session establishment request including the 5GSM cause #29 "user authentication failed", in the PDU SESSION ESTABLISHMENT REJECT message.
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