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1. Introduction
The present specification contains a some text about security mode command procedure but the procedure itself do not exists yet in the TS 24.501 as it was added to the TR 24.890 after the conclusion of CT1#107. That’s to say, not considered by the mapping table from the TR 24.890 to the TS 24.501 agreed by CT1.
2. Reason for Change
Though the security mode command procedure itself was agreed at CT1#107 (in Reno), and implemented in the TR 24.890 the procedure has not been transferred yet. Note that there are currently in the new specification references to this procedure, and therefore there is need to introducing the security mode command procedure from the TR 24.890 V15.0.0. Some adjustments are proposed in order to align the transferred text with the TS 24.501 (e.g. timer number allocated,  references).
4. Proposal
It is proposed to agree the following changes to 3GPP TS  24.501V0.2.2.


* * * First Change * * * *
[bookmark: _Toc493843949][bookmark: _Toc500844850]5.4.X1	Security mode control procedure
[bookmark: _Toc493843950][bookmark: _Toc500844851]5.4.X1.1	General
The purpose of the NAS security mode control procedure is to take an 5GS security context into use, and initialise and start NAS signalling security between the UE and the AMF with the corresponding 5GS NAS keys and 5GS security algorithms.
Furthermore, the network may also initiate the security mode control procedure in the following cases:
-	in order to change the NAS security algorithms for a current 5GS security context already in use; and
-	in order to change the value of uplink NAS COUNT used in the latest SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [11], subclause 8.3.1.4.2.
For restrictions concerning the concurrent running of a security mode control procedure with other security related procedures in the AS or inside the core network see 3GPP TS 33.501 [11], subclause 6.5.3.6.
[bookmark: _Toc493843951][bookmark: _Toc500844852]5.4.X1.2	NAS security mode control initiation by the network
The AMF initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3560 (see example in figure 5.4.X1.2).
The AMF shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:
-	to take into use the S security context created after a successful execution of the 5G AKA based primary authentication and key agreement procedure;
-	upon receipt of REGISTRATION REQUEST message including an eKSI, if the AMF wishes to create a mapped 5GS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message).
Editor's note:	The name of NAS key set identifier used in 5GS is FFS.
The AMF shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the 5GS integrity key based on KAMF or mapped K'AMF indicated by the ngKSI included in the message. The AMF shall set the security header type of the message to "integrity protected with new 5GS security context".
Editor's note:	Handling at emergency registration and emergency PDU sessions is FFS.
Upon receipt of a REGISTRATION REQUEST message including an eKSI, if the AMF does not have the valid current 5GS security context indicated by the UE, the AMF shall indicate the use of the new mapped 5GS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system.
Editor's note:	Handling at non-existing 5GS security context indicated by the UE when an emergency PDU session exists is FFS.
While having a current mapped 5GS security context with the UE, if the AMF wants to take the native 5GS security context into use, the AMF shall include the ngKSI that indicates the native 5GS security context in the SECURITY MODE COMMAND message.
The AMF shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS and RRC integrity, and other possible target network security capabilities, i.e. E-UTRAN if the UE included them in the message to network), the replayed nonceUE when creating a mapped 5GS security context and if the UE included it in the message to the network, the selected 5GS ciphering and integrity algorithms and the Key Set Identifier (ngKSI).
The AMF shall include both the nonceAMF and the nonceUE when creating a mapped 5GS security context during inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode.
The AMF may initiate a SECURITY MODE COMMAND in order to change the 5GS security algorithms for a current 5GS security context already in use. The AMF re-derives the 5GS NAS keys from KAMF with the new 5GS algorithm identities as input and provides the new 5GS algorithm identities within the SECURITY MODE COMMAND message. The AMF shall set the security header type of the message to "integrity protected with new 5GS security context".
If, during an ongoing registration procedure, the AMF is initiating a SECURITY MODE COMMAND (i.e. after receiving the REGISTRATION REQUEST message, but before sending a response to that message) and the REGISTRATION REQUEST message does not successfully pass the integrity check at the AMF, the AMF shall calculate the HASHAMF of the entire plain REGISTRATION REQUEST message as described in 3GPP TS 33.501 [11] and shall include the HASHAMF in the SECURITY MODE COMMAND message.
Additionally, the AMF may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.
NOTE 2:	The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS, the same algorithm is also supported for AS.


Figure 5.4.X1.2: Security mode control procedure
[bookmark: _Toc493843952][bookmark: _Toc500844853]5.4.X1.3	NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities and the received nonceUE have not been altered compared to the latest values that the UE sent to the network. However, the UE is not required to perform the checking of the received nonceUE if the UE does not want to re-generate the K'AMF (i.e. the SECURITY MODE COMMAND message is to derive and take into use a mapped 5GS security context and the ngKSI matches the current 5GS security context, if it is a mapped 5GS security context).
Editor's note:	Handling at emergency PDU sessions is FFS.
Editor's note:	Handling of "null algorithms" is FFS.
If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native 5GS security context held in the UE while the UE has a mapped 5GS security context as the current 5GS security context, the UE shall take the non-current native 5GS security context into use which then becomes the current native 5GS security context and delete the mapped 5GS security context.
If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5GS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:
-	the SECURITY MODE COMMAND message is received in order to take a 5GS security context into use created after a successful execution of the 5G AKA based primary authentication and key agreement procedure;
-	the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the ngKSI does not match the current 5GS security context, if it is a mapped 5GS security context.
If the SECURITY MODE COMMAND message can be accepted and a new 5GS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm"5G-IA0 as the selected NAS integrity algorithm, the UE shall:
-	if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5GS security context to 0;
-	otherwise the UE shall set the downlink NAS COUNT of this new 5GS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.
If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5GS NAS integrity key based on the KAMF or mapped K'AMF if the type of security context flag is set to "mapped security context" indicated by the ngKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, the nonceAMF and the nonceUE, then the UE shall either:
-	generate K'AMF from both the nonceAMF and the nonceUE as indicated in 3GPP TS 33.501 [11];or
-	check whether the SECURITY MODE COMMAND message indicates the ngKSI of the current 5GS security context, if it is a mapped 5GS security context, in order not to re-generate the K'AMF.
Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected 5GS ciphering algorithm and the 5GS NAS ciphering key based on the KAMF or mapped K'AMF indicated by the ngKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new 5GS security context".
From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS integrity and ciphering algorithms.
If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
If, during an ongoing registration procedure, the SECURITY MODE COMMAND message includes a HASHAMF, the UE shall compare HASHAMF with a hash value locally calculated as described in 3GPP TS 33.501 [24] from the entire plain REGISTRATION REQUEST message that the UE had sent to initiate the procedure. If HASHAMF and the locally calculated hash value are different, the UE shall include the complete REGISTRATION REQUEST message which the UE had previously sent in the Replayed NAS message container IE of the SECURITY MODE COMPLETE message.
If, prior to receiving the SECURITY MODE COMMAND message, the UE had sent an initial NAS message containing a limited set of IEs needed to establish security context, the UE shall include the complete initial message in the NAS SECURITY MODE COMPLETE message.
[bookmark: _Toc493843953][bookmark: _Toc500844854]5.4.X1.4	NAS security mode control completion by the network
The AMF shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer T3560. From this time onward the AMF shall integrity protect and encipher all signalling messages with the selected 5GS integrity and ciphering algorithms.
If the SECURITY MODE COMPLETE message contains a Replayed NAS container message IE with an REGISTRATION REQUEST message, the AMF shall complete the ongoing registration procedure by considering the REGISTRATION REQUEST message contained in the Replayed NAS message container IE as the message that triggered the procedure.
[bookmark: _Toc493843954][bookmark: _Toc500844855]5.4.X1.5	NAS security mode command not accepted by the UE
If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message. The SECURITY MODE REJECT message contains an 5GMM cause that typically indicates one of the following cause values:
#23:	UE security capabilities mismatch;
#24:	security mode rejected, unspecified.
Upon receipt of the SECURITY MODE REJECT message, the AMF shall stop timer T3560. The AMF shall also abort the ongoing procedure that triggered the initiation of the NAS security mode control procedure.
Both the UE and the AMF shall apply the 5GS security context in use before the initiation of the security mode control procedure, if any, to protect the SECURITY MODE REJECT message and any other subsequent messages according to the rules in subclause TBD.
Editor´s note:	The NAS security subclause in the present document is FFS.
[bookmark: _Toc493843955][bookmark: _Toc500844856]5.4.X1.6	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication from lower layers (if the security mode control procedure is triggered by a registration procedure)
	The UE shall abort the security mode control procedure and re-initiate the registration procedure.
b)	Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication with TAI change from lower layers (if the security mode control procedure is triggered by a service request procedure)
	If the current TAI is not in the TAI list, the security mode control procedure shall be aborted and a registration procedure shall be initiated.
	If the current TAI is still part of the TAI list, the security mode control procedure shall be aborted and it is up to the UE implementation how to re-run the ongoing procedure that triggered the security mode control procedure.
c)	Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication without TAI change from lower layers (if the security mode control procedure is triggered by a service request procedure)
	The security mode control procedure shall be aborted and it is up to the UE implementation how to re-run the ongoing procedure that triggered the security mode control procedure.
[bookmark: _Toc493843956][bookmark: _Toc500844857]5.4.X1.7	Abnormal cases on the network side
The following abnormal cases can be identified:
a)	Lower layer failure before the SECURITY MODE COMPLETE or SECURITY MODE REJECT message is received
	The network shall abort the security mode control procedure.
b)	Expiry of timer T3560
	The network shall, on the first expiry of the timer T3560, retransmit the SECURITY MODE COMMAND message and shall reset and start timer T3560. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3560, the procedure shall be aborted.
NOTE:	If the SECURITY MODE COMMAND message was sent to create a mapped 5GS security context during inter-system change from S1 mode to N1 mode, then the network does not generate new values for the nonceAMF and the nonceUE, but includes the same values in the SECURITY MODE COMMAND message (see the subclause 6.7.2 in 3GPP TS 33.501 [24]).
c)	Collision between security mode control procedure and registration, service request or detach procedure not indicating switch off
	The network shall abort the security mode control procedure and proceed with the UE initiated procedure.
d)	Collision between security mode control procedure and other 5GMM procedures than in item c
	The network shall progress both procedures.
e)	Lower layers indication of non-delivered NAS PDU due to handover
	If the SECURITY MODE COMMAND message could not be delivered due to an intra AMF handover and the target TA is included in the TAI list, then upon successful completion of the intra AMF handover the AMF shall retransmit the SECURITY MODE COMMAND message. If a failure of the handover procedure is reported by the lower layer and the N1 signalling connection exists, the AMF shall retransmit the SECURITY MODE COMMAND message.
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