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1. Reason for Change
At CT1#104, CT1 sent LS C1-172642 asking SA1 if there was a service requirement for RAT restriction in 5GS.

SA3 subsequently also sent LS C1-173325 requesting SA1 to specify a configuration option on the UE that would selectively disable legacy access technologies.
SA1 replied in LS S1-174601 that they have agreed CR 0270 to TS 22.011 introducing the service requirements for selectively disabling a radio access technology at the UE. The text added by the CR to TS 22.011 is as follows:
A UE shall support a secure mechanism for the user to disallow selection of one or more of the ME’s radio technologies for access to a radio access network, regardless of PLMNs. Radio technologies that individually can be disallowed are at least GSM/EDGE, WCDMA, LTE, and NR.
A UE shall support a mechanism enabling the user to re-allow selection of one or more of the ME’s radio technologies for access to a radio access network, regardless of PLMNs, when the radio technology was previously disallowed by the user.
A UE shall support a secure mechanism for the home operator to disallow selection of one or more of the ME’s radio technologies for access to a radio access network, regardless of PLMNs. Radio technologies that individually can be disallowed are at least GSM/EDGE, WCDMA, LTE, and NR.

A UE shall support a secure mechanism for the home operator to re-allow selection of one or more of the ME’s radio technologies for access to a radio access network, regardless of PLMNs when the radio technology was previously disallowed by the home operator. Radio technologies that individually can be re-allowed are at least GSM/EDGE, WCDMA, LTE, and NR.
For a prioritized service (e.g., Emergency Services, MPS, Mission Critical Services), the UE shall support a mechanism to override user and network disallowed RATs when there are no PLMNs on the allowed radio technologies identified that the UE is able to access.

Based on SA1’s agreement, CT1 must specify a secure way for the HPLMN to send to the UE a list of RATs that the UE shall disable. The list applies regardless of PLMNs, so when the UE is roaming the list is sent transparently from the HPLMN through the VPLMN, and the VPLMN should not be able to modify it. It is therefore proposed to send the list to the UE in a DL NAS TRANSPORT message.
Additionally, the requirements that the UE shall support a way for the user to selectively disable and re-enable RATs, and that RAT restrictions can be overriden by the UE for a prioritized service, must be captured in stage 3.

2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 v0.2.2.
* * * First Change * * * *

5.3.x
RAT restrictions
5.3.x.1
General
The HPLMN can securely send to the UE a list of RATs for which the UE shall disable the associated radio capabilities. These RATs are stored by the UE in the "operator controlled restricted RATs" list.
Editor's note:
End-to-end security between the HPLMN and the UE will be defined following SA3 recommendations.

The UE shall also support a method allowing the user to disable RATs at the UE and to re-enable RATs that were previously disabled by the user. The one or more RATs disabled by the user are stored by the UE in the "user controlled restricted RATs" list.
The UE may re-enable the radio capabilities for a RAT included in the "operator controlled restricted RATs" list or the "user controlled restricted RATs" list if:

-
there is no PLMN providing service in a RAT supported by the UE and included in neither the "operator controlled restricted RATs" list nor the "user controlled restricted RATs" list in the UE’s location; and
-
the UE needs to:

1)
perform a registration procedure for emergency services, MPS or mission critical services; or

2)
initiate a service request procedure for emergency services, MPS or mission critical services.

5.3.x.2
Sending of the list of restricted RATs to the UE
The network intiates the procedure for sending a list of restricted RATs to the UE by using the NAS transport procedure specified in subclause 5.4.5.3, with:

-
the Payload container type IE of the DL NAS TRANSPORT message indicating that the Payload container IE contains a list of restricted RATs;

-
the Payload container IE of the DL NAS TRANSPORT message set to list of restricted RATs; and

-
optionally, the Additional information IE set to indicate whether the UE shall send an acknowledgement upon receipt of the list of restricted RATs.

Editor's note:
The encoding of the list of restricted RATs in the DL NAS TRANSPORT message is FFS.

Editor's note:
Additional information included in the NAS message to enable the UE to verify the integrity of the received list of restricted RATs needs to be specified in SA3.

5.3.x.3
List of restricted RATs accepted by the UE

Upon receiving a list of restricted RATs in a DL NAS TRANSPORT message, the UE shall verify the integrity of the received list of restricted RATs. If the integrity check passes, the UE shall perform the following steps in the order in which they are listed:

-
if the Additional information IE is included in the DL NAS TRANSPORT message and indicates that the UE shall send an acknowledgement upon receipt of the list of restricted RATs, the UE shall initiate the NAS transport procedure specified in subclause 5.4.5.2, with:

1)
the Payload container type IE of the UL NAS TRANSPORT message indicating that the Payload container IE contains an acknowledgment for a list of restricted RATs; and

2)
the Payload container IE of the UL NAS TRANSPORT message indicating that the received list of restricted RATs has successfully passed the integrity check at the UE;

Editor's note:
The encoding of the acknowledgement for the list of restricted RATs in the UL NAS TRANSPORT message is FFS.

Editor's note:
Additional information included in the NAS message to enable the network to verify the integrity of the acknowledgement for the list of restricted RATs needs to be specified in SA3.

-
if the UE has a stored "operator controlled restricted RATs" list, re-enable the radio capabilities for any RAT supported by the UE and which was included in the stored "operator controlled restricted RATs" list but is not included in the received list of restricted RATs;

-
disable the radio capabilities for the one or more RATs included in the received list of restricted RATs, if not already disabled;

-
if the UE has a stored "operator controlled restricted RATs" list, delete the stored "operator controlled restricted RATs" list; and

-
store the received list of restricted RATs in the "operator controlled restricted RATs" list.

5.3.x.4
List of restricted RATs not accepted by the UE

If the integrity check of the received list of restricted RATs fails at the UE, the UE shall perform the following steps in the order in which they are listed:

-
if the Additional information IE is included in the DL NAS TRANSPORT message and indicates that the UE shall send an acknowledgement upon receipt of the list of restricted RATs, the UE shall initiate the NAS transport procedure specified in subclause 5.4.5.2, with:

1)
the Payload container type IE of the UL NAS TRANSPORT message indicating that the Payload container IE contains an acknowledgment for a list of restricted RATs; and

2)
the Payload container IE of the UL NAS TRANSPORT message indicating that the received list of restricted RATs has failed the integrity check at the UE; and
Editor's note:
The encoding of the acknowledgement for the list of restricted RATs in the UL NAS TRANSPORT message is FFS.

Editor's note:
Additional information included in the NAS message to enable the network to verify the integrity of the acknowledgement for the list of restricted RATs needs to be specified in SA3.

-
discard the received list of restricted RATs.
* * * End of Changes * * * *

