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* * * Change * * *
[bookmark: _Toc500845374]12.2.3.1	General
5GS supports a unified access control by which each access attempt is categorized into one access category and each UE is categorized into one or more access identities. The network can restrict the access on a per-access category and per-access identity basis according to the requirement specified in 3GPP TS 22.261 [3].
The access attempts for standardized access categories are described in subclause 12.2.3.2.
Handling related to operator specific access categories is described in subclause 12.2.3.2A.
The layers detecting the access attempts are described in subclause 12.2.3.3.
Providing the access category selection assistance information enabling determination of applicability of access category 1 and of access category 21 is described in subclause 12.2.3.4.
The standardized access identities are described in subclause 12.2.3.4A.
Enforcement of unified access control is described in subclause 12.2.3.5.
[bookmark: _Toc500845375]* * * Change * * *
12.2.3.2	Access attempts for standardized access categories
Editor's note:	precedence order among access categories potentially applicable to an access attempt needs to be checked against stage-1.
Access attempts for the standardized access categories are specified in table 12.2.3.2.1 and table 12.2.3.2.2.
Table 12.2.3.2.1: Access attempts started in 5GMM-IDLE mode.
	Access category number
	Access attempt started in 5GMM-IDLE mode


	
	Start of the access attempt
	Stop of the access attempt

	0
	initiation of service request procedure triggered by paging.
	completion of the service request procedure triggered by paging.

	32 (NOTE 1)
	Case 2-I-1) initiation of service request procedure preceding UE-initiated NAS transport of SM message establishing emergency PDU session by a UE which is not registered for emergency bearer services.
Case 2-I-2) initiation of registration procedure for initial registration with 5GS registration type IE set to "emergency registration"
	Case 2-I-1) rejection or abortion of the service request procedure preceding UE-initiated NAS transport of SM message establishing emergency PDU session, rejection or abortion of the PDU session establishment procedure establishing the emergency PDU session, or completion of the PDU session release procedure releasing the emergency PDU session.
Case 2-I-2) rejection or abortion of the registration procedure for initial registration or completion of de-registration procedure.

	43 (NOTE 3)
	Case 34-I-1) initiation of procedure of an initial 5GMM signalling message except service request, except registration procedure for initial registration with 5GS registration type IE set to "emergency registration", except registration procedure for mobility and periodic registration update by a UE registered for emergency bearer services, except de-registration procedure by a UE registered for emergency bearer services and except a registration procedure for the purpose of NAS signalling connection recovery initiated when an access attempt of another access category is ongoing.
Case 34-I-2) initiation of service request procedure preceding 5GMM MO procedure except those identified for other categories.
	Case 34-I-1) completion of the procedure of the initial 5GMM signalling message except service request.
Case 34-I-2) rejection or abortion of the service request procedure preceding the 5GMM MO procedure except those identified for other categories, or completion of the 5GMM MO procedure except those identified for other categories.

	54 (NOTE 3)
	initiation of SIP session of MO MMTEL voice call.
	rejection of initiation of SIP session of MO MMTEL voice call, or completion of release of the SIP session of the MO MMTEL voice call.

	65 (NOTE 3)
	initiation of SIP session of MO MMTEL video call.
	rejection of initiation of SIP session of MO MMTEL video call, or completion of release of the SIP session of the MO MMTEL video call.

	76 (NOTE 3)
	Case 76-I-1) initiation of SIP transaction of MO SMSoIP message.
Case 76-I-2) initiation of service request procedure preceding UE-initiated NAS transport of a MO SMS message.
	Case 76-I-1) completion of the SIP transaction of the MO SMSoIP message.
Case 76-I-2) rejection or abortion of the service request procedure preceding the UE-initiated NAS transport of the MO SMS message, or completion of the UE-initiated NAS transport of the MO SMS message.

	87 (NOTE 3)
	Case 87-I-1) initation of service request procedure due to uplink user data packet to be sent via a non-emergency PDU session other than "IMS" DNN PDU session.
Case 87-I-2) initiation of MO SIP transaction not related to MMTEL and not related to SMSoIP.
Case 87-I-3) initiation of SIP session of MO MMTEL call which is neither MO MMTEL voice call nor MO MMTEL video call.
Case 87-I-4) void.
Case 87-I-5) initiation of service request procedure preceding UE-initiated NAS transport of SM message establishing a non-emergency PDU session other than "IMS" DNN PDU session.
	Case 87-I-1) completion of the service request procedure due to uplink user data packet to be sent via a non-emergency PDU session other than "IMS" DNN PDU session.
Case 87-I-2) completion of the MO SIP transaction not related to MMTEL and not related to SMSoIP.
Case 87-I-3) rejection of initiation of SIP session of MO MMTEL call which is neither MO MMTEL voice call nor MMTEL video call, or completion of release of the SIP session of the MO MMTEL call which is neither MO MMTEL voice call nor MMTEL video call.
Case 87-I-4) void.
Case 87-I-5) rejection or abortion of the service request procedure preceding UE-initiated NAS transport of SM message establishing the non-emergency PDU session or completion of the PDU session establishment procedure establishing the non-emergency PDU session other than "IMS" DNN PDU session.

	NOTE 1:	If access category 1 is applicable according to 3GPP TS 22.261 [3], then the access category 1 is used instead of the indicated access category. If access category 2 is applicable according to 3GPP TS 22.261 [3] and access category 1 not applicable according to 3GPP TS 22.261 [3], then the access category 2 is used instead of the indicated access categoryvoid.
NOTE 2:	aAccess categories 89-31 are not shown as they are reserved.
NOTE 3:	If access category 1 is applicable according to 3GPP TS 22.261 [3], then the access category 1 is used instead of the indicated access category. If access category 1 is not applicable according to 3GPP TS 22.261 [3], and an operator specific access category is applicable according to subclause 12.2.3.2A, then the applicable operator specific access category is used instead of the indicated access category. If access category 1 is not applicable according to 3GPP TS 22.261 [3], no operator specific access category is applicable according to subclause 12.2.3.2A, and access category 21 is applicable according to 3GPP TS 22.261 [3] then the access category 21 is used instead of the indicated access category.
NOTE 4:	cCompletion of a procedure encompasses both the succesful completion of the procedure and the unsuccessful completion (i.e. rejection or abortion) of the procedure.



Table 12.2.3.2.2: Access attempts started in 5GMM-CONNECTED mode with RRC inactive indication and 5GMM-CONNECTED mode.
	Access category number
	Access attempts started in 5GMM-CONNECTED mode with RRC inactive indication and 5GMM-CONNECTED mode


	
	Start of the access attempt
	Stop of the access attempt

	0
	initiation of service request procedure triggered by notification.
	completion of the service request procedure triggered by notification.

	32 (NOTE 1)
	Case 2-C-1) initiation of establishment of the emergency PDU session by a UE which is not registered for emergency bearer services.
	Case 2-C-1) rejection or abortion of the PDU session establishment procedure establishing the emergency PDU session, or completion of the PDU session release procedure releasing the emergency PDU session.

	43 (NOTE 3)
	initiation of 5GMM MO procedure except those identified for other categories.
	completion of the 5GMM MO procedure except those identified for other categories.

	54 (NOTE 3)
	initiation of SIP session of MO MMTEL voice call.
	rejection of initiation of SIP session of MO MMTEL voice call, or completion of release of the SIP session of the MO MMTEL voice call.

	65 (NOTE 3)
	initiation of SIP session of MO MMTEL video call.
	rejection of initiation of SIP session of MO MMTEL video call, or completion of release of the SIP session of the MO MMTEL video call.

	76 (NOTE 3)
	Case 76-C-1) initiation of SIP transaction of MO SMSoIP message.
Case 76-C-2) initiation of UE-initiated NAS transport of a MO SMS message.
	Case 76-C-1) completion of the SIP transaction of the MO SMSoIP message.
Case 76-C-2) completion of the UE-initiated NAS transport of the MO SMS message.

	87 (NOTE 3)
	Case 87-C-1) initation of service request procedure due to uplink user data packet to be sent via a non-emergency PDU session other than "IMS" DNN PDU session.
Case 87-C-2) initiation of MO SIP transaction not related to MMTEL and not related to SMSoIP.
Case 87-C-3) initiation of SIP session of MO MMTEL call which is neither MO MMTEL voice call nor MO MMTEL video call.
Case 87-C-4) initiation of transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode caused by an uplink user data packet to be sent via an activated non-emergency PDU session other than "IMS" DNN PDU session.
Case 87-C-5) initiation of PDU session establishment procedure establishing a non-emergency PDU session other than "IMS" DNN PDU session.
	Case 87-C-1) completion of the service request procedure due to uplink user data packet to be sent via a non-emergency PDU session other than "IMS" DNN PDU session.
Case 87-C-2) completion of the MO SIP transaction not related to MMTEL and not related to SMSoIP.
Case 87-C-3) rejection of initiation of SIP session of MO MMTEL call which is neither MO MMTEL voice call nor MMTEL video call, or completion of release of the SIP session of the MO MMTEL call which is neither MO MMTEL voice call nor MMTEL video call.
Case 87-C-4) completion of the transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode caused by an uplink user data packet to be sent via an activated non-emergency PDU session other than "IMS" DNN PDU session.
Case 87-C-5) completion of the PDU session establishment procedure establishing the non-emergency PDU session other than "IMS" DNN PDU session.

	NOTE 1:	If access category 1 is applicable according to 3GPP TS 22.261 [3], then the access category 1 is used instead of the indicated access category. If access category 2 is applicable according to 3GPP TS 22.261 [3] and access category 1 not applicable according to 3GPP TS 22.261 [3], then the access category 2 is used instead of the indicated access category.void.
NOTE 2:	aAccess categories 89-31 are not shown as they are reserved.
NOTE 3:	If access category 1 is applicable according to 3GPP TS 22.261 [3], then the access category 1 is used instead of the indicated access category. If access category 1 is not applicable according to 3GPP TS 22.261 [3], and an operator specific access category is applicable according to subclause 12.2.3.2A, then the applicable operator specific access category is used instead of the indicated access category. If access category 1 is not applicable according to 3GPP TS 22.261 [3], no operator specific access category is applicable according to subclause 12.2.3.2A, and access category 21 is applicable according to 3GPP TS 22.261 [3] then the access category 21 is used instead of the indicated access category.
NOTE 4:	cCompletion of a procedure encompasses both the succesful completion of the procedure and the unsuccessful completion (i.e. rejection or abortion) of the procedure.


[bookmark: _Toc500845376]* * * Change * * *
12.2.3.2A	Operator specific access categories
The serving PLMN can provide operator specific access categorization policy (OSACP) to the UE. 
The AMF shall include OSACP into the policy IE of the CONFIGURATION UPDATE COMMAND message and shall set the policy type IE of the CONFIGURATION UPDATE COMMAND message to "operator specific access categorization policy". The AMF shall require a confirmation response in order to ensure that the policy has been updated by the UE.
If the UE receives OSACP in the CONFIGURATION UPDATE COMMAND message, the UE shall shall delete any previously stored OSACP and shall store the received OSACP. The UE shall also delete the stored OSACP upon selection of a PLMN other than the PLMN providing the stored OSACP, and when the UICC containing the USIM is removed.
OSACP consists of OSACP rules.
Each OSACP rule consists of a precedence, a set of criteria and an operator specific access category number (a number from the range 32-63).
Each criteria can be one of the following:
a)	the access attempt relates to a PDU session with the requested DNN set to a particular value.
b)	the access attempt relates to an particular value of the 5QI of a QoS flow of an uplink user data packet.
c)	the access attempts of case 7-I-1 and 7-C-1 of access category 7 is triggered by an uplink packet towards a particular application server identified by a destination IP address and optionally a UDP port or a TCP port.
NOTE 1:	categorization using OS Id and OS specific App ID of an application is not considered useful since highest 3GPP layer handling the uplink user data packets sent by such application is the QoS flow control layer and the QoS flow control layer is not guaranteed to know which application sent which uplink user plane packet.
[bookmark: _Hlk503446446]NOTE 2	categorization based on network slice is not directly considered. If needed, categorization based on PDN session with the requested DNN set to a particular value can be used instead.
Editor's note:	Other access category criteria types are FFS.
When deriving an access category for an access attempt assigned to a standardized access category equal to or higher than 43 specified in table 12.2.x3.2.1 and table 12.2.x3.2.2, the UE evaluates whether the access attempt matches an OSACP rule in the stored OSACP in decreasing order of precedence of the OSACP rules. 
If the access attempt matches an OSACP rule, the UE shall stop evaluation and the UE shall consider that the operator specific access category indicated by the operator specific access category number of the OSACP rule is applicable for the access attempt.
If the access attempt matches no OSACP rule, the UE shall consider that no operator specific access category is applicable for the access attempt.
The access attempt matches an OSACP rule if (and only if) all the criteria of the OSACP rule are satisfied.
[bookmark: _Toc500845377]* * * Change * * *
12.2.3.3	Layers detecting the access attempts
The layers indicated in table 12.2.3.3.1 shall detect the access attempts indicated in table 12.2.3.2.1 and table 12.2.3.2.2.
Table 12.2.3.3.1: Layers detecting access attempts
	Access category number
	Layer detecting an access attempt

	0
	NAS layer (5GMM entity).

	32 (NOTE 1)
	NAS layer (5GSM entity) (case 2-I-1 and case 2-C-1), NAS layer (5GMM entity) (case 2-I-2).

	43 (NOTE 3)
	NAS layer (5GMM entity).

	54 (NOTE 3)
	MMTEL layer.

	65 (NOTE 3)
	MMTEL layer.

	76 (NOTE 3)
	SMSoIP layer (case 76-I-1 and case 76-C-1) and NAS layer (5GMM entity) (case 76-I-2 and case 76-C-2).

	87 (NOTE 3)
	NAS layer (5GMM entity) (for case 87-I-1, case 87-C-1 and case 87-C-4), IMS layer (case 87-I-2 and case 87-C-2), MMTEL layer (for case 87-I-3 and case 87-C-3), and NAS layer (5GSM entity) (case 87-C-5).

	NOTE 1:	If access category 1 is applicable according to 3GPP TS 22.261 [3], then the access category 1 is used instead of the indicated access category. If access category 2 is applicable according to 3GPP TS 22.261 [3] and access category 1 not applicable according to 3GPP TS 22.261 [3], then the access category 2 is used instead of the indicated access categoryvoid.
NOTE 2:	aAccess categories 89-31 are not shown as they are reserved.
NOTE 3:	If access category 1 is applicable according to 3GPP TS 22.261 [3], then the access category 1 is used instead of the indicated access category. If access category 1 is not applicable according to 3GPP TS 22.261 [3], and an operator specific access category is applicable according to subclause 12.2.3.2A, then the applicable operator specific access category is used instead of the indicated access category. If access category 1 is not applicable according to 3GPP TS 22.261 [3], no operator specific access category is applicable according to subclause 12.2.3.2A, and access category 21 is applicable according to 3GPP TS 22.261 [3] then the access category 21 is used instead of the indicated access category..



[bookmark: _Toc500845378]* * * Change * * *
12.2.3.4	Access category selection assistance information
[bookmark: _Hlk494452632]In order to enable determination of applicability of access category 1 and of access category 21 according to 3GPP TS 22.261 [3], the AS layer shall provide to the NAS layer as shown in figure 12.2.3.4.1 an access category selection assistance information consisting of:
[bookmark: _Hlk494452601]a)	information whether the access category 1 is applicable to:
1)	a UE with access classes 11 configured in UICC;
2)	a UE with access classes 12 configured in UICC;
3)	a UE with access classes 13 configured in UICC;
4)	a UE with access classes 14 configured in UICC;
5)	a UE with access classes 15 configured in UICC; or
6)	any combination of these; and
ba)	information whether the access category 12 is applicable to:
1)	a UE configured for delay tolerant service and registered in UE’s HPLMN or UE's EHPLMN;
2)	a UE configured for delay tolerant service and registered in a PLMN other than UE’s HPLMN, and other than a PLMN equivalent to UE's HPLMNin UEs' most preferred VPLMN;
3)	a UE configured for delay tolerant service and registered in a PLMN other than UE’s HPLMN, other than a PLMN equivalent to UE's EHPLMN and other than UEs' most preferred VPLMNthe most preferred PLMN of the country where the UE is roaming in the operator-defined PLMN selector list; or
4)	any combination of these.


Figure 12.2.3.4.1: AS - NAS interface for providing access category selection assistance information.
[bookmark: _Toc500845379]* * * Change * * *
12.2.3.4A	Standardized access identities
The NAS layer identifies one or more standardized access identities as specified in 3GPP TS 22.261 [3]. The NAS layer provides the one or more identified access identities to the AS layer.
* * * Change * * *
12.2.3.5	Enforcement of unified access control
The AS layer owns barring timers for all the access categories.
When an access attempt is about to start as shown in figure 12.2.3.5.1, the layer indicated in the table 12.2.3.3.1 shall inform the NAS layer about start of the access attempt, NAS layer derives an access category for the access attempt and asks the AS layer for authorization for the access category and access identities. If not authorized, the layer indicated in the table 12.2.3.3.1 shall block the access attempt. If authorized, the layer indicated in the table 12.2.3.3.1 proceeds with the access attempt.
NOTE 1:	The AS layer does not perform blocking of access attempts indicated in table 12.2.3.2.1 and table 12.2.3.2.2. The AS layer can perform blocking of any AS layer specific access attempts, unrelated to transmission of NAS control plane messages and unrelated to transmission of user data packets, if defined by RAN2.

Figure 12.2.3.5.1: information flow when access attempt is about to start.
When the authorized access attempt is completed as shown in figure 12.2.x.5.2, the layer indicated in the table 12.2.x.3.1 shall inform the NAS layer about completion of the access attempt for the category.


Figure 12.2.x.5.2: information flow when an authorized access attempt stops
The NAS layer shall keep track of access categories with an ongoing authorized access attempt.
NOTE 2:	The NAS can use information about access categories with an ongoing authorized access attempt to derive establishment cause indicated to AS layer when moving from moving from 5GMM-IDLE mode to 5GMM-CONNECTED mode and when moving from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode.
Editors' note:	FFS whether the NAS uses information about access categories with an ongoing authorized access attempt to derive establishment cause indicated to AS layer when moving from moving from 5GMM-IDLE mode to 5GMM-CONNECTED mode and when moving from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode.
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