Error! No text of specified style in document.
4
Error! No text of specified style in document.

3GPP TSG-CT WG1 Meeting #108
C1-180015
Gothenburg (Sweden), 22 - 26 January 2017

Source:
Ericsson

Title:
5G QoS - reflective QoS updates

Spec:
3GPP TS 24.501 v0.2.2

Agenda item:
15.2.2.7
Document for:
Agreement
2. Reason for Change

Issue-1:

TS 23.501 v15.0.0 states:

------------------------

5.7.5.2
UE Derived QoS Rule

...
For PDU Session of IP type the UL packet filter is derived based on the received DL packet as follows:

-
When Protocol ID / Next Header is set to TCP or UDP, by using the source and destination IP addresses, source and destination port numbers, and the Protocol ID / Next Header field itself.
-
When Protocol ID / Next Header is set to ESP, by using the source and destination IP addresses, the Security Parameter Index, and the Protocol ID / Next Header field itself. If the received DL packet is an IPSec protected packet, and an uplink IPSec SA corresponding to a downlink IPSec SA of the SPI in the DL packet exists, then the UL packet filter contains an SPI of the uplink IPSec SA.
NOTE 1:
In this release of the specification for PDU Sessions of IP type the use of Reflective QoS is restricted to service data flows for which Protocol ID / Next Header is set to TCP, UDP or ESP.
...

------------------------

I.e. in IPv4 or IPv6 PDU sessions, the reflective QoS applies only for:

-
UDP based packets, 

-
TCP based packets; and 

-
ESP based packets if the UE is able to identify the uplink IPSec SA corresponding to the downlink IPSec SA of the ESP based packet.

Issue-2: The current text in subclause 12.4.1.4.2 sometimes refers to a particular field of IPv4 or IPv6 packet and sometimes to a value derived from the IPv4 or IPv6 packet. It would be better to be consistent and to always refer to a particular field of the IPv4 or IPv6 header.

Issue-3: The current text in subclause sometimes refers to "DL user data packet" and sometimes to "DL packet"

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501.
* * * Change * * *
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6.2.5.1.4.2
Derivation of packet filter for UL direction from DL user data packet
The UE shall derive a packet filter for UL direction from a DL user data packet as follows:
a)
if the received DL user data packet belongs to a PDU session IPv4 PDU session type and:

1)
the protocol field of the received DL user data packet indicates TCP as specified in IETF RFC 793 [rfc793];

2)
the protocol field of the received DL user data packet indicates UDP as specified in IETF RFC 768 [rfc768]; or

3)
the protocol field of the received DL user data packet indicates ESP as specified in IETF RFC 4303 [rfc4303] and an uplink IPSec SA corresponding to a downlink IPSec SA indicated in the security parameters index field of the received DL user data packet exists;


then the packet filter for UL direction contains the following packet filter components:

1)
an IPv4 remote address component set to the value of the source address field of the received DL user data packet;

2)
an IPv4 local address component set to the value of the destination address field of the received DL user data packet;

3)
a protocol identifier/next header type component set to the value of the protocol field of the received DL user data packet;
4)
if the protocol field of the received DL user data packet indicates TCP as specified in IETF RFC 793 [rfc793] or UDP as specified in IETF RFC 768 [rfc768]:

i)
a single local port type component set to the value of the destination port field of the received DL user data packet; and

ii)
a single remote port type component set to the value of the source port field of the received DL user data packet; and
5)
if the protocol field of the received DL user data packet indicates ESP as specified in IETF RFC 4303 [rfc4303]:

i)
a security parameter index type component set to the security parameters index of the uplink IPSec SA corresponding to the downlink IPSec SA indicated in the security parameters index field of the received DL user data packet;
b)
if the received DL user data packet belongs to a PDU session of IPv6 PDU session type and:

1)
the last next header field of the received DL user data packet indicates TCP as specified in IETF RFC 793 [rfc793];

2)
the last next header field of the received DL user data packet indicates UDP as specified in IETF RFC 768 [rfc768]; or

3)
the last next header field of the received DL user data packet indicates ESP as specified in IETF RFC 4303 [rfc4303] and an uplink IPSec SA corresponding to a downlink IPSec SA indicated in the security parameters index field of the received DL user data packet exists;


then the packet filter for UL direction contains the following packet filter components:

1)
an IPv6 remote address/prefix length component set to the value of the source address field of the received DL user data packet;

2)
an IPv6 local address/prefix length component set to the value of the destination address field of the received DL user data packet;

3)
a protocol identifier/next header type component set to the value of the last next header field of the received DL user data packet;
4)
if the last next header field of the received DL user data packet indicates TCP as specified in IETF RFC 793 [rfc793] or UDP as specified in IETF RFC 768 [rfc768]:

i)
a single local port type component set to the value of the destination port field of the received DL user data packet; and

ii)
a single remote port type component set to the value of the source port field of the received DL user data packet; and

5)
if the last next header field of the received DL user data packet indicates ESP as specified in IETF RFC 4303 [rfc4303]:

i)
a security parameter index type component set to the security parameters index of the uplink IPSec SA corresponding to the downlink IPSec SA indicated in the security parameters index field of the received DL user data packet; and
c)
if the received DL user data packet belongs to a PDU session of Ethernet PDU session type, the packet filter for UL direction contains the following packet filter components: 

1)
a destination MAC address component set to the source MAC address of the received DL user data packet;

2)
a source MAC address component set to the destination MAC address of the received DL user data packet;

3)
if an 802.1Q C-TAG is included in the received DL user data packet, an 802.1Q C-TAG VID component set to the 802.1Q C-TAG VID of the received DL user data packet and an 802.1Q C-TAG PCP/DEI component set to the 802.1Q C-TAG PCP/DEI of the received DL user data packet;

4)
if an 802.1Q S-TAG is included in the received DL user data packet, an 802.1Q S-TAG VID component set to the 802.1Q S-TAG VID of the received DL user data packet and an 802.1Q S-TAG PCP/DEI component set to the 802.1Q S-TAG PCP/DEI of the received DL user data packet;

5)
If the Ethertype field of the received DL user data packet is set to a value of 1536 or above, an Ethertype component set to the Ethertype of the received DL user data packet;

6)
if the Ethertype field of the Ethernet frame header indicates that the data carried in the Ethernet frame is IPv4 data, the UE shall also add to the packet filter for UL direction the IP-specific components based on the contents of the IP header of the received DL user data packet as described in bullet a) above; and

7)
if the Ethertype field of the Ethernet frame header indicates that the data carried in the Ethernet frame is IPv6 data, the UE shall also add to the packet filter for UL direction the IP-specific components based on the contents of the IP header of the received DL user data packet as described in bullet b) above.
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