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1. Introduction
The present specification does not provide descrition of NAS security but not content exists.
2. Reason for Change
The TR 24.890 provides some information on NAS security which should be transfered to TS 24.501.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501V0.2.2.


* * * First Change * * * *
[bookmark: _Toc501355751][bookmark: _Toc501366840][bookmark: _Toc501368853][bookmark: _Toc501373299][bookmark: _Toc501376100][bookmark: _Toc501377230][bookmark: _Toc501377787][bookmark: _Toc501394956][bookmark: _Toc501395513][bookmark: _Toc501442424][bookmark: _Toc501574777][bookmark: _Toc501576084][bookmark: _Toc501619709]4.4	NAS security
[bookmark: _Toc502238966]4.4.1	General
This clause describes the principles for the handling of 5G NAS security contexts in the UE and in the AMF and the procedures used for the security protection of NAS messages between the UE and the AMF. Security protection involves integrity protection and ciphering of the 5GMM and 5GSM NAS messages.
The signalling procedures for the control of NAS security are part of the 5GMM protocol and are described in detail in clause 5.
NOTE:	The use of ciphering in a network is an operator option. In this subclause, for the ease of description, it is assumed that ciphering is used, unless explicitly indicated otherwise. Operation of a network without ciphering is achieved by configuring the AMF so that it always selects the "null ciphering algorithm", NEA0.
[bookmark: _Toc502238967]4.4.2	Handling of 5G NAS security contexts
The security parameters for authentication, integrity protection and ciphering are tied together in a 5G NAS security context and identified by a key set identifier (ngKSI). The relationship between the security parameters is defined in 3GPP TS 33.501 [11].
Before security can be activated, the AMF and the UE need to establish a 5G NAS security context. Usually, the 5G NAS security context is created as the result of a primary authentication and key agreement procedure between the AMF and the UE. Alternatively, during inter-system handover from S1 mode to N1 mode, the AMF and the UE derive a mapped 5G security context from an EPS security context that has been established while the UE was in S1 mode.
The 5G NAS security context is taken into use by the UE and the AMF, when the AMF initiates a NAS security mode control procedure or during the inter-system handover procedure from S1 mode to N1 mode. The 5G NAS security context which has been taken into use by the network most recently is called current 5G NAS security context. This current 5G security context can be of type native or mapped, i.e. originating from a native 5G NAS security context or mapped 5G NAS security context.
The key set identifier ngKSI is assigned by the AMF either during the primary authentication and key agreement procedure procedure or, for the mapped 5G NAS security context, during the inter-system handover procedure. The ngKSI consists of a value and a type of security context parameter indicating whether a 5G NAS security context is a native 5G NAS security context or a mapped 5G NAS security context. When the 5G NAS security context is a native 5G NAS security context, the ngKSI has the value of KSIAMF, and when the current 5G NAS security context is of type mapped, the ngKSI has the value of KSIASME.
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