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1. Background
SA3 sent an LS (in C1-175335) to CT1 requesting to clarify the deficits of current OTA mechanism in regard to meeting the requirements. This paper analyzes if all the requirements as stated in SA2 LS (in C1-172866) and SA1 LS (in C1-173746) are satisfied by OTA mechanism and proposes the way forward.
2. Discussion on current OTA SMS mechanism
Currently SMS based OTA mechanism to update preferred PLMN list is implemented as follows:
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1. UE has to be registered with VPLMN.

2. OTA SMS with preferred PLMN list is initiated by HPLMN, with following properties:

a. SMS is protected and has an information which indicates SMS payload is intended for USIM download (with PD and data coding scheme(CS) value set to 2 [see 5.2]) and not for application layer(i.e. user). 
b. SMS may include PoR (i.e Proof of Receipt), indicating receiver has to respond with “ACK-SMS” after successful reception of OTA-SMS. [see 5.1] 

3. VPLMN sends the SMS to UE.

4. ME checks data coding scheme (CS) = 2 and PD (Information indicating SMS payload for UICC). Forwards the payload to UICC/SIM. [see 5.2]
5. If receiver is successfully authenticated then update the USIM files. 

6. If PoR = 0 procedure ends else if PoR =1 respond with ACK-SMS (hence forth referred as “response SMS” in this paper), payload is protected. [see 5.3]
7. If receiver was not successfully authenticated or payload is corrupted (modified by VPLMN) then drop the packet. [see 5.4]
3. Analysis of OTA-SMS based on requirements:

A. SA1 requirements:

SA1 LS in C1-173746 points to the requirements for steering in 3.2.2.8 of TS 22.011, excerpts from that section are:

It shall be possible for the HPLMN to request a UE, that is in automatic mode, to find and register on a different VPLMN from the one it is currently using or trying to register on, if another VPLMN, that is not in a Forbidden List, is available. The original VPLMN shall then be treated as the lowest priority VPLMN and would not be selected by the UE unless it is the only one available to the UE or has been selected in manual mode. This process shall be done transparently and without inconvenience to the user.

Requirement 1: Above excerpts indicate HPLMN should be able to indicate its preferred PLMN to UE, while UE is trying to register with non-preferred VPLMN. 

Pre-requisite for OTA-SMS feature is UE must successfully register with VPLMN and before registration SMS cannot be sent. Thus this requirement is not satisfied by OTA-SMS mechanism.

B. SA2 requirements:

SA2 LS in C1-172866 has indicated following requirements, let us analyze if these requirements are satisfied by OTA-SMS procedure: 
1. A control plane solution is used from the HPLMN to the UE.

2. VPLMN is able to relay this information to the UE.

3. VPLMN shall not be able to alter the information sent by the HPLMN; i.e. UE needs to be able to check the integrity of the information provided to it.

4. UE shall be able to detect if VPLMN alter or remove those information and act accordingly.

Requirement 1: A control plane solution is used from the HPLMN to the UE.

Some companies claim SMS is a control plane message, hence OTA-SMS satisfies this requirement. We will have to note that in 5G SMS over NAS is an optional feature (see [5.5]). Thus not all UE’s will support the SMS over control plane. Hence we believe this requirement is not completely satisfied by OTA SMS mechanism at least the UE’s which will not support SMS over NAS (i.e. over control plane) does not comply with this requirement.

Requirement 2: VPLMN is able to relay this information to the UE.

If SMS over NAS is not supported by UE. VPLMN will not be able to send OTA SMS over control plane to UE. Hence this requirement is not satisfied by OTA SMS mechanism.

Requirement 3: VPLMN shall not be able to alter the information sent by the HPLMN; i.e. UE needs to be able to check the integrity of the information provided to it.

Case 1:  Information indicating SMS payload is intended for UICC/USIM is modified by VPLMN. 
ME will hand over the message to upper layers and junk message will be shown to the user or the message may be dropped by application layer. ME will have no idea that this payload was intended for UICC/USIM and will not do any integrity check of the payload.
Case 2: VPLMN modifies the SMS payload. (See [5.6])  
If VPLMN modifies the payload. UICC/USIM will end up dropping the payload, as it is not able to decode the command header or the integrity verification fails. [see 5.4]
Case 3: VPLMN blocks the SMS. (See [5.7])    
UE will never know that there was an attempt by HPLMN to send the preferred PLMN list to UE. UE continuous to use the service from VPLMN. 
For all the cases above: 

If PoR is not set to 1 then HPLMN will never get to know that UE is not updated with its preferred list and 

if PoR is set to 1, then HPLMN will not get response SMS packet from the UE and this is discussed further in section 3.a. 
Irrespective of above VPLMN is able to modify the information and at the same time retain the UE on the VPLMN. Thus this requirement is not satisfied by OTA SMS mechanism.
Requirement 4: UE shall be able to detect if VPLMN alter or remove those information and act accordingly.
When failure happens on UE’s end, it cannot determine it’s because of some genuine reason or due to VPLMN modifying the information or due to fake SMS. Hence the UE cannot act on any kind of failures. 
Thus UE is not aware that HPLMN wants to steer it out and UE is stuck with the VPLMN even though it’s not preferred PLMN of the HPLMN. This requirement is not satisfied by OTA-SMS mechanism.
3.a Discussion: If HPLMN doesn’t receive response SMS packet.

If PoR =1 is set while sending OTA SMS then HPLMN can determine that sent Preferred PLMN list may not be updated properly in the USIM because HPLMN has not received the response SMS. Even then it is worth noting that UE is still stuck on VPLMN for service. Thus it’s clearly a revenue loss for HPLMN. Further HPLMN is of limited help even with this information because only during business discussion HPLMN can raise this issue with VPLMN and till then there is no option with the HPLMN and the UE, but continue to use the service from non preferred VPLMN. Also the VPLMN can block the SMS sent from the HPLMN till the last attempt, till then the UE is served in the VPLMN. We believe there is an easy way out for the VPLMN even though the VPLMN modifies the payload or block the SMS. 

Easy way out for VPLMN during business discussion: 
Consider 80% of the UE’s were having expected behavior on this VPLMN (i.e. HPLMN is receiving the response SMS message) and for 20% of the UE’s response SMS is not received by HPLMN. 
VPLMN can always challenge the HPLMN that if there was anything wrong in his network this should have impacted all 100% of the UE’s. Thus response SMS is not received either due to radio conditions or due to wrong implementation of those 20% UE’s. Which will help VPLMN to increase its revenues by serving these 20% of the UE’s at the cost of HPLMN’s revenue. 
The major reason for the VPLMN to make the claim above is, at any point the HPLMN cannot determine due to which of the below reasons it has not received the response SMS:

1. VPLMN has modified/blocked the SMS as discussed during “Requirement 3” above. 

2. Due to radio conditions SMS could not be delivered to UE or Response SMS could not be delivered to HPLMN.

3. There is something wrong in ME-UICC interface implementation.  
In all above, the important point to be noted is, UE continuous to use the VPLMN service till business discussions happen and even during business discussions, no confident claim can be made by the HPLMN and system of revenue loss to the HPLMN and partner network continues. 
Above pattern of (80+20) is an example. Others can be for example VPLMN may just delay the transmission of SMS for few hours and retain UE on its service. 
Further it’s also a costly affair for HPLMN to run a system which will verify the act of VPLMN described above. Hence its beneficial to have 5GS embedded CP solution which will take care of delivering preferred PLMN list to UE in a secured way (i.e. taking care of requirements as stated by SA2 and SA1). 
4.Conclusion and Way forward.
As discussed in this paper the requirements of a new control plane solution are not completely satisfied by OTA-SMS mechanism. Hence we propose to indicate to SA3 that following requirements are not completely satisfied by OTA-SMS mechanism which are stated in SA2 and SA1 requirements:  

SA1 requirements:

· HPLMN should be able to indicate its preferred PLMN to UE, while UE is trying to register with non-preferred VPLMN
SA2 requirements:

· a control plane solution is used from the HPLMN to the UE.

· VPLMN is able to relay this information to the UE.

· VPLMN shall not be able to alter the information sent by the HPLMN; i.e. UE needs to be able to check the integrity of the information provided to it.

· UE shall be able to detect if VPLMN alter or remove those information and act accordingly.
5.References:

5.1: PoR concept
31.116 :: 4.2.1
(U)SIM specific behaviour for Response Packets (Using SMS-PP)

If PoR is not requested, no data shall be returned by the (U)SIM’s RE/RA and the (U)SIM’s RE/RA shall indicate to the terminal to issue an RP-ACK.

If PoR is requested, data shall be returned by the (U)SIM’s RE/RA. The (U)SIM’s RE/RA shall indicate to the terminal to issue an RP-ACK.

If a proof of Receipt is required by the sending entity, the Additional Response Data sent by the Remote Management Application shall be formatted according to ETSI TS 102 226 [4].

5.2: Conditions in which ME gives data to USIM/UICC and not to application layer(or user).
3GPP TS 31.111:: 7.1.1
SMS-PP data download

when the ME receives a Short Message with:

protocol identifier = SIM data download; and

data coding scheme = class 2 message; 
or

when the ME receives a Short Message with:

protocol identifier=ANSI-136 R-DATA (see TS 23.040 [7]); and

data coding scheme = class 2 message, and the ME chooses not to handle the message (e.g. Mes not supporting

EGPRS over TIA/EIA-136 do not need to handle the message).

then the ME shall pass the message transparently to the UICC using the ENVELOPE (SMS-PP DOWNLOAD)

5.3: Reference for response SMS protected.
ETSI TS 102225::4.1
If so indicated in the Command Header, the Receiving Entity shall create a (Secured) Response Packet. The Response

Packet consists of a Security Header (the Response Header) and optionally, application specific data supplied by the

Receiving Application. Both the Response Header and the application specific data are secured using the security

mechanisms indicated in the received Command Packet. The Response Packet will be returned to the Sending Entity,

subject to constraints in the transport layer (e.g. timing).
5.4: Reference for dropping received Payload.
ETSI TS 102225::4.1
4) if the Sending Entity requests a response and the Receiving Entity cannot authenticate the Sending Entity, the

Receiving Entity shall:

- either send a Response Packet indicating the error cause without any security being applied to the

Response Packet and the Counter (CNTR) field set to zero; or

- not send any Response Packet and discard the Command Packet with no further action being taken;

NOTE: The option to be adopted may depend on the bearer and the security policy of the UICC issuer.

5) if the Receiving Entity receives an unrecognizable Command Header (e.g. an inconsistency in the Command

Header), the Command Packet shall be discarded and no further action taken.

5.5: SMS over NAS is optional feature in 5G. 
3GPP TS 23.502 :: 4.13.3
SMS over NAS procedures
1.
During Registration procedure in 5GS defined in Figure 4.2.2.2.2-1, to enable SMS over NAS transporting, the UE includes an "SMS supported" indication in Registration Request in step 1-3 indicating the UE's capability for SMS over NAS transport. The "SMS supported" indication indicates whether the UE supports SMS delivery over NAS via current access.

2.
Step 4 to step 14 of the Registration procedure in Figure 4.2.2.2.2-1 are performed. When AMF relocation happens during the Registration procedure, the old AMF transfers SMSF's address to the new AMF as part of UE context in step 5 of Figure 4.2.2.2.2-1.

3.
If the "SMS supported" indication is included in the Registration Request, the AMF checks SMS subscription from the UDM for the UE on whether the SMS service is allowed to the UE. If yes and the UE context doesn't include an available SMSF of the serving PLMN, the AMF discovers and selects an SMSF to serve the UE. The SMSF discovery is based on the following methods:

5.6: GSMA IR.59-v2.0-1(Section 2)

No other methods such as the Non-Pref Visited Public Mobile Network (VPMN) overwriting the Preferred-list in the Subscriber Identity Module (U)SIM are believed to be practically possible so far. However the Non-Pref VPMN can interfere with “Over the Air” (OTA) SIM update Short Messages.

5.7: GSMA IR.59-v2.0-1(Section 3.3)
It is understood that the Non-Pref VPMN cannot update the preferred-network list on the SIM card, because the Non-Pref VPMN does not know the HPMN security key which permits updating of SIM fields using "OTA SIM update Short messages". However, it is readily possible for the Non-Pref VPMN to discard HPMN "OTA SIM update" Short Messages before they reach the mobile. Such a discard would be visible to the OTA server as an unfulfilled update, and will be captured in O&M statistics. To hide this Anti-SoR mechanism, the Non-Pref VPMN may attempt to falsely acknowledge the OTA SIM update message. 
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