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5.2.4.3
Alternative 3 for steering of UE in VPLMN
5.2.4.3.1
General
The purpose of the procedure for steering of UE in VPLMN is to allow the HPLMN to update the list of preferred PLMN/access technology combinations at the UE via NAS signalling. The HPLMN updates the list of preferred PLMN/access technology combinations e.g. depending on the PLMN where the UE is registered or when required by HPLMN operator policies.

The VPLMN shall not be able to modify the list of preferred PLMN/access technology combinations sent by the HPLMN. The UE shall be able to verify the integrity of the received list of preferred PLMN/access technology combinations. 

Editor's note:
SA3 needs to confirm whether it is feasible to ensure the VPLMN cannot alter the contents of the list of preferred PLMN/access technology combinations sent to the UE by the VPLMN.

Editor's note:
End-to-end security between HPLMN and roaming UEs will be defined following SA3 recommendations.

Editor's note:
Whether the UE needs to maintain a per PLMN counter to track the number of times the integrity check of the received information has failed is FFS.

5.2.4.3.2
Initiation of the procedure for steering of UE in VPLMN

If network decides to provide list of preferred PLMN/access technology combinations to UE it shall include the list as part of authentication procedure (see subclause 8.5.1.1.3.2). AMF shall include the received list of preferred PLMN/access technology combinations coded as an SMS-PP Data Download message according to TS 31.111 [aa], TS 31.115 [bb] and TS 31.116 [cc] in authentication message. In this case the authentication message is integrity protected to avoid the possibility for the VPLMN to alter the message. Multiple SMS-PP Data Download messages may be included in one authentication request message and can be processed as concatenated messsages. The UE shall perform the integrity check of the received authentication message and if it’s successful proceed as described in subclause 5.2.4.3.3 otherwise proceed as described in subclause 5.2.4.3.4.

Editor's note:
Additional information included in the NAS message to enable the UE to verify the integrity of the received list of preferred PLMN/access technology combinations needs to be specified in SA3.

Editor's note:
How the UE can detect whether the VPLMN has ignored the updated list of preferred PLMN/access technology combinations received from the HPLMN and has not passed it will be specified by SA3.

Editor's note:
Whether a solution needs to be specified for the case when the length of the authentication message is greater than 65,535 octets is FFS.

5.2.4.3.3
Procedure for steering of UE in VPLMN accepted by the UE

Upon receiving an authentication request message which includes a list of preferred PLMN/access technology combinations coded in one or more SMS-PP Data Download messages, the UE shall verify the integrity of the authentication request message. If the integrity check passes, the UE shall:

-
forward the SMS-PP Data Download messages to the SMS stack entity

-
follow the procedures for steering of roaming as specified in TS 31.111 [aa] and TS 23.122 [7]



.

5.2.4.3.4
Procedure for steering of UE in VPLMN not accepted by the UE

If the integrity check of the received authentication request message that includes a list of preferred PLMN/access technology combinations coded as SMS-PP Data Download messages fails, the UE shall attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired, with an exception that current PLMN is considered as lowest priority.
