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1
Introduction

The general requirements for Steering of roaming are: (see TR 24.890, 5.2.4.1.1 and 5.2.4.3.1)

The purpose of the procedure for steering of UE in VPLMN is to allow the HPLMN to update the list of preferred PLMN/access technology combinations at the UE via NAS signalling. The HPLMN updates the list of preferred PLMN/access technology combinations e.g. depending on the PLMN where the UE is registered or when required by HPLMN operator policies.

The VPLMN shall not be able to modify the list of preferred PLMN/access technology combinations sent by the HPLMN. The UE shall be able to verify the integrity of the received list of preferred PLMN/access technology combinations. 

These requirements apply to all 3 alternative solutions being currently discussed.

Since Release 7 a mechanism for Steering of Roaming exists. This existing mechanism is based on SMS as a transport to update the list of preferred PLMNs in the USIM via a secure OTA message (as defined in TS 31.115 and 31.116) and on USIM functionality to start the network selection (see TS 31.111 and TS 23.122)

During some discussions it was mentioned that the SMS transport is seen as not reliable or fast enough to be used as a reliable transport for updating the preferred PLMN list(s) in the USIM and thus to provide a reliable and fast Steering of Roaming mechanism. Nevertheless, it was also mentioned that the USIM based solution has some advantages, as the USIM is controlled by the HPLMN and also the USIM provides a secure mechanism (integrity and confidentiality protected) to update the preferred PLMN list(s) via secure OTA messages.

2
Evaluation of the proposed alternatives

Now, looking at the existing mechanism with the drawbacks and advantages and also the proposed alternative solutions, it would make sense to combine the existing OTA based mechanism with the new alternatives to get the advantages of both solutions and avoiding the disadvantages or open issues.

Proposals:

Alternative 1:

Alternative 1 uses NAS messages to transfer the list of preferred PLMNs from the AMF to the UE. 

(see 5.2.4.1.2) The network intiates the procedure for steering of UE in VPLMN using the NAS transport procedure specified in subclause 8.5.1.3.3, with:

-
the Payload container type IE of the DL NAS TRANSPORT message indicating that the Payload container IE contains a list of preferred PLMN/access technology combinations; and

-
the Payload container IE of the DL NAS TRANSPORT message set to the list of preferred PLMN/access technology combinations.

Section 8.5.1.3.3 states:

The purpose of the NAS transport procedures is to provide a transport of payload between the UE to the AMF. The type of the payload is identified by the Payload container type IE and includes one of the following:

-
a single 5GSM message;

-
SMS; or

-
an LPP message (see 3GPP TS 36.355 [25]).

Editor’s note:
Other types of payload, such as generic application payload, are FFS.

Along with the payload, the NAS transport procedure may transport the associated information (e.g. PDU session information for 5GSM message payload).
SMS is already one of the defined Payload Container Types. Thus it would be very easy to transfer an OTA message as it is used today, which is integrity and confidentiality protected. The procedures described for Alternative 1 also state that a message with Payload Container type IE being SMS shall be forwarded to the existing SMS stack in the ME. This means also that an OTA message received as an SMS will be then forwarded as today to the USIM.

With this combination there are minimal impacts on the ME. The ME only needs to recognize the incoming OTA message via NAS message and forward it to the SMS stack. From there on no additional changes to existing functionality are required.

To provide additionally also a proof that the NAS message has not been altered by the VPLMN, a simple integrity check over the whole NAS message would be sufficient. But this is up to SA3 to define.

Alternative 2

In Alternative 2 the Generic UE configuration update procedure as described in 8.5.1.4 (and not 8.5.1.3 as mentioned below)) is used

In order to provide the list of preferred PLMN/access technology combinations to the UE, the AMF shall perform the generic UE configuration update procedure as specified in subclause 8.5.1.3. The AMF shall include the list of preferred PLMN/access technology combinations in the CONFIGURATION UPDATE COMMAND message. The AMF shall require a confirmation response in order to ensure that the list of preferred PLMN/access technology combinations has been updated by the UE.

The generic UE configuration update procedure allows to update several parameters in the UE within one message. It is not defined in TR 24.890 how the different elements inside one update message are distinguished. But it is assumed that there is some kind of IE type identifier that indicates the type of parameter. If this is true, then it would also be easy to use the existing OTA mechanism in combination with the UE configuration update.

The generic UE configuration update message can include one type of information (instead of the proposed dedicated PLMN update) which contains an OTA message coded the same way as an OTA SMS message. As with Alternative 1, the ME just needs to forward the OTA message to the SMS stack and from there the existing functionality is used. This means that the OTA message will be forwarded to the USIM and the list of preferred PLMNs is updated after a successful integrity and confidentiality check and the steering of roaming as defined  today takes place.

As with Alternative 1, the impacts on the ME are very small and also the existing steering of roaming mechanism as defined today can be used. 

Alternative 3

In Alternative 3 the Authentication Request message is used to provide a list of preferred PLMNs to the UE. Also in this alternative the list of PLMNs could be provided as an OTA message. For this alternative in any case the authentication message needs to be extended to be able to provide the list of preferred PLMNs. There are no details yet in TR 24.890 about the coding or mechanism. Therefore it would be easy to define an additional IE for the PLMN update that is coded as an OTA SMS. Again, the ME then only needs to forward this information element to the SMS stack and from there the existing steering of roaming mechanism is used.

3
Summary

For all 3 alternative solutions for steering of roaming in TR 24.890 it would be an efficient and easy solution to combine the benefits of using NAS messages to transport the updated preferred PLMN list(s) with the benefits of the existing solution based on OTA SMS and making use of existing security mechanisms of the USIM and re-use as far as possible the existing steering or roaming functionality. This combination would provide a reliable, fast and secure mechanism that relies for the major parts on existing functionality.

The benefits are:

· OTA SMS can be used with any of the 3 alternatives

· Re-use as much as possible the existing steering of roaming mechanism

· Minimize changes to the ME

· HPLMN is having full control over security and content

· OTA messages are confidentiality and integrity protected

· Using NAS messages or Authentication Request messages provides a fast and reliable transport mechanism
