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1. Introduction

The timer value unit of 320 hours in the T3312/T3412 extended value IE was specified with the following NOTE.

NOTE:
This timer value unit is only applicable to the T3312 extended value IE and T3412 extended value IE (see 3GPP TS 24.301 [120]). If it is received in an integrity protected message, value shall be interpreted as multiples of 320 hours. Otherwise value shall be interpreted as multiples of 1 hour.
This discussion paper highlights the problem of using this time value unit observed in the fields and proposes a solution to circumvent it.
2. Discussion

The following system behavior has been observed.
1. UE sends an unprotected ATTACH REUEST message with timer value unit exceeding (>=) 320 hours in T3412 extended value IE.
2. Since the ATTACH REUEST message is not integrity protected, the network, following the NOTE above, interprets the time value unit as multiples of 1 hour, and indicates it back to the UE in an ATTACH ACCEPT message.
Consequently, the UE cannot get the requested big time value (>=310 hours) if the network is configured to use UE requested timer values only.
3. Proposal

The aforementioned issues justify a search for solutions. One approach is to make the non-integrity protected ATTACH REQUEST and TRACKING AREA UPDATE REQUEST messages as exceptions in the NOTE. Then the question is that how to handle the case if the requested T3412 extended value by the UE (not unit of 320 hours) is changed by a man-in-the-middle-attack to a unit of 320 hours?
To tackle this problem, it is suggested to have the UE behavior as follows. This is ONLY applicable to the situation when the UE requested a big time value >= 320hours. 
Upon receiving the integrity protected ATTACH ACCEPT or the integrity protected TRACKING AREA UPDATE ACCEPT messages, the UE checks the T3412 extended value received. If the UE has requested the timer value in an unprotected ATTACH REUEST or an unprotected TRACKING AREA UPDATE REQUEST message, and 
· if the received the timer value equals to the previously requested one, the UE considers the received time value as valid; or 
· if the received the timer value does not equal to the previously requested one, the UE may send a security protected TRACKING AREA UPDATE REQUEST message indicating the requested time value to the network again. 
This too applies to the GPRS system, i.e., the ATTACH REQUEST message and the ROUTING AREA UPDATE REQUEST message.
4. Conclusion

C1-180051 (TS24.008) and C1-180052 (TS24.301) are submitted for approval.
