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2. Reason for Change

Issue-1:

In registration with AMF re-allocation described in TS 23.502 subclause 4.2.2.2.3 (see below), the network might authenticate the UE twice in sequence (once as part of step 2 and once as part of step 8) with no security mode control procedure in between the authentications. This is not supposed by TS 24.501 procedure yet since TS 24.501 expects that EAP-success is transported in SECURITY MODE COMMAND message.
For such cases, it is proposed that EAP-success is transported in AUTHENTICATION REQUEST message of a standalone AUTHENTICATION REQUEST / AUTHENTICATION ACCEPT round.

TS 23.502 v15.0.0 states:

-------------

4.2.2.2.3
Registration with AMF re-allocation

...
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Figure 4.2.2.2.3-1: Registration with AMF re-allocation procedure
The initial AMF and the target AMF register their capability at the NRF.

1.
Steps 1 and 2 of figure 4.2.2.2.2-1 have occurred, and the (R)AN sends the Registration request message within an Initial UE message to the initial AMF.
2.
If the AMF needs the SUPI and/or UE's subscription information to decide whether to reroute the Registration Request or if the Registration Request was not sent integrity protected or integrity protection is indicated as failed, then AMF performs steps 4 to 9a of figure 4.2.2.2.2-1.
...
7(A).
If the initial AMF, based on local policy and subscription information, decides to forward the NAS message to the target AMF directly, the initial AMF invokes the Namf_Communication_N1MessageNotify to the target AMF, carrying the rerouted NAS message. The Namf_Communication_N1MessageNotify service operation includes the information enabling (R)AN to identify the N2 terminating point and the NAS message carried at step 1, and the UE's SUPI and MM Context if available. If network slicing is used and the initial AMF has obtained the information from the NSSF as described at step 4b, that information except the AMF Set or list of AMF addresses is included. The target AMF then updates the (R)AN with a new updated N2 termination point for the UE (step 7b), the (R)AN acknowledges the updated N2 termination point (step 7c). Step 7(B) is skipped.

NOTE 2:
Steps 7b and 7c can occur separately or as part of the first subsequently required N2 interaction.

7(B).
If the initial AMF, based on local policy and subscription information, decides to forward the NAS message to the target AMF via (R)AN, the initial AMF sends a Reroute NAS message to the (R)AN (7a). The Reroute NAS message includes the information about the target AMF and the Registration Request message carried at step 1. If network slicing is used and the initial AMF has obtained the information as described at step 4b, that information is included. The (R)AN sends the Initial UE message to the target AMF (7b) indicating reroute due to slicing including the information from step 4b that the AMF provided.

8.
After receiving the Registration Request message transmitted at step 7(A)a or step 7(B)b, if no UE context is received from the initial AMF, the target AMF, based on rerouting due to slicing, continues with the Registration procedure from step 4 until 22 of figure 4.2.2.2.2-1 (with the target AMF corresponding to the new AMF). If the UE context is received from the initial AMF, the target AMF continues with the Registration procedure from step 8 until 22 of figure 4.2.2.2.2-1.
...
-------------

and:

-------------

4.2.2.2.2
General Registration
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Figure 4.2.2.2.2-1: Registration procedure

...
9a.
The AUSF shall execute authentication of the UE.


The authentication is performed as described in TS 33.501 [15], by Nudm_UEAuthenticate_Get operation. The AUSF discovers a UDM as described in TS 23.501 [2], clause 6.3.8. In case the AMF provided a SUCI to AUSF, the AUSF shall return the SUPI to AMF only after the authentication is successful.

If network slicing is used, the AMF decides if the Registration Request needs to be rerouted as described in clause 4.2.2.2.3, where the initial AMF refers to the AMF.
9b
The AMF shall initiate NAS security functions.


The NAS security is performed as described in TS 33.501 [15].
...
-------------

Issue-2:

According to TS 33.501 (see below), the authentication procedure can be invoked in situations other than during the initial NAS message. If the authentication fails, EAP-failure needs to be sent to the UE. However, TS 24.501 expects that EAP-failure is transported in a 5GMM response to an initial 5GMM message only.

Futhermore, use cases when the network is able to identify the UE but UE authentication fails seem infrequent.

Therefore, it is proposed that EAP-failure is always transported in AUTHENTICATION REQUEST message of a standalone AUTHENTICATION REQUEST / AUTHENTICATION ACCEPT round.

TS 33.501 v0.6.0 states:

-------------
The SEAF shall send an Authentication Initiation Request (5G-AIR) message to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR message if it has an authentication vector for 5G AKA available and wishes to initiate an authentication with the UE over 3GPP access. 

NOTE 1:
In EPS, the acronym AIR stands for Authentication Information Request.

-------------
Issue-3:

- "security mode command procedure" -> "security mode control procedure".

- "AUTHENTICATION RESPONSE AUTHENTICATION RESPONSE" -> "AUTHENTICATION RESPONSE"
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501.
* * * Change * * *
5.4.1.2.1
General

Extensible authentication protocol (EAP) as specified in IETF RFC 3748 [15] enables authentication using various EAP methods.

EAP defines four types of EAP messages:

a)
an EAP-request message;

b)
an EAP-response message;

c)
an EAP-success message; and

d)
an EAP-failure message.

Several rounds of exchanges of an EAP-request message and a related EAP-response message can be required to achieve the authentication (see example in figure 5.4.1.2.1.1).

The EAP-request message is transported from the network to the UE using the AUTHENTICATION REQUEST message of the EAP message reliable transport procedure.

The EAP-response message is transported from the UE to the network using the AUTHENTICATION RESPONSE message of the EAP message reliable transport procedure.

If the authentication of the UE completes successfully and the EAP based primary authentication and key agreement procedure is immediately followed by the security mode control procedure and the security mode control procedure establishes a NAS security context between the UE and the AMF for the key set created as part of the authentication of the UE, then the EAP-success message is transported from the network to the UE using the SECURITY MODE COMMAND message of the security mode control procedure.

If the authentication of the UE completes successfully and the EAP based primary authentication and key agreement procedure is not immediately followed by the security mode control procedure or the security mode control procedure establishes a NAS security context between the UE and the AMF for a key set different than the key set created as part of the authentication of the UE, then the EAP-success message is transported from the network to the UE using the AUTHENTICATION REQUEST message of the EAP message reliable transport procedure.

Editor's note:
The security mode control procedure is not yet included in the TR, and EAP authentication procedure may need to be aligned when included.

If the authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the AUTHENTICATION REQUEST message of the EAP message reliable transport procedure.

The AMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [15] subclause 4.3 to infinite value.

NOTE:
The EAP message reliable transport procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer do not occur.

The AUSF and the AMF support exchange of EAP messages using N12.

Editor's note:
The ngKSI handling at EAP authentication is FFS.
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Figure 5.4.1.2.1.1: EAP based primary authentication and key agreement procedure

* * * Change * * *
5.4.1.2.3
EAP message reliable transport procedure

5.4.1.2.3.1
General
The purpose of the EAP message reliable transport procedure is to provide a reliable transport of an EAP-request message, an EAP-success message or an EAP-failure message from the network to the UE and of an EAP-response message from the UE to the network.
The EAP message reliable transport procedure is initiated by an AUTHENTICATION REQUEST message with the EAP message IE.
5.4.1.2.3.2
EAP message reliable transport procedure initiation by the network

In order to initiate the EAP message reliable transport procedure, the AMF shall create an AUTHENTICATION REQUEST message.
The AMF shall set the EAP message IE of the AUTHENTICATION REQUEST message to the EAP-request message, an EAP-success message or an EAP-failure message to be sent to the UE.

The AMF shall send the AUTHENTICATION REQUEST message to the UE, and the AMF shall start timer T3560 (see example in figure 5.4.1.2.3.2.1).
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Figure 5.4.1.2.3.2.1: EAP message reliable transport procedure

Upon receipt of a AUTHENTICATION REQUEST message with the EAP message IE, the UE handles the EAP message received in the EAP message IE of the AUTHENTICATION REQUEST message.

5.4.1.2.3.3
EAP message reliable transport procedure accepted by the UE
The UE shall create a AUTHENTICATION RESPONSE message.
If the received EAP message is an EAP-request message, the UE shall set the EAP message IE of the AUTHENTICATION RESPONSE message to the EAP-response message responding to the received EAP-request message.

The UE shall send the AUTHENTICATION RESPONSE message to the AMF.
Upon receipt of a AUTHENTICATION RESPONSE message, the AMF shall stop timer T3560. If the EAP message IE is included in the AUTHENTICATION RESPONSE message, the AMF handles the EAP message received in the EAP message IE of the AUTHENTICATION RESPONSE message.
5.4.1.2.3.4
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Expiry of timer T3560
Editor's note:
Further abnormal cases are FFS

5.4.1.2.3.5
Abnormal cases in the UE

Editor's note:
Abnormal cases are FFS
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8. Steps 4-22 of figure 4.2.2.2.2-1 or
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2. Optionally steps 4-9a of figure 4.2.2.2.2-1.
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