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2. Reason for Change
2.1 stage-2 responsibility
In Aug 2017 CT1 meeting, CT1 approved C1-173715 stating:
------------
A control-plane solution to steer roaming may provide a better control for the HPLMN to provisioning PLMN preferences and RATs, and steer the UE to the desired PLMN in a particular location. CT1 will study the SA2 requirements in their TR 24.890 to be able to analyze potential solutions. CT1 need that SA3 investigate end-to-end security based on the requirements in S2-175286. CT1 will wait for input before moving to the specification phase of any solution to the requirements. CT1 do not expect SA2 to work further on this topic. CT1 want to remind that CT1 own stage 2 on this and new requirements or solutions should be specified by SA1 or CT1.
------------
Observation 1: CT1 is responsible to document non-security stage-2 description for providing list of preferred PLMN/access technology combinations from the HPLMN via VPLMN to the UE.
2.2 stage-2 flow documentation
SA3 indicated a need of information in order to secure the solution as indicted in SA3 LS S3-172581/C1-173987:
------------
To help SA3 design this new security solution, SA3 requests that CT1 provides the following information:

•	The service in the HPLMN that will originate the steering of roaming messages.
•	The expected size and frequency of these messages and when in the registration process these message might be sent.
•	Whether these messages need to be acknowledged.
•	Where in the UE these messages should terminate (SA3 notes that the USIM could be the secure termination point for these messages as it currently is a secure anchor in the UE and there would be no need to specify the security algorithms used)
------------
Observation 2: SA3 needs the non-security stage-2 description in order to security it.
Even though CT1 asked CT3 and CT4 to respond to some of those question in CT1 approved C1-174589, CT1 as the WG with non-security stage-2 responsibility needs to confirm the entire solution and resolve inconsistencies (if any) in CT3 and CT4 replies.
Proposal 1: Add a stage-2 flow describing providing list of preferred PLMN/access technology combinations from the HPLMN via VPLMN to the UE to TR 24.890.
3. Conclusions
Observation 1: CT1 is responsible to document non-security stage-2 description for providing list of preferred PLMN/access technology combinations from the HPLMN via VPLMN to the UE.
Observation 2: SA3 needs the non-security stage-2 description in order to security it.
Proposal 1: Add a stage-2 flow describing providing list of preferred PLMN/access technology combinations from the HPLMN via VPLMN to the UE to TR 24.890.
4. Proposal
It is proposed to agree the following changes to 3GPP TR 24.890.


* * * Change * * *
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The purpose of the procedure for steering of UE in VPLMN is to allow the HPLMN to update the list of preferred PLMN/access technology combinations at the UE via NAS signalling. The HPLMN updates the list of preferred PLMN/access technology combinations e.g. depending on the PLMN where the UE is registered or when required by HPLMN operator policies.
The VPLMN shall not be able to modify the list of preferred PLMN/access technology combinations sent by the HPLMN. The UE shall be able to verify the integrity of the received list of preferred PLMN/access technology combinations.
Editor's note:	SA3 needs to confirm whether it is feasible to ensure the VPLMN cannot alter the contents of the list of preferred PLMN/access technology combinations sent to the UE by the VPLMN.
Editor's note:	End-to-end security between HPLMN and roaming UEs will be defined following SA3 recommendations.
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[bookmark: _Toc498334203]The stage-2 flow for the procedure is indicated in figure 5.2.4.1.1.

Figure 5.2.4.1.1: Procedure for providing list of preferred PLMN/access technology combinations
1.	The UDM to the AMF: The UDM notifies the changes of the user profile to the affected AMF by the means of invoking Nudm_SubscriberDataManagement_UpdateNotification service operation. The Nudm_SubscriberDataManagement_UpdateNotification service operation contains the list of preferred PLMN/access technology combinations. If the HPLMN decided that the UE is to acknowledge successful integrity verification of the received list of preferred PLMN/access technology combinations, the Nudm_SubscriberDataManagement_UpdateNotification service operation also contains the steering acknowledgement requested indication.
2.	The AMF to the UE: the AMF sends a UE configuration update command to the served UE. The AMF includes in the UE configuration update command a UE configuration update cause indicating that the UE is to acknowledge the UE configuration update command. The UE configuration update command contains the list of preferred PLMN/access technology combinations and, if received from UDM, the steering acknowledgement requested indication. If the ME of the UE verifies that the list of preferred PLMN/access technology combinations included in the UE configuration update command is provided by HPLMN, the UE stores the list of preferred PLMN/access technology combinations.
3.	The UE to the AMF: the UE sends a UE configuration update command ack to the serving AMF. If the steering acknowledge requested indication was included in the UE configuration update command and the UE verified that the list of preferred PLMN/access technology combinations had been provided by HPLMN, the UE includes the steering acknowledgement in the UE configuration update command ack.
[bookmark: _GoBack]4.	The AMF to the UDM: the AMF sends the Nudm_SubscriberDataManagement_UpdateNotification response. If the steering acknowledgement was received in the UE configuration update command ack, the AMF includes the steering acknowledgement in the Nudm_SubscriberDataManagement_UpdateNotification response. If the HPLMN decided that the UE is to acknowledge successful integrity verification of the received list of preferred PLMN/access technology combinations in step 1, the UDM verifies that the steering acknowledgement is provided by the ME of the UE.
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