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1. Introduction
Primary authentication of the UE for NAS over non-3GPP differ from that for NAS over 3GPP, in that the NAS peer-to-peer AKA messages are contained / encapsulated in EAP-5G packets over an IKE SA (Security Association).
2. Reason for Change
1st) 
In SA2#123, in agreed pCR S2-177794 to 23.502, SA2 has decided that the NAS messages of the authentication procedure is to be encapsulated in EAP-5G packets which are then carried within IKEv2 signalling messages. This method is sometimes mentioned as the "NAS-over-EAP-5G" method and at other times referred to as "EAP-in-EAP" or "double-EAP"
============ extract from 23.502, v1.3.0, subclause 4.12.2 ================

Clause 4.12.2 specifies how a UE can register to 5GC via an untrusted non-3GPP access network. It is based on the Registration procedure specified in clause 4.2.2.2.2 and it uses a vendor-specific EAP method called "EAP-5G". The EAP-5G packets utilize the "Expanded" EAP type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry. The "EAP-5G" method is used between the UE and the N3IWF and is utilized only for encapsulating NAS messages (not for authentication). If the UE needs to be authenticated, an EAP-AKA' mutual authentication is executed between the UE and AUSF as shown below. The details of the EAP-AKA' authentication procedure are specified in TS 33.501 [15].
============ end of extract from 23.502, v1.3.0, subclause 4.12.2 ===========
2nd)
In current 33.501 v0.4.0, it is stated that for non-3GPP access, only EAP-AKA' is supported and that the support of 5G-AKA is FFS.
============ extract from 33.501, v0.4.0, subclause 6.1.2 ================

If the access type is 3GPP access, the ARPF may choose EAP-AKA' (subclause 6.1.3.1) or 5G AKA (subclause 6.1.3.2). If the access type is non-3GPP access, the ARPF shall choose EAP-AKA' (subclause 6.1.3.1).
Editor's Note: The current text in this clause restricts the use of 5G AKA to authentication over 3GPP access. This restriction needs to be re-visited once SA2 have taken their decision on the method for registration over untrusted non-3GPP access. If the method ‘NAS-over-EAP-5G’ is chosen by SA2 then the restriction can be removed. The changes to the present clause 6.1.2 that would be needed to remove the restriction can be found in S3-171958.
======= end of extract from 33.501, v0.4.0, subclause 6.1.2 ================

Whilst the agreement in SA2 is to use ‘NAS-over-EAP-5G’ , that has not yet been taken on by SA3. So the proposal here is to align to current 33.501, v0.4.0 until such a time that SA3 update33.501 to remove that restriction.
This pCR brings the above mentioned Stage 2 agreements into the sublause for NAS over non-3GPP acces in TR 24.890.
3. Conclusions

The indications of support for NAS AKA messages over non-3GPP acces needs to be covered.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 24.890, v.1.1.1.
* * * First Change * * * *

10.4.X
Primary authentication and key agreement over non-3GPP access
The requirements specified in subclause 8.5.1.1 for primary authentication and key agreement over 3GPP access, applies for NAS over non-3GPP access, with the following differences or exceptions or both:-
-
before mutual authentication can take place, an IKE SA must exist between the UE and the network over non-3GPP access. The IKE SA is established through IKEv2 signalling, see IETF RFC 7296 [31] and its adaption for NAS over non-3GPP access is detailed in subclause 10.7.1;
-
the AUTHENTICATION REQUEST, the AUTHENTICATION RESPONSE, the AUTHENTICATION FAILURE and the AUTHENTICATION REJECT messages, exchanged between NW and UE, shall be encapsulated within EAP-5G packets of IKEv2 signalling messages, see subclause 10.7.1. The encapsulation and un-encapsulation of these messages are part of the functions of the non-3GPP access stratum and further detailed in subclause 10.7.1; and
-
 the authentication method used for NAS over non-3GPP access is the EAP-AKA'. The EAP messages for this EAP-AKA' method is carried within the EAP message information element of the AUTHENTICATION REQUEST and AUTHENTICATION RESPONSE messages.
Editor's note:
The use of 5G AKA as an authentication method for NAS over non-3GPP access, is FFS.
* * *End of changes * * * *

