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1. Introduction
There should be a mechanism to have the UE provide PAP/CHAP like authorization information for DNN that the network could use to authorize for enterprise scenarios or just as a second level of security mechanism
2. Reason for Change
In addition to device authentication , there needs to be a mechanism for service authentication and authorization
3. Conclusions

If not approved , it would not be possible to have service authentication on 5G.
4. Proposal

It is proposed to agree the following changes to 3GPP TS <TS number and version>.
* * * First Change * * * *

12.5.x
DNN authentication and authorization

When the UE requests to establish a PDU session, there shoud be a mechanism to pass authetication/authorization credentials for the PDU session. The authetication and authorization credentials can be include in the ePCO IE contained in the PDU SESSION ESTABLISHMENT REQUEST message (see subclause 9.6.3). The AMF forwards the ePCO IE transparently via N11 interface towards the SMF.
When receiving an 5GSM request message containing authorization /authentication credentials on the N11 interface, the SMF can verify the authentication/authorization credentials and allow or reject the PDU SESSION ESTABLISHMENT.

The system may support multiple mechanisms for authentication like PAP/CHAP or TOKEN based authentication.

* * * Next Change * * * *

<Proposed change in revision marks>

* * * Next Change * * * *

<Proposed change in revision marks>

