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1. Introduction
Editorial cleanups are made towards the 5GS AKA procedure.
2. Reason for Change
Summary of the editorial changes:
- 5G AKA instead of 5GS AKA

- 5G authentication challenge instead of 5GS authentication challenge/5G challenge

- 5GS security context instead of 5G security context

- UE instead of user

The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and network in subsequent security procedures.

- N1 NAS signalling connection instead of NAS signalling connection

- 4G-GUTI instead of GUTI

- AMF instead of MME

- N1 mode instead of N1-mode

- Clarifications in the message coding w.r.t. the reuse of legacy IEs

- 1/2 instead of ½

- KAMF instead of KASME
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Figure 1: Key hierarchy in 5GS (Figure 6.2.1-1 of TS 33.501)
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 24.890 V1.0.3.
* * * First Change * * * *

8.5.2.1.3.1
General

The purpose of the 5GS authentication and key agreement (5G AKA) procedure is to provide mutual authentication between the UE and the network and to agree on a key KAMF (see 3GPP TS 33.501 [15]). The cases when the 5G AKA procedure should be used are defined in 3GPP TS 33.501 [15].

The 5G AKA procedure is always initiated and controlled by the network. However, the UE can reject the 5G authentication challenge sent by the network.

The UE shall proceed with an 5G authentication challenge only if a USIM is present.

A partial native 5GS security context is established in the UE and the network when an 5G authentication is successfully performed. During a successful 5G authentication procedure, the CK and IK are computed by the USIM. CK and IK are then used by the ME as key material to compute a new key, KAMF. KAMF is stored in the 5GS security contexts (see 3GPP TS 33.501 [15]) of both the network and in the volatile memory of the ME while attached to the network, and is the root for the 5GS integrity protection and ciphering key hierarchy.

* * * Next Change * * * *

8.5.2.1.3.2
Authentication initiation by the network

When an N1 NAS signalling connection exists, the network can initiate an authentication procedure at any time. For restrictions applicable after handover or inter-system handover to N1 mode see subclause 8.5.2.1.2.3.

The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3560 (see example in figure 8.5.2.1.3.2.1). The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the authentication response (see 3GPP TS 33.501 [15]).
If an ngKSI is contained in an initial NAS message during a 5GMM procedure, the network shall include a different ngKSI value in the AUTHENTICATION REQUEST message when it initiates an authentication procedure.
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Figure 8.5.2.1.3.2.1: Authentication procedure

* * * Next Change * * * *

8.5.2.1.3.3
Authentication response by the UE

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 8.5.2.1.3.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful 5G authentication challenge, the UE shall determine the PLMN identity to be used for the calculation of the new KAMF from the authentication challenge data according to the following rules:

a)
When the UE moves from 5GMM-IDLE mode to 5GMM-CONNECTED mode, until the first handover, the UE shall use the PLMN identity of the selected PLMN; and

b)
After handover or inter-system handover to N1 mode,

-
if the target cell is not a shared network cell, the UE shall use the PLMN identity received as part of the broadcast system information;

-
if the target cell is a shared network cell and the UE has a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the 5G-GUTI; and

-
if the target cell is a shared network cell and the UE has a valid 4G-GUTI and TAI, but not a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the TAI.

Editor’s note:
Security context coordination between EPS and 5GS is FFS.

Upon a successful 5G authentication challenge, the new KAMF calculated from the authentication challenge data shall be stored in a new 5GS security context in the volatile memory of the ME.

The USIM will compute the authentication response (RES) using the authentication challenge data received from the ME, and pass RES to the ME.

In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the received RAND together with the RES returned from the USIM in the volatile memory of the ME. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the ME shall not pass the RAND to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES. If there is no valid stored RAND in the ME or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the ME shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3516.

The RAND and RES values stored in the ME shall be deleted and timer T3516, if running, shall be stopped:

-
upon receipt of a

-
SECURITY MODE COMMAND,

-
SERVICE REJECT,
-
REGISTRATION REJECT,

-
REGISTRATION ACCEPT, or

-
AUTHENTICATION REJECT message;

-
upon expiry of timer T3516;

-
if the UE enters the 5GMM state 5GMM-DEREGISTERED or 5GMM-NULL; or

-
if the UE enters 5GMM-IDLE mode.

* * * Next Change * * * *

8.6.1.1
Message definition

This message is sent by the UE to the network to indicate that authentication of the network has failed. See table 8.6.1.1.

Message type:
AUTHENTICATION FAILURE

Significance:

dual

Direction:


UE to network

Table 8.6.1.1: AUTHENTICATION FAILURE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type

6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

6.6.6.4
	M
	V
	1/2

	
	Authentication failure message type
	Message type

6.6.6.6
	M
	V
	1

	
	5GMM cause
	5GMM cause

8.7.1
	M
	V
	1


Editor's note:
The further contents of the Authentication failure message is FFS. At least the following is needed: authentication failure parameter (optional).

* * * Next Change * * * *

8.6.2.1
Message definition

This message is sent by the network to the UE to indicate that the authentication procedure has failed and that the UE shall abort all activities. See table 8.6.2.1.

Message type:
AUTHENTICATION REJECT

Significance:

dual

Direction:


network to UE

Table 8.6.2.1: AUTHENTICATION REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type

6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

6.6.6.4
	M
	V
	1/2

	
	Authentication reject message type
	Message type

6.6.6.6
	M
	V
	1


Editor's note:
The content of the Authentication reject message is FFS.

* * * Next Change * * * *

8.6.3.1
Message definition

This message is sent by the network to the UE to initiate authentication of the UE identity. See table 8.6.3.1.

Message type:
AUTHENTICATION REQUEST

Significance:

dual

Direction:


network to UE
Table 8.6.3.1: AUTHENTICATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type

6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

6.6.6.4
	M
	V
	1/2

	
	Authentication request message type
	Message type

6.6.6.6
	M
	V
	1

	
	ngKSI 
	NAS key set identifier

8.7.2
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

6.6.6.4
	M
	V
	1/2

	
	Authentication parameter RAND (5G authentication challenge)
	Authentication parameter RAND

8.7.3
	M
	V
	16

	
	Authentication parameter AUTN (5G authentication challenge)
	Authentication parameter AUTN

8.7.4
	M
	LV
	17


Editor's note:
The content of the Authentication request message is FFS.
* * * Next Change * * * *

8.6.4.1
Message definition

This message is sent by the UE to the network to deliver a calculated authentication response to the network. See table 8.6.4.1.

Message type:
AUTHENTICATION RESPONSE

Significance:

dual

Direction:


UE to network

Table 8.6.4.1: AUTHENTICATION RESPONSE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type

6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

6.6.6.4
	M
	V
	1/2

	
	Authentication response message type
	Message type

6.6.6.6
	M
	V
	1


Editor's note:
The content of the Authentication response message is FFS. At least the following is needed: authentication response parameter (mandatory).

* * * Next Change * * * *

8.7.3
Authentication parameter RAND
See subclause 10.5.3.1 in 3GPP TS 24.008 [11].

Editor's note:
The format of the Authentication parameter RAND IE in 3GPP TS 24.008 is TV with a length of 17 octets.

* * * Next Change * * * *

8.7.4
Authentication parameter AUTN

See subclause 10.5.3.1.1 in 3GPP TS 24.008 [11].

Editor's note:
The format of the Authentication parameter AUTN IE in 3GPP TS 24.008 is TLV with a length of 18 octets.
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