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1
Introduction
SA2 sent LS C1-172866 [1] to CT1 with the following request:

SA2 agreed that there is a need to define a standardized way to allow a given HPLMN to provide its roaming UEs with information about preferred networks and RAT depending on the UE current location. (…).

SA2 would like to submit for consideration the following requirements:

· a control plane solution is used from the HPLMN to the UE.

· VPLMN is able to relay this information to the UE.

· VPLMN shall not be able to alter the information sent by the HPLMN; i.e. UE needs to be able to check the integrity of the information provided to it.

· UE shall be able to detect if VPLMN alter or remove those information and act accordingly.

In LS C1-173746, SA1 confirmed that there were corresponding service requirements in TS 22.011 and TS 22.261.

Consequently, the following text was added to TR 24.890 subclause 5.2.4 by C1-173804.

The HPLMN can update the list of preferred PLMN/RATs at the UE e.g., depending on the UE current location via NAS signalling.

Editor's note:
It is FFS if this list of preferred PLMN/RATs is a new list to 5GS or an existing list.

Editor's note:
It is FFS how the list preferred PLMN/RATs is managed and used by the UE.

The VPLMN shall not be able to modify the information sent by the HPLMN. The UE shall be able to verify the integrity of the received information. 

Editor's note:
SA3 needs to confirm whether it is feasible to ensure the VPLMN cannot alter the contents of the list of preferred PLMN/RATs sent to the UE by the VPLMN.

Editor's note:
End-to-end security between HPLMN and roaming UEs will be defined following SA3 recommendations.

This text however leaves many points unspecified or FFS, in particular:

1) Should the UE temporarily store the list of preferred PLMN/RATs in the ME, or overwrite the "Operator Controlled PLMN Selector with Access Technology" data file in the USIM?
2) How is the list of preferred PLMN/RATs conveyed to the UE?

3) How does this control plane solution relate to solutions to convey other types of policy defined by SA2 (e.g. ANSDP, URSP) to the UE?

4) How does the UE verify that the VPLMN has not tampered with the list of preferred PLMN/RATs?

5) What should be the UE behavior if the UE determines that the list of preferred PLMN/RATs has been tampered with?
The purpose of the present document is to discuss the possible options to resolve these open points, and to propose a way forward.
2
Discussion

2.1
Should the UE store the list of preferred PLMN/RATs in the ME, or overwrite the list of in the USIM?
Having the UE overwrite the "Operator Controlled PLMN Selector with Access Technology" data file in the USIM with the updated list of preferred PLMN/RATs received from the HPLMN over the control plane would permanently update the list of the PLMN/RATs that the UE is looking for when roaming. This has the following advantages:

· the update is kept upon USIM removal

· in case of USIM swap, i.e. in case the USIM is removed from the UE which has received the updated list over the control plane, and inserted into a second UE in the same location, the second UE will not have to go through the update procedure again
However given that the "Operator Controlled PLMN Selector with Access Technology" data file in the USIM is currently read-only, enabling the UE to overwrite the data in that file with the list received over the control plane would require a USIM change. A major drawback with this is that the solution would then not work with legacy USIMs, which seems unacceptable. Also, it is to note that with the current steering of roaming mechanism specified in TS 23.122, the UE only updates the "Operator Controlled PLMN Selector with Access Technology" stored in the ME, see TS 23.122 subclause 4.4.6:

If the MS receives a USAT REFRESH command qualifier (3GPP TS 31.111 [41]) of type "Steering of Roaming", the MS shall:

a)
replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME with the list provided in the REFRESH command;

It is thus proposed to follow the same principle with the new solution as with the legacy steering of roaming.
Proposal 1: Upon receiving an updated list of preferred PLMN/RATs from the HPLMN over the control plane, the UE replaces the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME with the list received over the control plane. The "Operator Controlled PLMN Selector with Access Technology" data file is the USIM is NOT modifed.
2.2
How is the list of preferred PLMN/RATs conveyed to the UE?
Given the procedures defined in 5GS, the following options can be identified to convey the list of preferred PLMN/RATs to the UE:

· Option 1: Use the Generic UE configuration update procedure

The purpose of the Generic UE configuration update procedure is for the AMF to update configuration at the UE, and as such it is targeted to parameters managed by the AMF (5G-GUTI, TAI list, etc). Given that the list of preferred PLMN/RATs is coming from the HPLMN through the AMF in the VPLMN and should not be modified by the VPLMN, it does not seem suitable to use the Generic UE configuration update procedure for this purpose. 

· Option 2: "Piggy-back" the list in a NAS message sent to the UE during the Registration procedure (e.g. Registration Accept message)

The main advantage of this option is that the UE gets the list as soon as it registers in the VPLMN. 

However, there might be case when the HPLM would want to send the list to the UE "stand-alone" (i.e. outside of a registration procedure, due to e.g. changes in roaming agreements or UE’s subscription information). Hence a stand-alone transport mechanim would anyway need to be specified. Also, SA2 has recently decided against "piggy-backing" SM information in the Registration Accept message (see LS S2-176694 [4]) so SA2 could have some issues with "piggy-backing" PLMN selection information in the Registration Accept message.

Yet another disadvantage of this option is that it introduces a potential dependency between the success of the registration procedure, and the success of the list update (if the UE determines that the list has been tampered with, should the UE consider the whole registration procedure as failed, since the VPLMN cannot be trusted?).

· Option 3: Send a NAS control plane message to trigger the UE to download the list over the user plane 

There are 2 variants with this option:

· Option 3a: a dedicated, new NAS message is created. Receipt of this message triggers the UE to connect to a server (whose URL can optionally be included in an IE of the message) to download the list over the user plane

· Option 3b: a DL NAS TRANSPORT message is sent to the UE witth a payload information triggering the UE to connect to a server (whose URL can optionally be included in the DL NAS TRANSPORT message payload) to download the list over the user plane
· Option 4: Send a NAS control plane message to the UE with the list included in the payload of the message
There are 2 variants with this option:

· Option 4a: a dedicated, new NAS message is created. The list is included in an IE of the message.

· Option 4b: a DL NAS TRANSPORT message is sent to the UE witth a payload information indicating that the payload contains an updated list of preferred PLMN/RATs

The b-variants of both Option 3 and 4 have the advantage of not requiring a dedicated, new message but instead reusing the existing DL NAS TRANSPORT message.
Proposal 2: It is proposed to convey the list of updated PLMN/RATs to the UE using the DL NAS TRANSPORT Message.

Option 4b enables update of the list at the UE faster than Option 3b, since Option 3b requires two steps (Step 1: the UE gets the trigger over the control plane, Step 2: the UE downloads the list over the user plane) whereas Option 4b requires only one step (Step 1: the UE receives the list over the control plane). Option 3b is only needed if the list is too big to fit into a NAS control plane message. Given that the maximum length of the DL NAS transport message playoad if 65,535 octets, it seems unlikely that the list would not fit in such message, and Option 4b should be sufficient.

2.3
How does this control plane solution relate to solutions to convey other policies to the UE?
In Stage 2 TS 23.503 subclause A.3.1.2, at least two policies are listed as needing to be conveyed from the PCF to the UE:

· ANDSP (Access Network Discovery and Selection Policies)

· URSP (UE Route Selection Policies)

It has not been specified yet how these will be transported. However it seems desirable to have a unified solution for policy update at the UE, rather than having multiple solutions specific to each type of policy.

One potential difference between ANDSP/URSP and the list of preferred PLMN/RATs is that the size of the ANDSP/URSP can be much bigger (judging by the size of he existing ANDSF MO!) than that of a list of PLMN/RATs.

In order to enable a unified solution for policy update at the UE, it is proposed to adopt a hybrid approach between Option 3b and Option 4b described in section 2.2, by which:

Proposal 3:

· If the size of the policy (preferred PLMN/RATs list, ANDSP, URSP) to be sent to the UE fits into the payload of one DL NAS TRANSPORT message, the policy is sent to the UE using a DL NAS TRANSPORT message with the payload information IE indicating the type of policy that the payload contains, and a payload container IE set to the policy data

· If the size of the policy (preferred PLMN/RATs list, ANDSP, URSP) to be sent to the UE does not fit into the payload of one DL NAS TRANSPORT message, the policy is sent to the UE using a DL NAS TRANSPORT message with the payload information IE indicating that the UE shall download the policy over the user plane, and the payload container IE optionally set to the URL that the UE shall use to obtain the policy.

2.4
How does the UE verify that the VPLMN has not tampered with the list of preferred PLMN/RATs?
In order for the UE to be able to verify whether the list of preferred PLMN/RATs provided by the HPLMN has been tampered with, the list should be integrity-protected with a key known by the UE and the HPLMN, but not known by the VPLMN. This integrity-protection needs to be applied in addition to the normal integrity protection of NAS control plane message applied by the AMF in the VPLMN, and it needs to be applied to the contents of the payload container IE included the DL NAS TRANSPORT message. The resulting MAC needs to be included in the message, for instance in the payload information IE, to allow the UE to perform the integrity check.
Note that the details of the integrity protection, and of the key used for the integrity protection, need to be decided by SA3.

Proposal 4: The list of preferred PLMN/RATs sent to the UE over the control plane is protected by an additional layer of integrity-protection, using a key known only to the UE and to the HPLMN. The NAS control plane includes the resulting MAC enabling the UE to check whether the list has been tampered with.

2.5
What should be the UE behavior if the UE determines that the list of preferred PLMN/RATs has been tampered with?
The following options can be considered regarding the UE behavior when the UE, based on the integrity check described in the section 2.4, determines that the list of preferred PLMN/RATs included in the NAS control plane message has been tampered with:

· Option 5: The UE assumes that the tampering has been done by the VPLMN, and that the VPLMN can thus not be trusted. The UE marks the VPLMN as forbidden and performs PLMN selection.

· Option 6: The UE sends an UL NAS transport message with contents indicating that the integrity check for the list has failed at the UE, to notify the HPLMN of the failure. The HPLMN may then re-try the procedure.

· Option 7: The UE attempts to download the list over the user plane using a pre-configured URL, if such pre-configured information is available at the UE.

These options can be combined to maximize the likelihood of the UE being able to receive the list. For instance, the UE could exercise Option 6 up to x times, then apply Option 5. Alternatively the UE could apply Option 7 if available.
Proposal 5: If the UE determines that the list of preferred PLMN/RATs has been tampered with, the UE shall:
· If the UE is pre-configured with a URL to download the list over the user plane, attempt to download the list over the user plane

· If the UE is not pre-configured with a URL to download the list over the user plane, send an UL NAS transport message notifying the HPLMN that the integrity check for the list has failed at the UE. Repeat this up to x times, then mark the VPLMN as forbidden and perform PLMN selection.

3
Proposal
It is proposed to specify a control plane solution for update of the list of preferred PLMN/RATs at the roaming UE based on Proposals 1, 2, 3, 4 and 5 in the previous section.
A corresponding P-CR to TR 24.890 is provided in C1-174151.
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