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2. Reason for Change
33.501 v0.3.0 states. The parts important for the CR are highlighted.
-------------------------
[bookmark: _Toc483244710][bookmark: _Toc483315449][bookmark: _Toc483409319][bookmark: _Toc490577363][bookmark: _Toc490643479]6.1.1.3	Granularity of anchor key binding to serving network
The primary authentication and key agreement procedures support the binding of the anchor key to the serving network. This prevents one serving network from claiming to be a different serving network, and thus provides implicit serving network authentication to the UE. 
Furthermore, the anchor key provided to the serving network is also specific to the authentication having taken place between the UE and a 5G core network, i.e. the anchor key is cryptographically separate from the key delivered from the home network to the serving network in earlier mobile network generations.
The anchor key binding is achieved by including a parameter called “serving network name” into the chain of key derivations that leads from the long-term subscriber key to the anchor key. 
The value of “serving network name” is equal to the string ‘5G’ prepended to the VPLMN Id of the serving network to which the anchor key is sent by the AUSF. 
The chain of key derivations that leads from the long-term subscriber key to the anchor key is specified in clause 6.1.3 for each (class) of authentication methods. The key derivation rules are specified in Annex A. 
NOTE: No parameter like ‘access network type’ is used for anchor key binding as 5G core procedures are supposed to be access network agnostic.
Editor’s Note: The compatibility of serving network authentication with network sharing scenarios is ffs.
-------------------------
This is not captured in 24.890 yet.
4. Proposal
It is proposed to agree the following changes to 3GPP TR 24.890.


* * * Change * * *
8.8.1	Serving network name (SNN)
The serving network name (SNN) is used in the network name field of the AT_KDF_INPUT attribute defined in IETF RFC 5448 [25].
SNN shall take the generic format of an octet string without terminating null characters.
SNN is of maximum length of 1020 octets.
SNN consists of SNN-prefix and SNN-value, delimited by a colon.
SNN-value identifies the serving PLMN.
MCC and MNC in the SNN-PLMN-ID are MCC and MNC of the serving PLMN. If the MNC of the serving PLMN has two digits, then a zero is added at the beginning.
ABNF syntax of SNN is specified in table 8.8.1.1
Table 8.8.1.1: ABNF syntax of SNN
SNN = SNN-prefix ":" SNN-value
SNN-prefix = %x35.47 ; "5G"
SNN-value = SNN-PLMN-ID
SNN-PLMN-ID = SNN-mnc-string SNN-mnc-digits "." SNN-mcc-string SNN-mcc-digits "." SNN-3gppnetwork-string "." SNN-org-string

SNN-mnc-digits = DIGIT DIGIT DIGIT ; MNC of the PLMN ID
SNN-mcc-digits = DIGIT DIGIT DIGIT ; MCC of the PLMN ID
SNN-mnc-string = %x6d.6e.63 ; "mnc" in lower case
SNN-mcc-string = %x6d.63.63 ; "mcc" in lower case
SNN-3gppnetwork-string = %x33.67.70.70.6e.65.74.77.6f.72.6b ; "3gppnetwork" in lower case
SNN-org-string = %x6f.72.67 ; "org" in lower case
TBD

NOTE:	SNN-prefix allows for distinguishing of ANID specified in 3GPP TS 24.302 [13] and SNN as either of SNN or ANID can be carried in the AT_KDF_INPUT attribute.
Editors' note: 	Content of SNN-value depends on SA3 decisions and is FFS.
EXAMPLE:	if PLMN ID contains MCC = 234 and MNC = 15, SNN is 5G:mnc015.mcc234.3gppnetwork.org.
Editors' note: 	3GPP TS 24.302 [13]  needs to be extended so that ANID-prefix "5G" points to the SNN.
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