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2. Reason for Change

In Aug 2017 CT1 meeting, the primary authentication using EAP was added to TR 24.890. Transport of EAP messages was addresssed by an editor's note only:

Editor's note:
Transport of EAP messages between AMF and UE is FFS.

Two alternatives for transport of EAP messages were discussed:

-
Alt-1: one-shot NAS message for DL transport of an EAP-request and another one-shot NAS message for UL transport of an EAP-response. No retransmission timer in NAS layer. The EAP-request retransmission timer in EAP layer of the authenticator is running as expected in RFC3748, section 4.3, 1st paragraph.

-
Alt-2: network initiated transactions where the NAS request carries the EAP-request and NAS response carries the EAP-response. NAS contains a retransmission timer for NAS request.

It was pointed out that TS 33.501 hints towards Alt-2 since TS 33.501 subclause 6.1.3.1 uses N1 message Auth-Req and N1 message Auth-Resp.
Observation-1:
TS 33.501 hints towards EAP message transport using NAS request/response transaction.
However, it was also pointed out that in Alt-2 there would be two layers performing retransmission - NAS layer and EAP layer (RFC3748, section 4.3, 1st paragraph) and this would cause an issue as several NAS transactions for EAP message transport could run in parallel.

Observation-2:
EAP message transport using NAS request/response transaction provides reliable transport of EAP messages.
Further study of RFC3748 reveals that when EAP message transport provides reliability, the retransmissions at EAP layer are recommended to be disabled (see below) and this would resolve the issue.
----------

   When run over a reliable lower layer (e.g., EAP over ISAKMP/TCP, as

   within [PIC]), the authenticator retransmission timer SHOULD be set

   to an infinite value, so that retransmissions do not occur at the EAP

   layer.  The peer may still maintain a timeout value so as to avoid

   waiting indefinitely for a Request. 
----------
Observation-3:
When EAP message are transported using reliable transport, authenticator retransmission timer in EAP layer is recommended to be set to an infinite value, so that retransmissions do not occur at the EAP layer.
According to TS 33.501, authentication procedure is always followed by security mode command procedure.

Proposal-1:
-
introduce AUTHENTICATION REQUEST / AUTHENTICATION RESPONSE transaction and introduce a new timer Tyb at NAS layer of AMF;

-
disable retransmission at EAP layer of AMF;

-
transport EAP-request in AUTHENTICATION REQUEST message; and
-
transport EAP-response in AUTHENTICATION RESPONSE message.

According to TS 33.501, authentication procedure is always followed by security mode command procedure:

----------

6.6.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from idle. The UE shall send a limited set of IEs including those needed to establish security in the intial message when it has no NAS security context. In this case, the complete initial message shall be sent in the NAS Security Mode Complete message. 

When the UE has a security context, the UE shall send the full initial message with just the IEs needed to establish security sent unciphered. The AMF may request the UE to send the complete initial message in the NAS Security Mode Complete message if needed (e.g. the AMF could not find the UE’s security context). 

The protection of the initial NAS message proceeds as shown in Figure 6.6.6-1.
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Figure 6.6.6-1: Protecting the initial NAS message

Step 1: The UE shall send the initial message to the AMF. If the UE has no NAS security context the initial message shall contain a subscription identifier and UE security capabilities only.

Editor’s note: There may be other IEs that are needed to establish security. If so this should be included in the intial message that is sent with out security. 

Editor’s note: It is FFS which IEs can be sent unciphered in initial messages, e.g. NSSAIs

Editor’s note: Alignment with SMS over NAS security clause needs to be considered.

If the UE has a NAS security context, the initial message shall contain be a complete message, where the subscription identifier and UE security capabilities are sent unciphered but the rest of the message is ciphered. With a NAS NAS security context, the initial message is also integrity protected.

Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. The AMF may also initiate an authentication procedure with the UE even if the integrity check passed.

Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command including a request for the complete initial NAS message, if it was not included in step 1 or the network has failed to verify the integrity of the initial NAS message. 

Step 4:  The UE shall send the NAS Security Mode Complete to the network. This message is ciphered and integrity protected and shall include the complete initial NAS message (but may omit the IEs that were sent in the clear in step 1) if requested by the network in the NAS Security Mode Command message.

Step 5: The AMF shall send its response to the initial NAS message. This message is ciphered and integrity protected
----------
EAP-Success can be provided as part of the SECURITY MODE COMMAND message.
Proposal-2: If the authentication is successful, EAP-success is transported in SECURITY MODE COMMAND message.

In case of failure of authentication, TS 33.501 expects transport of EAP-Failure to the UE:

----------

7.4
Security messages over N12  

...

Messages relating to EAP-AKA':

-
5G-AIA containing the EAP-Request/AKA'-Challenge sent to the UE: 

This message sent from AUSF to SEAF is described in clause 6.1.3.1 of the present specification.
-
N12(EAP-Response/AKA'-Challenge): 

This message sent from SEAF to AUSF is described in clause 6.1.3.1 of the present specification. It contains the EAP-Response/AKA'-Challenge sent from the UE.

-
N12(EAP-Request /AKA'-Notification): 

This conditional message sent from AUSF to SEAF is described in clause 6.1.3.1 of the present specification. It contains the EAP- Request /AKA'- Notification sent to the UE.

-
N12(EAP-Response/AKA'-Notification): 

This conditional message sent from SEAF to AUSF is described in clause 6.1.3.1 of the present specification. It contains the EAP-Response/AKA'- Notification sent to the UE.

-
N12(EAP-Success): 

This message sent from AUSF to SEAF is described in clause 6.1.3.1 of the present specification. It contains the EAP-Success message sent to the UE. It also contains the anchor key.

The following messages are part of EAP-AKA’ (cf. RFC 4187 [21] and RFC 5448 [12]), but not shown in 6.1.3.1:

-
N12(EAP-Request/AKA’-Reauthentication)

This message sent from AUSF to SEAF. It contains EAP-Request/AKA’-Reauthentication message the sent to the UE.

-
N12(EAP-Response/AKA’-Reauthentication)

This message sent from SEAF to AUSF. It contains the EAP-Response/AKA’-Reauthentication message sent from the UE

-
N12(EAP-Response/AKA’-Authentication-Reject)

This message sent from SEAF to AUSF. It contains the EAP-Response/AKA’-Authentication-Reject message sent from the UE.

-
N12(EAP-Response/AKA’-Synchronization-Failure)

This message sent from SEAF to AUSF. It contains the EAP-Response/AKA’-Synchronization-Failure message sent from the UE.

-
N12(EAP-Response/AKA’-Client-Error)

This message sent from SEAF to AUSF. It contains the EAP-Response/AKA’-Client-Error message sent from the UE.

-
N12(EAP-Failure)

This message sent from AUSF to SEAF. It contains the EAP-Failure message sent to the UE.
Editor’s Note: It is to be finally decided by CT1 whether the method-specific identity exchange messages EAP-Request/AKA’-Identity and EAP-Response/AKA’-Identity are needed in 5G. 
----------

If authentication is not successful, security mode command procedure cannot be run (as SECURITY MODE COMMAND message is integrity protected according to TS 33.501). 

EAP-Failure can be provided as part of the response of the initial 5GMM procedure as part of which the EAP based primary authentication and key agreement procedure is performed.

Proposal-3: If the authentication is unsuccessful, EAP-failure is transported in a response of the initial 5GMM procedure as part of which the EAP based primary authentication and key agreement procedure is performed.
3. Conclusions

Observation-1:
TS 33.501 hints towards EAP message transport using NAS request/response transaction.
Observation-2:
EAP message transport using NAS request/response transaction provides reliable transport of EAP messages.
Observation-3:
When EAP message are transported using reliable transport, authenticator retransmission timer in EAP layer is recommended to be set to an infinite value, so that retransmissions do not occur at the EAP layer.
Proposal-1:
-
introduce AUTHENTICATION REQUEST / AUTHENTICATION RESPONSE transaction and introduce a new timer Tyb at NAS layer of AMF;

-
disable retransmission at EAP layer of AMF;

-
transport EAP-request in AUTHENTICATION REQUEST message; and

-
transport EAP-response in AUTHENTICATION RESPONSE message.

Proposal-2: If the authentication is successful, EAP-success is transported in SECURITY MODE COMMAND message.

Proposal-3: If the authentication is unsuccessful, EAP-failure is transported in a response of the initial 5GMM procedure as part of which the EAP based primary authentication and key agreement procedure is performed.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.890.
* * * Change * * *

8.5.2.1.2
EAP based primary authentication and key agreement procedure

8.5.2.1.2.1
General

Extensible authentication protocol (EAP) as specified in IETF RFC 3748 [21] enables authentication using various EAP methods.

EAP defines four types of EAP messages:

-
an EAP-request message;

-
an EAP-response message;

-
an EAP-success message; and
-
 an EAP-failure message.

Several rounds of exchanges of an EAP-request message and a related EAP-response message can be required to achieve the authentication (see example in figure 8.5.2.1.2.1.1).

The EAP-request message is transported from the network to the UE using the AUTHENTICATION REQUEST message of the EAP message reliable transport procedure.

The EAP-response message is transported from the UE to the network using the AUTHENTICATION RESPONSE AUTHENTICATION RESPONSE message of the EAP message reliable transport procedure.

If the authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE using the SECURITY MODE COMMAND message of the security mode command procedure.
If the authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE in a response of the initial 5GMM procedure as part of which the EAP based primary authentication and key agreement procedure is performed.
The AMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [21] subclause 4.3 to infinite value.

NOTE:
The EAP message reliable transport procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer do not occur.

The AUSF and the AMF support exchange of EAP messages using N12.
Editor’s note: The ngKSI handling at EAP authentication is FFS.
Editor’s note: Whether 5GS authentication and EAP authentication can be specified to use the same NAS messages or if separate NAS messages are needed is FFS.
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Figure 8.5.2.1.2.1.1: EAP based primary authentication and key agreement procedure
8.5.2.1.2.2
EAP-AKA' related procedures

8.5.2.1.2.2.1
General

The UE shall support acting as EAP-AKA' peer as specified in IETF RFC 5448 [25]. The AUSF may support acting as EAP-AKA' server as specified in IETF RFC 5448 [25].

The EAP-AKA' enables mutual authentication of the UE and the network.

8.5.2.1.2.2.2
Initiation
In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [25]. The AUSF shall set the AT_KDF_INPUT attribute of the EAP-request/AKA'-challenge message to the SNN. The SNN is in format described in subclause 8.8.1. The AUSF may include AT_RESULT_IND attribute in the EAP-request/AKA'-challenge message.

Upon receiving an EAP-request/AKA'-challenge message, the UE checks whether the network name field of the AT_KDF_INPUT attribute is the SNN constructed according to subclause 8.y.1.

Editor's note:
It needs to be described how the UE gets the input for checking the SNN.

8.5.2.1.2.2.3
UE successfully authenticates network
If the SNN check is successful and procedures for handling of the EAP-request/AKA'-challenge message specified in IETF RFC 5448 [25] are successful, the UE shall generate an anchor key and shall send an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [25].

Editor's note:
Anchor key generation is FFS.
If the EAP-request/AKA'-challenge message contains AT_RESULT_IND attribute, the UE may include AT_RESULT_IND attribute in the EAP-response/AKA'-challenge message.

8.5.2.1.2.2.4
Errors when handling EAP-request/AKA'-challenge message
If the SNN check fails or the UE does not accept AUTN during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [25], the UE shall send an EAP-response/AKA'-authentication-reject message as specified in IETF RFC 5448 [25].

If the SNN check is successful but the UE detects that the sequence number in AUTN is not correct during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [25], the UE shall send an EAP-response/AKA'-synchronization-failure message as specified in IETF RFC 5448 [25].
If the SNN check is successful, the sequence number in AUTN is correct and the UE detects another error during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [25], the UE shall send an EAP-response/AKA'-client-error message as specified in IETF RFC 5448 [25].

8.5.2.1.2.2.5
Network successfully authenticates UE

Upon reception of the EAP-response/AKA'-challenge message, if procedures for handling an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [25] are successful, the AUSF shall generate anchor key and checks whether the AT_RESULT_IND attribute is included in the EAP-response/AKA'-challenge message and:
-
if the AT_RESULT_IND attribute is included in the EAP-response/AKA'-challenge message, the AUSF shall send an EAP-request/AKA'-notification message that does not imply failure as specified in IETF RFC 5448 [25]; and
-
if the AT_RESULT_IND attribute is not included in the EAP-response/AKA'-challenge message, the AUSF shall send an EAP-success message as specified in IETF RFC 5448 [25] along with the anchor key and shall consider the procedure complete.

8.5.2.1.2.2.6
UE handling EAP-AKA' notification

Upon receiving an EAP-request/AKA'-notification message, the UE shall send an EAP-response/AKA'-notification message as specified in IETF RFC 5448 [25].

8.5.2.1.2.2.7
Network sending EAP-success message
Upon reception of the EAP-response/AKA'-notification message, if earlier procedures for handling an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [25] were successful, the AUSF shall send an EAP-success message as specified in IETF RFC 5448 [258] along with the anchor key and shall consider the procedure complete.

8.5.2.1.2.2.8
UE handling EAP-success message
Upon receiving an EAP-success message, the UE shall consider the procedure complete.

8.5.2.1.2.2.9
Network not successfully authenticates UE

Upon reception of the EAP-response/AKA'-challenge message, if procedures for handling an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [25] are not successful, the AUSF shall send an EAP-request/AKA'-notification message that implies failure as specified in IETF RFC 5448 [25].

8.5.2.1.2.2.10
Network sending EAP-failure message
Upon reception of the EAP-response/AKA'-notification message, if earlier procedures for handling an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [25] were not successful, the AUSF shall send an EAP-failure message as specified in IETF RFC 5448 [258] and shall consider the procedure complete.

8.5.2.1.2.2.11
UE handling EAP-success
Upon receiving an EAP-failure message, the UE shall consider the procedure complete.

8.5.2.1.3
EAP message reliable transport procedure
8.5.2.1.3.1
General
The purpose of the EAP message reliable transport procedure is to provide a reliable transport of an EAP-request message from the network to the UE and of an EAP-response message from the UE to the network.
8.5.2.1.3.2
EAP message reliable transport procedure initiation by the network

In order to initiate the EAP message reliable transport procedure, the AMF shall create an AUTHENTICATION REQUEST message.
The AMF shall set the EAP message IE of the AUTHENTICATION REQUEST message to the EAP-request message to be sent to the UE.

The AMF shall send the AUTHENTICATION REQUEST message to the UE, and the AMF shall start timer Tyb (see example in figure 8.5.2.1.3.2.1).
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Figure 8.5.2.1.3.2.1: EAP message reliable transport procedure
Upon receipt of a AUTHENTICATION REQUEST message, the UE handles the EAP message received in the EAP message IE of the AUTHENTICATION REQUEST message.

8.5.2.1.3.3
EAP message reliable transport procedure accepted by the UE
The UE shall create a AUTHENTICATION RESPONSE message.
If the received EAP message is an EAP-request message, the UE shall set the EAP message IE of the AUTHENTICATION RESPONSE message to the EAP-response message responding to the received EAP-request message.

The UE shall send the AUTHENTICATION RESPONSE message to the AMF.
Upon receipt of a AUTHENTICATION RESPONSE message, the AMF shall stop timer Tyb. If the EAP message IE is included in the AUTHENTICATION RESPONSE message, the AMF handles the EAP message received in the EAP message IE of the AUTHENTICATION RESPONSE message.
8.5.2.1.3.4
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Tyb expired
Editor's note:
Further abnormal cases are FFS

8.5.2.1.3.5
Abnormal cases in the UE

Editor's note:
Abnormal cases are FFS
* * * Change * * *

8.6.3
Authentication request

8.6.3.1
Message definition

This message is sent by the network to the UE to initiate authentication of the UE identity. See table 8.6.3.1.

Message type:
AUTHENTICATION REQUEST

Significance:

dual

Direction:


network to UE
Table 8.6.3.1: AUTHENTICATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type

6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

6.6.6.4
	M
	V
	½

	
	Authentication request message type
	Message type

6.6.6.6
	M
	V
	1

	
	ngKSI 
	NAS key set identifier

8.7.2
	O
	TV
	1

	
	
	

	
	
	

	
	Authentication parameter RAND (5G challenge)
	Authentication parameter RAND

8.7.3
	O
	TV
	16

	
	Authentication parameter AUTN (5G challenge)
	Authentication parameter AUTN

8.7.4
	O
	TLV
	17

	x
	EAP message
	EAP message
8.7.x
	O
	TLV-E
	7-1503


8.6.3.x
EAP message
EAP message IE is included if the AUTHENTICATION REQUEST message is used in an EAP authentication procedure.

Editor's note:
The content of the Authentication request message is FFS. At least the following is needed: ngKSI (mandatory), authentication parameter RAND (mandatory), authentication parameter AUTN (mandatory).

* * * Next Change * * *

8.6.4
Authentication response

8.6.4.1
Message definition

This message is sent by the UE to the network to deliver a calculated authentication response to the network. See table 8.6.4.1.

Message type:
AUTHENTICATION RESPONSE

Significance:

dual

Direction:


UE to network
Table 8.6.4.1: AUTHENTICATION RESPONSE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type

6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

6.6.6.4
	M
	V
	½

	
	Authentication response message type
	Message type

6.6.6.6
	M
	V
	1

	x
	EAP message
	EAP message
8.7.x
	O
	TLV-E
	7-1503


8.6.4.z
EAP message
EAP message IE is included if the EAP message received in a related AUTHENTICATION REQUEST message was an EAP-request.

Editor's note:
The content of the Authentication response message is FFS. At least the following is needed: authentication response parameter (mandatory).
* * * Next Change * * *

* * * Next Change * * *

8.7.x
EAP message

The EAP message information element transport an EAP message as specified in IETF RFC 3748 [21].

The EAP message information element is coded as shown in figure 8.7.x.1 and table 8.7.x.1.

The EAP message is a type 6 information element with minimum length of 7 octets and maximum length of 1503 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	EAP message IEI
	octet 1

	Length of EAP message contents
	octet 2
octet 3

	EAP message
	octet 4

octet x


Figure 8.7.x.1: EAP message information element

Table 8.7.x.1: EAP message information element

	EAP message (octet 4 to x)

	An EAP message as specified in IETF RFC 3748 [21].
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