Page 1



3GPP TSG-CT WG1 Meeting #106
C1-174223
Kochi (India), 23-27 October 2017
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	24.281
	CR
	0016
	rev
	-
	Current version:
	14.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Corrections to clause 4 on MCVideo general description

	
	

	Source to WG:
	Huawei, Hisilicon

	Source to TSG:
	C1

	
	

	Work item code:
	MCImp-MCVIDEO-CT
	
	Date:
	2017-10-14

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-14

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	1. Location procedures are not supported for MCVideo in Rel.14.
2. Private call call back, first to answer call, ambient listening not supported for MCVideo in Rel.14

3. Change draft-holmberg-dispatch-mcptt-rp-namespace with IETF RFC 8101 as the latest reference

4.Correct the key mgmt attribute name



	
	

	Summary of change:
	1. Remove the reference to location procedures.
2. Removed the warning codes related to Private call call back, first to answer call, ambient listening

3. Replaced the reference for draft-holmberg-dispatch-mcptt-rp-namespace with IETF RFC 81014. 

4. Change the attribute name key mgmt attribute name to key-mgmt.

	
	

	Consequences if not approved:
	Unused codes, incorrect references will cause confusion to implementa

	
	

	Clauses affected:
	4.1, 4.4.2, 4.6.1, 4.6.2, 4.7.1

	
	

	
	Y
	N
	
	

	Other specs
	
	N
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	N
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	N
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***** First change *****
4.1
MCVideo overview

The MCVideo service supports communication between several users (i.e. group call), where each user has the ability to send and receive video media. The MCVideo service also supports private calls between two users. Group calls and private calls can be provided on-network and off-network.

The present document provides the call control protocol to support the MCVideo architectural procedures specified in 3GPP TS 23.281 [26].
For on-network calls, the present document makes use of the existing IMS procedures specified in 3GPP TS 24.229 [11]. For on-network group calls, the procedures in the present document allow the use of unicast bearers.

The on-network procedures in this document allow an MCVideo user to:

-
initiate a new MCVideo group session;

-
join an MCVideo group session that has already been established; and

-
leave an established MCVideo group session and then re-join the same MCVideo group session if still established.
For off-network calls, the present document utilises the procedures for ProSe direct discovery for public safety and the procedures for one-to-one ProSe direct communication for Public Safety, as specified in 3GPP TS 24.334 [59]. The present document specifies the MCVideo Off-Network Protocol (MVONP) and the MVONP application procedures.

For on-network and off-network calls, the present document provides support for MCVideo emergency calls, MCVideo imminent-peril calls and MCVideo emergency alerts.

NOTE:
MCVideo emergency calls do not utilise emergency bearers. Instead the EPS bearer priority of a normal bearer is adjusted.
The MCVideo procedures provided by the present document refer to:

-
the transmission-control procedures defined in 3GPP TS 24.581[5];

-
the group management procedures defined in 3GPP TS 24.481 [24];

-
the identity management procedures defined in 3GPP TS 24.482 [52];

-
the security procedures defined in 3GPP TS 33.180 [8]; and


the PS-PS access transfer procedures defined in 3GPP TS 24.237 [60].
The MCVideo procedures provided by the present document access the configuration parameters provided by 3GPP TS 24.483 [4] and 3GPP TS 24.484 [25].
Codecs and media handling for MCVideo are specified in 3GPP TS 26.281 [61];

The following procedures are provided within this document:

-
common procedures are specified in clause 6;

-
procedures for registration in the IM CN subsystem and service authorisation are specified in clause 7;
-
procedures for affiliation are specified in clause 8;
-
procedures for on-network and off-network group call are specified in clause 9;
-
procedures for on-network and off-network private call are specified in clause 10; and
-
procedures for on-network and off-network emergency alert are specified in clause 11;

The MCVideo UE primarily obtains access to the MCVideo service via E-UTRAN, using the procedures defined in 3GPP TS 24.301 [62].
***** Next change *****
4.4.2
Warning texts

The text string included in a Warning header field consists of an explanatory text preceded by a 3-digit text code, according to the following format in Table 4.4.2-1.

Table 4.4.2-1 ABNF for the Warning text

warn-text      =/  DQUOTE mcvideo-warn-code SP mcvideo-warn-text DQUOTE

mcvideo-warn-code = DIGIT DIGIT DIGIT 

mcvideo-warn-text = *( qdtext | quoted-pair )

Table 4.4.2-2 defines the warning texts that are defined for the Warning header field when a Warning header field is included in a response to a SIP INVITE request as specified in subclause 4.4.1.

Table 4.4.2-2: Warning texts defined for the Warning header field

	Code
	Explanatory text
	Description

	100
	function not allowed due to <detailed reason>
	The function is not allowed to this user.

The <detailed reason> will be either "group definition", "access policy", "local policy", or "user authorisation", or can be a free text string.

	101
	service authorisation failed
	The service authorisation of the MCVideo ID against the IMPU failed at the MCVideo server.

	102
	too many simultaneous affiliations
	The MCVideo user already has N2 maximum number of simultaneous affiliations.

	103
	maximum simultaneous MCVideo group calls reached
	The number of maximum simultaneous MCVideo group calls supported for the MCVideo user has been exceeded.

	104
	isfocus not assigned
	A controlling MCVideo function has not been assigned to the MCVideo session.

	105
	subscription not allowed in a broadcast group call
	Subscription to the conference event package rejected during a group call initiated as a broadcast group call.

	106
	user not authorised to join chat group
	The MCVideo user is not authorised to join this chat group.

	107
	user not authorised to make private calls
	The MCVideo user is not authorised to make private calls.

	108
	user not authorised to make chat group calls
	The MCVideo user is not authorised to make chat group calls.

	109
	user not authorised to make prearranged group calls
	The MCVideo user is not authorised to make group calls to a prearranged group.

	110
	user declined the call invitation
	The MCVideo user declined to accept the call.

	111
	group call proceeded without all required group members
	The required members of the group did not respond within the acknowledged call time, but the call still went ahead.

	112
	group call abandoned due to required group members not part of the group session
	The group call was abandoned, as the required members of the group did not respond within the acknowledged call time.

	113
	group document does not exist
	The group document requested from the group management server does not exist.

	114
	unable to retrieve group document
	The group document exists on the group management server but the MCVideo server was unable to retrieve it.

	115
	group is disabled
	The group has the <disabled> element set to "true" in the group management server.

	116
	user is not part of the MCVideo group
	The group exists on the group management server but the requesting user is not part of this group.

	117
	the group identity indicated in the request is a prearranged group
	The group id that is indicated in the request is for a prearranged group, but did not match the request from the MCVideo user.



	118
	the group identity indicated in the request is a chat group
	The group id that is indicated in the request is for a chat group, but did not match the request from the MCVideo user,



	119
	user is not authorised to initiate the group call
	The MCVideo user identified by the MCVideo ID is not authorised to initiate the group call.

	120
	user is not affiliated to this group
	The MCVideo user is not affiliated to the group.

	121
	user is not authorised to join the group call
	The MCVideo user identified by the MCVideo ID is not authorised to join the group call.

	122
	too many participants
	The group call has reached its maximum number of participants.

	123
	MCVideo session already exists
	Inform the MCVideo user that the group call is currently ongoing. 

	124
	maximum number of private calls reached
	The maximum number of private calls allowed at the MCVideo server for the MCVideo user has been reached.

	125
	user not authorised to make private call with automatic commencement
	The MCVideo user is not authorised to make a private call with automatic commencement.

	126
	user not authorised to make private call with manual commencement
	The MCVideo user is not authorised to make a private call with manual commencement.

	127
	user not authorised to be called in private call
	The called MCVideo user is not allowed to be part of a private call.

	128
	isfocus already assigned
	The MCVideo server owning an MCVideo group received a SIP INVITE request destined to the MCVideo group from another MCVideo server already assigned as the controlling MCVideo function and the MCVideo server owning the MCVideo group does not support mutual aid or supports trusted mutual aid but does not authorise trusted mutual aid.

	137
	the indicated group call does not exist
	The participating MCVideo function cannot find an ongoing group session associated with the received MCVideo session identity.

	138
	subscription of conference events not allowed
	The controlling MCVideo function could not allow the MCVideo user to subscribe to the conference event package.

	139
	integrity protection check failed
	The integrity protection of an XML MIME body failed.

	140
	unable to decrypt XML content
	The XML content cannot be decrypted.

	141
	user unknown to the participating function
	The participating function is unable to associate the public user identity with an MCVideo ID.

	142
	unable to determine the controlling function
	The participating function is unable to determine the controlling function for the group call or private call.

	143
	not authorised to force auto answer
	The calling user is not authorised to force auto answer on the called user.

	144
	user not authorised to call this particular user
	The calling user is not authorised to call this particular called user.

	145
	unable to determine called party
	The participating function was unable to determine the called party from the information received in the SIP request.

	146
	T-PF unable to determine the service settings for the called user
	The service settings have not been uploaded by the terminating client to the terminating participating server.

	147
	user is authorized to initiate a temporary group call
	The non-controlling MCVideo function has authorized a request from the controlling MCVideo function to authorize a user to initiate an temporary group session.

	148
	MCVideo group is regrouped
	The MCVideo group hosted by a non-controlling MCVideo function is part of a temporary group session as the result of the group regroup function.

	149
	SIP-INFO request pending
	The MCVideo client needs to wait for a SIP-INFO request with specific content, before taking further action.

	150
	invalid combinations of data received in MIME body
	The MCVideo client included invalid combinations of data in the SIP request.

	
	
	

	
	
	

	
	
	

	
	
	


***** Next change *****
4.6.1
MCVideo emergency group calls

MCVideo emergency group calls as defined by 3GPP TS 23.281 [26] are supported by the procedures in this specification. The following MCVideo emergency group call functionalities are described:

-
MCVideo emergency group call origination;

-
upgrade of an MCVideo group call to an MCVideo emergency group call; and

-
in-progress group emergency cancel.

NOTE 1:
In-progress group emergency cancel means the cancellation of the in-progress emergency state of the group, which is managed by the controlling MCVideo function.

The above functionalities are supported using both MCVideo prearranged group calls and MCVideo chat group calls.

Key aspects of MCVideo emergency group calls include:

-
adjusted EPS bearer priority for all participants whether or not they themselves are in an emergency condition (i.e. have their MCVideo emergency state set). For unicast bearers this is achieved by using the Resource-Priority header field as specified in IETF RFC 4412 [33] with namespaces defined for use by MCVideo specified in IETF RFC 8101 [43], and for MBMS bearers this is achieved by having the participating MCVideo function adjust the ARP (priority, PVI, PCI) and executing the Modify MBMS Bearer Procedure per 3GPP TS 29.468 [44];

-
pre-emptive transmission control priority over MCVideo users in MCVideo emergency group calls who themselves do not have their MCVideo emergency state set;

-
restoration of normal EPS bearer priority to the call participants when the in-progress emergency group state is cancelled;

-
restoration of normal transmission control priority participants when the in-progress emergency group state is cancelled;

-
requires the MCVideo user to be authorised to either originate or cancel an MCVideo emergency group call;

-
requests to originate MCVideo emergency group calls may also include an indication of an MCVideo emergency alert; and

-
requests to cancel MCVideo emergency group calls may also include an indication of cancelling a previously issued MCVideo emergency alert.

There are a number of states that are key in managing these aspects of MCVideo emergency group calls, which include:

-
MCVideo emergency state: as defined in 3GPP TS 22.281 [36] and 3GPP TS 23.281 [26], indicates that the MCVideo user is in a life-threatening situation. Managed by the MCVideo user of the device or an authorised MCVideo user. While the MCVideo emergency state is set on the client, all calls originated by the client will be MCVideo emergency calls, assuming the MCVideo user is authorised for MCVideo emergency calls on them.

-
in-progress emergency group state: as defined in 3GPP TS 22.281 [36] and 3GPP TS 23.281 [26], indicates whether or not there is an MCVideo emergency group call ongoing on the specified group. This state is managed by the controlling MCVideo function. All group calls originated on this MCVideo group when in an in-progress emergency state are MCVideo emergency group calls until this state is cancelled, whether or not the originator is themselves in an MCVideo emergency state.

-
MCVideo emergency group (MVEG) state: this is an internal state managed by the MCVideo client which tracks the in-progress emergency state of the group as defined in 3GPP TS 22.281 [36] and 3GPP TS 23.281 [26] and managed by the controlling MCVideo function. Ideally, the MCVideo client would not need to track the in-progress emergency group state, but doing so enables the MCVideo client to request MCVideo emergency-level priority earlier than otherwise possible. For example, if the MCVideo user wishes to join an MCVideo emergency group call and is not in MCVideo emergency state itself, the MCVideo client should have emergency level priority. If it has knowledge of the in-progress emergency state of the group, it can request priority by including a Resource-Priority header field set to the MCVideo namespace specified inIETF RFC 8101 [38], and appropriate priority level in the SIP INVITE request (or SIP re-INVITE request).

-
MCVideo emergency group call (MVEGC) state: this is an internal state managed by the MCVideo client which in conjunction with the MCVideo emergency alert state aids in managing the MCVideo emergency state and related actions.

-
MCVideo emergency alert (MEA) state: this is also an internal state of the MCVideo client which in conjunction with the MCVideo emergency group call state aids in managing the MCVideo emergency state and related actions.

NOTE 2:
The above states and their transitions are described in Annex G.

***** Next change *****
4.6.2
MCVideo emergency private calls

MCVideo emergency private calls as defined by 3GPP TS 23.281 [26] are supported by the procedures in this specification. The following MCVideo emergency private call functionalities are specified in the present document:

-
MCVideo emergency private call origination with optional MCVideo emergency alert initiation;

-
upgrade of an MCVideo private call to an MCVideo emergency private; and

-
cancellation of the MCVideo emergency private call priority.

Key aspects of MCVideo emergency private calls include:

-
adjusted EPS bearer priority for both participants whether or not they are both in an emergency condition (i.e. both have their MCVideo emergency state set). This is achieved by using the Resource-Priority header field as specified in IETF RFC 4412 [33] with namespaces defined for use by MCVideo specified in IETF RFC 8101 [43];

-
the initiator of the MCVideo emergency private call can override the other MCVideo user in the MCVideo emergency private call unless that user also has their MCVideo emergency state set;

-
restoration of normal EPS bearer priority to the call according to system policy (e.g., configured time limit for the emergency priority of an MCVideo emergency private call or cancellation of the emergency condition of the private call);

-
restoration of normal transmission control priority participants when the emergency elevated priority is cancelled;
-
requires the MCVideo user to be authorised to either originate or cancel an MCVideo emergency private call;
-
requires the targeted MCVideo user to be authorised to receive an MCVideo emergency private call;

-
requests to originate MCVideo emergency private calls may also include an indication of an MCVideo emergency alert; and

-
the originator of the MCVideo emergency private call can request that the call use either manaual or automatic commencement mode.
There are a number of states that are key in managing these aspects of MCVideo emergency private calls, which include:

-
MCVideo emergency state (MVES): as defined in 3GPP TS 22.281 [36] and 3GPP TS 23.281 [26], indicates that the MCVideo user is in a life-threatening situation. Managed by the MCVideo user of the device or an authorised MCVideo user. While the MCVideo emergency state is set on the client, all MCVideo group and private calls originated by the client will be MCVideo emergency calls, assuming the MCVideo user is authorised for MCVideo emergency calls on them.

-
MCVideo private emergency alert (MVPEA) state: this is an internal state of the MCVideo client which in conjunction with the MCVideo emergency private call state aids in managing the MCVideo emergency state and related actions.
-
MCVideo emergency private call (MVEPC) state: this is an internal state managed by the MCVideo client which in conjunction with the MCVideo emergency alert state aids in managing the MCVideo emergency state and related actions.
-
In-progress emergency private call (IPEPC) state: indicates whether or not there is an MCVideo emergency private call in-progress for the two participants. This state is managed by the controlling MCVideo function. All private calls originated between these two participants when in an in-progress emergency private call state are MCVideo emergency private calls until this state is cancelled, whether or not the originator is in an MCVideo emergency state.
-
MCVideo emergency private priority (MVEPP) state: this is an internal state managed by the MCVideo client which tracks the in-progress emergency private call state of the private call managed by the controlling MCVideo function. Ideally, the MCVideo client would not need to track the in-progress emergency private priority state, but doing so enables the MCVideo client to request MCVideo emergency-level priority earlier than otherwise possible. For example, if the MCVideo user wishes to join an MCVideo emergency private call and is not in the MCVideo emergency state, the MCVideo client should have emergency level priority. If it has knowledge of the in-progress emergency private priority state of the private call (i.e., the two participants), it can request priority by including a Resource-Priority header field set to the MCVideo namespace specified in IETF RFC 8101 [38], and appropriate priority level in the SIP INVITE request (or SIP re-INVITE request).
NOTE:
The above states and their transitions are described in Annex G.
***** Next change *****
4.7.1
Media security
If a mission critical organisation requires MCVideo users to communicate using end-to-end security, a security context needs to be established between the initiator of the call and the recipient(s) of the call, prior to the establishment of media, or transmission control signalling. This provides assurance to MCVideo users that no unauthorised access to communications is taking place within the MCVideo network. An MCVideo key management server (KMS) manages the security domain. For any end-point to use or access end-to-end secure communications, it needs to be provisioned with keying material associated to its identity by the KMS as specified in 3GPP TS 33.180 [8].

For group calls, the security context is set up at the time of creation of the group. The group management server creates group call keying material associated with the group and distributes it to all members of the group, in advance of the initiation of a group call as specified in 3GPP TS 24.481 [24] and 3GPP TS 33.180 [8]. The establishment of a security context for group calls has no impact on this specification.

For private calls, the security context is initiated at call setup. An end-to-end security context is established that is unique to the pair of users involved in the call. The procedure involves transferral of an encapsulated private call key (PCK) and private call key id (PCK-ID) from the initiator to the terminator. The PCK is encrypted using the terminator's MCVideo ID and domain-specific material provided from the terminating user's KMS. The domain-specific key material of the terminator's KMS is identified by a KMS URI stored in the terminating user profile. The domain-specific key material for all KMSs is downloaded in advance from the initiator's home KMS as described in 3GPP TS 33.180 [8]. The PCK and PCK-ID are distributed within a MIKEY payload within the SDP offer of the private call request. This payload is called a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [55], which ensures the confidentiality, integrity and authenticity of the payload. The encoding of the MIKEY payload in the SDP offer is described in IETF RFC 4567 [56] using an "a=key-mgmt" attribute. The payload is signed using a key associated to the identity of the initiating user. At the terminating side, the signature is validated. If valid, the UE extracts and decrypts the encapsulated PCK. The MCVideo UE also extracts the PCK-ID. This process is described in 3GPP TS 33.180 [8]. With the PCK successfully shared between the two MCVideo UEs, the UEs are able to use SRTP/SRTCP to create an end-to-end secure session.
End-to-end security is independent of the transmission path and hence is applicable to both on and off-network communications. With a security context established, the group call key and private call key can be used to encrypt media and, if required, transmission control traffic between the end-points as described in 3GPP TS 24.581 [5].

***** End change *****
