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1. Reason for change
In LS C1-172866, SA2 requested CT1 to develop a control plane solution allowing the HPLMN to provide a roaming UEs with information about preferred networks and RAT depending on the UE’s current location.

SA1 confirmed in LS C1-173746 that there were corresponding service requirements in TS 22.011 and TS 22.261.

The resulting requirements were captured in TR 24.890 subclause 5.2.4 by C1-173804, but many points are left unspecified or FFS, in particular:

1) Should the UE temporarily store the list of preferred PLMN/RATs in the ME, or overwrite the "Operator Controlled PLMN Selector with Access Technology" data file in the USIM?

2) How is the list of preferred PLMN/RATs conveyed to the UE?

3) How does this control plane solution relate to solutions to convey other types of policy defined by SA2 (e.g. ANSDP, URSP) to the UE?

4) How does the UE verify that the VPLMN has not tampered with the list of preferred PLMN/RATs?

5) What should be the UE behavior if the UE determines that the list of preferred PLMN/RATs has been tampered with?

The present P-CR proposes text to address these open points, based on the proposals described in C1-174150.

2. Proposal

It is proposed to agree the following changes to 3GPP TR 24.890 v1.0.3.
* * * First Change * * * *

5.2.4
Procedure for steering of UE in VPLMN

5.2.4.1
General
The purpose of the procedure for steering of UE in VPLMN is to allow the HPLMN to update the list of preferred PLMN/RATs at the UE e.g., depending on the UE current location via NAS signalling.


The VPLMN shall not be able to modify the information sent by the HPLMN. The UE shall be able to verify the integrity of the received information.
Editor's note:
SA3 needs to confirm whether it is feasible to ensure the VPLMN cannot alter the contents of the list of preferred PLMN/RATs sent to the UE by the VPLMN.

Editor's note:
End-to-end security between HPLMN and roaming UEs will be defined following SA3 recommendations.

The UE shall maintain a per PLMN steering attempt counter. The steering attempt counter for a given PLMN is incremented when the integrity check of the contents of the payload container IE of a DL NAS transport message with a payload information IE containing a payload information type field indicating that the payload container contains an updated list of preferred PLMN/RATs fails at the UE. The steering attempt counter is reset when:

-
the UE is switched off;

-
the USIM is removed; and

-
the integrity check of the contents of the payload container IE of a DL NAS transport message with a payload information IE containing a payload information type field indicating that the payload container contains an updated list of preferred PLMN/RATs passes at the UE. 

5.2.4.2
Initiation of the procedure for steering of UE in VPLMN
The network intiates the procedure for steering of UE in VPLMN using the NAS transport procedure specified in subclause 8.5.1.1, with:

-
if the length of the encoded updated list of preferred PLMN/RATs is equal to or less than 65,535 octets:

1)
the payload container IE of the DL NAS transport message set to the updated list of preferred PLMN/RATs; and
Editor's note:
The encoding of the updated list of preferred PLMN/RATs in the payload container IE is FFS.

2)
the payload information IE of the DL NAS transport message set to include:
i)
a payload information type field indicating that the payload container contains an updated list of preferred PLMN/RATs; and
Editor's note:
The encoding of the payload information type field for steering of UE in VPLMN is FFS.

ii)
a MAC field enabling the UE to verify the integrity of the contents of the payload container; and
Editor's note:
The generation of the MAC field needs to be specified by SA3.

-
if the length of the encoded updated list of preferred PLMN/RATs is greater than 65,535 octets:

1)
the payload container IE of the DL NAS transport message set to the URL that the UE shall use to retrieve the updated list of preferred PLMN/RATs over the user plane; and

Editor's note:
The encoding of the URL that the UE shall use to retrieve the updated list of preferred PLMN/RATs over the user plane in the payload container IE is FFS.

2)
the payload information IE of the DL NAS transport message set to include:

i)
a payload information type field indicating that the payload container contains a URL to retrieve an updated list of preferred PLMN/RATs over the user plane; and

Editor's note:
The encoding of the payload information type field for steering of UE in VPLMN is FFS.

ii)
a MAC field enabling the UE to verify the integrity of the contents of the payload container.

Editor's note:
The generation of the MAC field needs to be specified by SA3.

5.2.4.3
Procedure for steering of UE in VPLMN accepted by the UE

Upon receiving a DL NAS transport message with a payload information IE containing a payload information type field indicating that the payload container IE contains an updated list of preferred PLMN/RATs or a URL to retrieve an updated list of preferred PLMN/RATs over the user plane, the UE shall verify the integrity of the contents in the payload container IE using the MAC field in the payload information IE. If the integrity check passes, the UE shall:
-
reset the steering attempt counter for the registered PLMN;

-
if the payload information type field of the DL NAS transport message indicates that the payload container IE contains an updated list of preferred PLMN/RATs:
1)
replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME with the list included in the payload container IE of the DL NAS transport message;

2)
delete the PLMNs identified by the list in the payload container IE of the DL NAS transport message from the Forbidden PLMN list, if they are present in this list. This includes any information stored in the USIM and the ME internal memory; 

3)
take the new information into account in subsequent attempts to access a higher priority PLMN; and

4)
attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired; and
-
if the payload information type field of the DL NAS transport message indicates that the payload container IE contains a URL to retrieve an updated list of preferred PLMN/RATs over the user plane:

1)
obtain the updated list of preferred PLMN/RATs over the user plane using the URL included in the payload container IE;
2)
replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME with the list obtained over the user plane;
3)
delete the PLMNs identified by the list in the payload container IE of the DL NAS transport message from the Forbidden PLMN list, if they are present in this list. This includes any information stored in the USIM and the ME internal memory; 

4)
take the new information into account in subsequent attempts to access a higher priority PLMN; and

5)
attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired.
5.2.4.4
Procedure for steering of UE in VPLMN not accepted by the UE

If the integrity check of the contents of the payload container IE fails at the UE, the UE shall:

-
increment the steering attempt counter for the registered PLMN;

-
if the UE is configured with a URL to obtain an updated list of preferred PLMN/RATs, obtain the list over the user plane using that URL;

-
if the UE is not configured with a URL to obtain an updated list of preferred PLMN/RATs and the steering attempt counter is less than 5, send an UL NAS transport message with:
1)
a payload container IE containined the PLMN ID of the registered PLMN and the value of the steering attempt counter for the registered PLMN; and
2) a payload information IE containing a payload information type field indicating that the payload container contains information related to failure of steering of UE in VPLMN; and
-
if the UE is not configured with a URL to obtain an updated list of preferred PLMN/RATs and the steering attempt counter is equal to 5, add the registered PLMN to the forbidden PLMNs list and perform PLMN selection as specified in 3GPP TS 23.122 [7]).
* * * End of Changes * * * *

