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1) Background
The key management currently specified for first-to-answer call in TS 24.379 does not comply with that defined in TS 33.180, which differs from the key management used for private call. Private call includes the MIKEY-SAKKE I_MESSAGE in the SDP offer included in the originator's INVITE, whereas in stage 2 subclause 7.2.4.3, TS 33.180 it is stated:
...

"MCPTT user at MCPTT client 2 accepts the call, which causes the MCPTT client 2 to send a first-to-answer call response to the MCPTT server. Included in the response, is the PCK (PCK_1) encapsulated to the user associated with the initiating client, MCPTT client 1.  The PCK is then included in the SDP content of the response."
...

1.1) Issues

In both the stage 2 and stage 3 specifications, to originate an FTAC call:

A) client sends an INVITE with <session-type>="first-to-answer" and includes a list of desired targets

NOTE: for a "normal" private call, the client would include the PCK in the SDP offer in step A).
B) CF fans out the requests to the listed targets

C) CF accepts the first received 200 OK, sends CANCEls or BYEs to the remaining targets

D) forwards the 200 OK from the accepted target to the originating target.
A)-D) above work fine for a non-encrypted call, but for an encrypted call, issues becomes apparent. SA3's main concern seemed to be that the originating client would generate one key which would be distributed to all targeted clients, therefore theoretically allowing all to decrypt the transmitted voice.
2) Options

To avoid this problem the options include:

O1:

- have the targeted clients each provide a key in the response to the call origination request (SA3's specification), with the key provided by the accepted client used for the call.
O2:

- the client generates a PCK for each targeted client (and provides that list to the CF) or the CF takes on this task. The PCK sent to the accepted (terminating) client is used for the call.
NOTE: this would mitigate the security concern as all targeted clients would receive a unique key, but only the key sent to the client accepted for the call would be used to encrypt/decrypt.

O3:

- originating client starts a non-encrypted call, then sends a re-INVITE to the accepted client with an SDP offer containing the PCK. To prevent the call from starting as a non-encrypted call, the SDP offer of the original INVITE can contain an a=inactive attribute, the re-INVITE SDO offer can include a=sendrecv.
3) Evaluation

	Option
	Positives 
	Negatives
	Comments

	O1:

- have each targeted client provide a key in the 200 OK response's SDP answer for the call origination request (SA3's specification), with the key provided by the accepted client used for the call.
	-No delay in call setup 
-no delay in start of media
-conceptually closest to the SA3 33.180 specification


	-unorthodox usage of SDP (i.e. a=key-mgmt/PCK included in answer only)
-if the key provided by the terminating client can't be verified by the originator, the session needs to be released by a SIP BYE, as the SDP negotiation is already complete.
	-SDP usage is unorthodox but does not appear to be prohibited by any of the relevant RFCs, e.g., RFC 3264 and RFC 4567.

	O2:

- the client generates a PCK for each targeted client (and provides that list to the CF) or the CF takes on this task. The PCK sent to the accepted (terminating) client is used for the call.
	-no delay in call setup

-no delay in start of media

-relatively simple to specify
-originator determines need for encryption
	-significant additional processing for the originating client
-significant added size to originator's INVITE (i.e., 256 bit UID per targeted client).
	

	O3:

- originating client starts a non-encrypted call, then sends a re-INVITE to the accepted client with an SDP offer containing the PCK. 


	-relatively simple to specify
-originator determines need for encryption
	-longer call setup
-start of media delayed
	To prevent the call from starting as a non-encrypted call, the SDP offer of the original INVITE can contain an a=inactive attribute, the re-INVITE SDP offer can include a=sendrecv.


4)Recommendation
It is recommended to specify O1 as it avoids:
-the significant extra processing and INVITE packet size of O2

-the longer call setup and delayed media of O3

5)Message Flows

Figure 1 below shows the message flows for a "perfect case" first-to-answer encrypted call.
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Figure 1: O1 message flow, on demand with encryption
Observations:

-flow is identical to that of a non-encrypted first-to-answer call (excepting the a=key-mgmt attribute is in the SDP answer rather than the SDP offer.

- terminating client determines whether or not encryption will be used instead of the originator

Figure 2 below shows the message flows for an encrypted first-to-answer call using a pre-established session where the originator's verification of the terminator's signature fails, mandating the BYE to release the session. This scenario is shown as it is the most complex.
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Figure 2: O1, pre-established session, encryption, signature verification error
Observations:

- if terminating client requires encryption, a re-INVITE is needed when using a pre-established session to communicate that in an SDP offer. (Note that a re-INVITE is already required for emergency call scenarios).
- if signature verification fails as shown above, the session is released by MCPTT client 1 sending a SIP BYE.
- PF delays sending the media plane Connect message until receiving a 200 OK to the re-INVITE in a successful scenario

- in this failure scenario, the originating client sends a SIP BYE to release the session as the 4xx response to the re-INVITE will do nothing to reject the call.

6)Next Steps
It is proposed to agree to the specification of O1 for encrypted first-to-answer call as specified in the present document.
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