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1. Introduction
SA3 has adopted the EAP protocol (RFC 3748) for used in 5GS for network and 3rd party server authentication and authorization. This adoption of EAP protocol needs to be supported by 5G NAS, in particular 5GMM and 5GSM. This pCR proposes additions and changes to TR 24.890 to reflect this support of the generic EAP protocol which in turn supports EAP-AKA' method (for primary authentication) and other EAP methods (for secondary authentication)
2. Reason for Change
As outlined in C1-173086, the Primary authentication procedure (i.e. authentication at MM level) and Secondary authentication procedure (i.e 3rd party server authentication supported at SM level) specified in 33.501 will use the EAP generic protocol (RFC 3748) to run the EAP-AKA' method and other EAP methods (e.g. EAP-TTLS) at 5GMM and 5GSM (respectively).

Also argued in C1-173086, EAP protocol to perform authentication and authorization uses a series of EAP-Request and EAP-Response, EAP-Success, EAP-failure messages, convey the to be used EAP method.
Thus, the underlying 5GMM and 5GSM support of EAP protocol needs only go so far as to provide transport for these EAP protocol messages. i.e. in principle such EAP signalling, EAP methods and the EAP authentication and authorization process itself is transparent to 5GMM and 5GSM (for both Primary authentication and Secondary authentication respectively).
To keep such transparency of EAP from the 5G NAS, the successful outcome of the EAP authentication and authorization, if one is to follow TS 33.501 requirements, is conveyed in the underlying 5GMM and 5GSM procedure (eg. the initial registration procedure, the registration update procedure, the Session establishment procedure), see also analaysis in C1-173086.
However, there can be an abnormal case where the UE does not accept or wish not proceed with the authentication and authorization process and for that abnormal case, a need to support a standalone 5GMM and 5GSM message to transport of the EAP-failure is necessary.
.
3. Conclusions

TR 24.890 needs to be updated to reflect the above and what is set out in C1-173086.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 24.890 v0.2.1
* * * First Change * * * *
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8.2.x
Mobility management authentication and authorization procedure

8.2.x.1
General

The purpose of the mobility management authentication and authorization procedure is for the network to authenticate and authorizes the user's access and use of the network. The cases when the mobility management authentication and authorization procedure is used in the 5GS are defined in 3GPP TS 33.501 [xx]. As further defined in 3GPP TS 33.501 [xx], for mobility management level authentication and authorization in 5GS, the EAP protocol as defined in RFC 3748 [yy] shall be used for signalling and the EAP method to be used is EAP-AKA'.
8.2.x.2
Authentication and authorization initiation by the network
When a N1 NAS signalling conncetion exist, the network can iniatite the authentication and authorization procedure at any time by sending to the UE the AUTHENTICATION REQUEST message. 
When the network sends the AUTHENTICATION REQUEST message, the network shall provide within the authentication information IE, the EAP-AKA' method related information for the authentication and authorization challenge to the UE. The network shall then start timer Taa (see example figure 8.2.x.2.1).
In the same or ongoing authentication and authorization procedure, after the AUTHENTICATION RESPONSE is received from the UE and its authentication information processed, if the network wishes to continue with the authentication and authorization procedure, the network shall send another AUTHENTICATION REQUEST message, provding further authentication information placed in the authentication information IE.
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Figure 8.2.x.2.1: Authentication and authorization procedure
8.2.x.3
Authentication and authorization response by the UE
The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 8.2.x.4, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network. The authentication information IE of the AUTHENTICATION RESPONSE message shall contain the EAP-AKA' method related respond data.
Upon receipt of the AUTHENTICATION RESPONSE message, the network shall stop timer Taa.

Editor's note:
Further handling by the network of the respond data in the authentication information IE is FFS.

8.2.x.4
Authentication and authorization not accepted by the UE
The UE can decide not to accept or wish not to proceed with the authentication and authorization procedure started by the network. If so, the UE shall send the AUTHENTICATION FAILURE message setting the authentication information IE to reflect the EAP-Failure message and related EAP-AKA' method related data.
Editor's note:
The EAP-Failure message construct and contents, and the EAP-AKA' method failure related data are FFS.

Editor's note:
Further actions by the network on receiving AUTHENTICATION FAILURE are FFS.

8.2.x.5
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Taa expired
Editor's note:
Further abnormal cases are FFS

8.2.x.6
Abnormal cases in the UE

Editor's note:
Abnormal cases are FFS
* * * Next Change * * * *

8.5.x
Authentication request
8.5.x.1
Message definition
The AUTHENTICATION REQUEST message is sent by the network to the UE to authenticate and authorize the UE's access and use of network resources.
Message type:
AUTHENTICATION REQUEST
Significance:

dual

Direction:


network to UE
Editor's note:
The contents of the AUTHENTICATION REQUEST message is FFS.
8.5.y
Authentication response

8.5.y.1
Message definition
The AUTHENTICATION RESPONSE message is sent by the UE to the network in response to network's request to authenticate and authroize the UE's access and use of network resources.
Message type:
AUTHENTICATION RESPONSE
Significance:

dual

Direction:


UE to network
Editor's note:
The contents of the AUTHENTICATION RESPONSE message is FFS.
8.5.z
Authentication failure

8.5.z.1
Message definition
The AUTHENTICATION FAILURE message is sent by the UE to the network to indicate that the UE does not accept or wish not to proceed with the authentication and authorization procedure.
Message type:
AUTHENTICATION FAILURE
Significance:

dual

Direction:


UE to network

Editor's note:
The content of the AUTHENTICATION FAILURE message is FFS.
* * * Next Change * * * *

8.6
Timers of 5GS mobility management

Timers of 5GS mobility management are shown in table 8.6.1 and table 8.6.2
Table 8.6.1: Timers of 5GS mobility management – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Ta
	TBD
	TBD
	Transmission of REGISTRATION REQUEST message.
	REGISTRATION ACCEPT message received or REGISTRATION REJECT message received.
	Retransmission of REGISTRATION REQUEST message.

	Tb
	TBD
	TBD
	At registration failure and the attempt counter is equal to 5.
	REGISTRATION REQUEST sent


	Initiation of the registration procedure, if still required

	Tc
	TBD
	TBD
	
	REGISTRATION REQUEST sent


	Retransmission of the REGISTRATION REQUEST, if still required

	Te
	TBD
	TBD
	In 5MM-REGISTERED, when 5MM-CONNECTED mode is left.
	When entering state 5MM-DEREGISTERED or when entering 5MM-CONNECTED mode.
	Initiation of the periodic registration procedure


Table 8.6.2: Timers of 5GS mobility management – AMF side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Td
	TBD
	TBD
	REGISTRATION ACCEPT message sent at initial registration.

REGISTRATION ACCEPT message sent with Temporary User ID at mobility or periodic registration.


	REGISTRATION COMPLETE received
	Retransmission of REGISTRATION ACCEPT message.

	Taa
	TBD
	TBD
	Transmission of AUTHENTICATION REQUEST message
	AUTHENTICATION RESPONSE message or AUTHENTICATION_FAILURE message
	TBD


* * * Next Change * * * *

9.4.2
PDU session establishment authentication and authorization procedure

9.4.2.1
General

The purpose of the PDU session establishment authentication and authorization procedure is to enable the DN:

1)
to authenticate the upper layer's request to establish the PDU session;

2)
to authorize the upper layer's request to establish the PDU session; or

3)
both of the above.
The PDU session establishment authentication and authorization procedure can be performed only during the UE-requested PDU session establishment procedure, as defined in 3GPP TS 33.501 [xx]. As further defined in 3GPP TS 33.501 [xx], EAP protocol as defined in RFC 3748 [yy] shall be used by the DN for session mamangement level authentication and authorization in 5GS. The EAP method to be used by the DN for session mamangement level authentication and authorization is out of the scope of 3GPP and is not further mentioned in this document.
Editor's note:
FFS whether a dedicated messages for PDU session establishment authentication and authorization procedure are needed or whether some kind of a generic SM message can be defined and used.
9.4.2.2
PDU session establishment authentication and authorization procedure initiation
In order to initiate the PDU session establishment authentication and authorization procedure, the SMF shall create a PDU SESSION AUTHENTICATION REQUEST message.
The SMF shall set the authentication information IE of the PDU SESSION AUTHENTICATION REQUEST message to the authentication information provided by the DN.

Editor's note:
Further contents of the PDU SESSION AUTHENTICATION REQUEST message are FFS.

The SMF shall send the PDU SESSION AUTHENTICATION REQUEST message, and the SMF shall start timer Tm (see example in figure 9.4.2.2.1).
In the same or ongoing authentication and authorization procedure, after the PDU SESSION AUTHENTICATION RESPONSE is received from the UE and its authentication information passed over to the DN, if the DN provides further authentication information and indicates the wish to continue further with the authentication and authorization procedure, the SMF shall send another PDU SESSION AUTHENTICATION REQUEST message, with the further provided authentication information placed in the authentication information IE.
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Figure 9.4.2.2.1: PDU session establishment authentication and authorization procedure
Upon receipt of a PDU SESSION AUTHENTICATION REQUEST message and a PDU session ID, using the network-initiated SM message transport procedure as specified in subclause 8.4.1.1.1.1.3, the UE passes the authentication information IE of the PDU SESSION AUTHENTICATION REQUEST message to the upper layers.

9.4.2.3
PDU session establishment authentication and authorization procedure response
If the upper layers provide a responding authentication information, the UE shall create a PDU SESSION AUTHENTICATION RESPONSE message.
The UE shall set the authentication information IE of the PDU SESSION AUTHENTICATION ACCEPT message to the responding authentication information provided by the upper layers.

Editor's note:
Further contents of the PDU SESSION AUTHENTICATION ACCEPT message are FFS.

The UE shall transport the PDU SESSION AUTHENTICATION RESPONSE message and the PDU session ID, using the UE-initiated SM message transport procedure as specified in subclause 8.4.1.1.1.1.
Upon receipt of a PDU SESSION AUTHENTICATION RESPONSE message, the SMF shall stop timer Tm and provides the contents of the authentication information IE to the DN.
9.4.2.4
PDU session establishment authentication and authorization procedure failure
If the upper layers does not accept or wish not to proceed with the authentication and authorization procedure started by the DN, the upper layers can indicate as such and provide a responding authentication information. The UE shall then send the PDU SESSION AUTHENTICATION FAILURE message setting the authentication information IE to the authentication information provided by the upper layers.



Editor's note:
Further contents of the PDU SESSION AUTHENTICATION FAILURE message are FFS.

The UE shall transport the PDU SESSION AUTHENTICATION FAILURE message and the PDU session ID, using the UE-initiated SM message transport procedure as specified in subclause 8.4.2.2.1.1.
Upon receipt of a PDU SESSION AUTHENTICATION FAILURE message, the SMF shall stop timer Tm and provides the contents of the authentication information IE to the DN.
Editor's note:
Further actions by the DN and the network on receiving PDU SESSION AUTHENTICATION FAILURE are FFS.

9.4.2.5
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Tm expired
Editor's note:
Further abnormal cases are FFS

9.4.2.6
Abnormal cases in the UE

Editor's note:
Abnormal cases are FFS
* * * Next Change * * * *

9.5.4
PDU session authentication request
9.5.4.1
Message definition
The PDU SESSION AUTHENTICATION REQUEST message is sent by the network to the UE for authentication and authorization of the upper layers request to establish a PDU session.

Message type:
PDU SESSION AUTHENTICATION REQUEST
Significance:

dual

Direction:


network to UE
Editor's note:
The content of the PDU SESSION AUTHENTICATION REQUEST message is FFS. At least the following is needed: the authentication information (mandatory), extended protocol configuration options (optional).
9.5.5
PDU session authentication response
9.5.5.1
Message definition
The PDU SESSION AUTHENTICATION RESPONSE message is sent by the UE to the network in response to the PDU SESSION AUTHENTICATION REQUEST message and indicates the upper layers response to the PDU SESSION AUTHENTICATION REQUEST message.
Message type:
PDU SESSION AUTHENTICATION RESPONSE
Significance:

dual

Direction:


UE to network

Editor's note:
The content of the PDU SESSION AUTHENTICATION ACCEPT message is FFS. At least the following is needed: the authentication information (mandatory), extended protocol configuration options (optional).
9.5.6
PDU session authentication failure
9.5.6.1
Message definition
The PDU SESSION AUTHENTICATION FAILURE message is sent by the UE to the network in response to the upper layers indicating it does not accept or wish not to proceed with the authentication and authorization procedure.
Message type:
PDU SESSION AUTHENTICATION FAILURE
Significance:

dual

Direction:


UE to network

Editor's note:
The content of the PDU SESSION AUTHENTICATION FAILURE message is FFS.
* * * Next Change * * * *

9.6
Timers of 5GS session management

Timers of 5GS session management are shown in table 9.6.1 and table 9.6.2.
Table 9.6.1: Timers of 5GS session management – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Tx
	TBD
	TBD
	Transmission of PDU SESSION ESTABLISHMENT REQUEST message.
	PDU SESSION ESTABLISHMENT ACCEPT message received or

PDU SESSION ESTABLISHMENT REJECT message received.
	TBD

	Tm
	TBD
	TBD
	Transmission of PDU SESSION AUTHENTICATION REQUEST message.
	PDU SESSION AUTHENTICATION ACCEPT message received or PDU SESSION AUTHENTICATION FAILURE message received.
	TBD

	Tk
	TBD
	TBD
	Transmission of PDU SESSION MODIFICATION REQUEST message.
	PDU SESSION MODIFICATION COMMAND message with the same PTI is received or PDU SESSION MODIFICATION REJECT message received.
	TBD.

	Tz
	TBD
	TBD
	Transmission of PDU SESSION RELEASE REQUEST message.
	PDU SESSION RELEASE COMMAND message with the same PTI is received or PDU SESSION RELEASE REJECT message received.
	TBD


Table 9.6.2: Timers of 5GS session management – SMF side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Tm
	TBD
	TBD
	Transmission of PDU SESSION MODIFICATION COMMAND message.
	PDU SESSION MODIFICATION ACCEPT message received or PDU SESSION MODIFICATION REJECT message received.
	TBD

	Ty
	TBD
	TBD
	Transmission of PDU SESSION RELEASE COMMAND message.
	PDU SESSION RELEASE ACCEPT message received or

N1 SM delivery skipped indication received.
	TBD


* * * End of Change * * * *
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