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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
APN
Access Point Name
DTLS
Datagram Transport Layer Security
EAP
Extensible Authentication Protocol
EPC
Evolved Packet Core Network
ID
Identifier

IE
Information Element

IEI
Information Element Identifier 
LSB
Least Significant Bit
MAC
Media Access Control

MSB
Most Significant Bit
N3G
Non-3GPP Access

NBIFOM
Network-based IP flow mobility
PCO
Protocol Configuration Options
PDN
Packet Data Network
PDN GW
Packet Data Network Gateway
PTI
Procedure Transaction Identity
TWAG
Trusted WLAN Access Gateway

UE
User Equipment

WLAN
Wireless Local Area Network
WLCP
Wireless LAN control plane protocol
5.2.1
General

The purpose of the PDN connectivity establishment procedure is to establish PDN connectivity between the UE and the EPC. The procedure is used either to establish the first PDN connection or to establish subsequent PDN connections. When multiple bearer PDN connectivity model is used, the default WLCP bearer is also established. The procedure can be initiated only after successful EAP authentication and authorization has been completed and multi-connection mode of operation has been negotiated, as specified in 3GPP TS 24.302 [3].

The UE and the TWAG may include a Protocol configuration options IE in PDN connectivity establishment procedure if they wish to exchange (protocol) data (e.g. configuration parameters, error codes or messages/events).
If there is already a PDN connection for emergency bearer services established, the UE shall not request another PDN connection for emergency services.
If the UE attached for emergency services, i.e.received an MCM_RESPONSE with the AT_NOTIFICATION attribute indicating success for an MCM_REQUEST with ATTACHMENT_TYPE item set to "emergency attach" or "emergency handover" as specified in 3GPP TS 24.302 [3]: 
-
the UE shall establish the first PDN connection for emergency services or perform handover of an emergency PDN connection from 3GPP access; and

-
the UE shall not request any additional non-emergency PDN connections so long as the UE is attached for emergency services.
	*** Next Change ***


5.2.2
PDN connectivity establishment procedure initiation
The UE requests PDN connectivity establishment by sending a PDN CONNECTIVITY REQUEST message to the TWAG.
In order to request connectivity to a PDN using the default APN, the UE includes the Access point name IE in the PDN CONNECTIVITY REQUEST message according to the following conditions:

-
if use of a PDN using the default APN requires PAP/CHAP, then the UE should include the Access point name IE; and

-
in all other conditions, the UE need not include the Access point name IE.
In order to request connectivity to a non-default APN or to an additional PDN, the UE shall send a PDN CONNECTIVITY REQUEST message to the TWAG including the requested APN.
After sending the PDN CONNECTIVITY REQUEST message the UE shall start timer T3582 and enter the state PROCEDURE TRANSACTION PENDING (see example in figure 5.2.2.1).
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Figure 5.2.2.1: PDN connectivity establishment procedure

The UE shall set the PDN type IE in the PDN CONNECTIVITY REQUEST message to IPv4 if:

-
the UE is only IPv4 capable;
-
the UE is both IPv4 and IPv6 capable, has been allocated an IPv6 address for this APN and received the ESM cause #52 "single address bearers only allowed" and the request type is "initial request" or "emergency"; or

-
the UE is both IPv4 and IPv6 capable, has been allocated an IPv4 address for this APN, received the ESM cause #52 "single address bearers only allowed" and the request type is "handover" or "handover of emergency bearer services", and has not been allocated an IPv6 address for this APN.

The UE shall set the PDN type IE in the PDN CONNECTIVITY REQUEST message to IPv6 if:

-
the UE is only IPv6 capable;
-
the UE is both IPv4 and IPv6 capable, has been allocated an IPv4 address for this APN and received the ESM cause #52 "single address bearers only allowed" and the request type is "initial request" or "emergency"; or

-
the UE is both IPv4 and IPv6 capable, has been allocated an IPv6 address for this APN, received the ESM cause #52 "single address bearers only allowed" and the request type is "handover" or "handover of emergency bearer services", and has not been allocated an IPv4 address for this APN.

The UE shall set the PDN type IE in the PDN CONNECTIVITY REQUEST message to IPv4v6 if:

-
the UE is both IPv4 and IPv6 capable and has not been allocated an IP address for this APN and the request type is "initial request" or "emergency";

-
the UE capability is unknown in the UE (as in the case when the MT and TE are separated and the capability of the TE is not known in the MT); or

-
the UE is both IPv4 and IPv6 capable, has been allocated both IPv4 address and an IPv6 address for this APN and the request type is "handover" or "handover of emergency bearer services".

The UE shall not set the PDN type IE to PDN type value other than IPv4, IPv6 and IPv4v6.
The UE shall set the request type to "initial request" when the UE is establishing a new PDN connectivity. The UE shall set the request type to "handover" when the connectivity to a PDN is to be transferred from a 3GPP access network to the trusted WLAN access network. The UE shall set the request type to "emergency" when the UE is requesting a new PDN connection for emergency bearer services. The UE shall set the request type to "handover of emergency bearer services" when a PDN connection for emergency bearer services is to be transferred from a 3GPP access network to the trusted WLAN access network.
If the UE supports multiple bearer PDN connectivity, the UE shall set the Multiple bearer capability indicator bit to "WLCP multiple bearer PDN connectivity supported" in the UE N3G capability IE in the PDN CONNECTIVITY REQUEST message.

	*** Next Change ***


5.2.3
PDN connectivity establishment procedure accepted by the TWAG
Upon receipt of the PDN CONNECTIVITY REQUEST message, the TWAG checks if connectivity with the requested PDN can be established. If no requested APN is included in the PDN CONNECTIVITY REQUEST message and the request type is different from "emergency" and from "handover of emergency bearer services", the TWAG shall use the default APN as the requested APN. If the request type is "emergency" or "handover of emergency bearer services", the TWAG uses the APN configured for emergency bearer services or selects the statically configured PDN GW for unauthenticated UEs, if applicable.
If the requested PDN connection can be established, the TWAG shall send a PDN CONNECTIVITY ACCEPT message towards the UE. The TWAG shall retrieve the PTI from the PDN CONNECTIVITY REQUEST message and include it in the PDN CONNECTIVITY ACCEPT message. If the request type is different from "emergency" and from "handover of emergency bearer services", both the network identifier part and the operator identifier part shall be included in the Access Point Name IE. Additionally, the TWAG shall proceed as follows:
1)
if the UE indicated support of multiple bearer PDN connectivity capability in the received PDN CONNECTIVITY REQUEST message and the TWAG also supports multiple bearer PDN connectivity feature, the TWAG shall select to use Multiple bearer PDN connectivity model. The TWAG shall include in the PDN CONNECTIVITY ACCEPT message:
-
WLCP bearer identity. The TWAG shall assign a WLCP bearer identity using a value that has not yet been assigned to the UE, The WLCP bearer identity is used to identify the default WLCP bearer associated with the established PDN connection between the UE and the TWAG;
-
PDN connection ID. The TWAG shall set PDN connection ID to the same value as the assigned default WLCP bearer identity. The PDN connection ID is used to identify the PDN connection between the UE and the TWAG; and
-
User plane connection ID. The TWAG shall set User plane connection ID to MAC address of the TWAG. This MAC address is used by the UE and the TWAG to send the user plane packets for the default WLCP bearer established for this PDN connection; and
2)
otherwise if the UE did not indicate support of multiple bearer PDN connectivity capability in the received PDN CONNECTIVITY REQUEST message or if the UE indicated support of multiple bearer PDN connectivity capability but the TWAG does not support multiple bearer PDN connectivity feature, the TWAG shall select to use Single point-to-point connectivity model. The TWAG shall assign a PDN connection ID and include in the PDN CONNECTIVITY ACCEPT message:
-
PDN connection ID to identify the PDN connection between the UE and the TWAG; and
-
MAC address of the TWAG to the UE. This MAC address is used by the UE and the TWAG to send the user plane packets for this PDN connection.

If connectivity with the requested PDN is accepted, but with a restriction of IP version (i.e. both an IPv4 address and an IPv6 prefix is requested, but only one particular IP version, or only single IP version bearers are supported/allowed by the network), cause #50 "PDN type IPv4 only allowed", #51 "PDN type IPv6 only allowed" ", or #52 "single address bearers only allowed", respectively, shall be included in the PDN CONNECTIVITY ACCEPT message. Upon sending the message the TWAG shall enter the state PDN CONNECTIVITY PENDING and PROCEDURE TRANSACTION PENDING and start the timer T3585.
If the UE requested PDN type IPv4v6, but the PDN GW configuration or UE subscription dictates the use of IPv4 only or IPv6 only for this APN, the network shall override the PDN type requested by the UE to limit it to a single address PDN type (IPv4 or IPv6). In the PDN CONNECTIVITY ACCEPT message the TWAG shall set the PDN type IE to either "IPv4" or "IPv6" and the ESM cause value to #50 "PDN type IPv4 only allowed", or #51 "PDN type IPv6 only allowed", respectively. The UE shall not subsequently initiate another UE requested PDN connectivity procedure to the same APN to obtain a PDN type different from the one allowed by the network until:
-
a new EAP Authentication procedure is performed (e.g. a new WLAN is selected);

-
the PDN type which is used to access to the APN is changed;

-
the UE is switched off; or

-
the USIM is removed.

If the UE requested PDN type IPv4v6, but the operator uses single addressing per bearer, e.g. due to interworking with nodes of earlier releases, the network shall override the PDN type requested by the UE to a single IP version only. In the PDN CONNECTIVITY ACCEPT message sent to the UE, the TWAG shall set the PDN type IE to either "IPv4" or "IPv6" and the ESM cause value to #52 "single address bearers only allowed". The UE should subsequently request another PDN connection for the other IP version using the PDN connectivity establishment procedure to the same APN with a single address PDN type (IPv4 or IPv6) other than the one already activated.

The TWAG shall set the value of the IP Address IE in the PDN CONNECTIVITY ACCEPT message as follows:
-
If the PDN type IE in the PDN CONNECTIVITY ACCEPT message is set to IPv4 or IPv4v6, the PDN Address IE shall contain an IPv4 address for the UE; and
-
If the PDN type IE in the PDN CONNECTIVITY ACCEPT message is set to IPv6 or IPv4v6, the PDN Address IE shall contain an IPv6 interface identifier.
Upon receipt of the PDN CONNECTIVITY ACCEPT message, the UE shall check the PTI to identify the UE requested PDN connectivity, stop timer T3582 and enter the state PROCEDURE TRANSACTION INACTIVE. The UE should ensure that the PTI assigned to this procedure is not released immediately. The way to achieve this is implementation dependent. While the PTI value is not released, the UE regards any received PDN CONNECTIVITY ACCEPT message with the same PTI value as a network retransmission.
If the UE receives an IPv6 interface identifier in the PDN CONNECTIVITY ACCEPT message, the UE may wait for the Router Advertisement from the network with the IPv6 prefix information or it may send a Router Solicitation if necessary.
	*** Next Change ***


7.1.1
Message definition
This message is sent by the UE to the network to initiate establishment of a PDN connection. See table 7.1.1.1.

Message type:
PDN CONNECTIVITY REQUEST

Direction:


UE to network

Table 7.1.1.1: PDN CONNECTIVITY REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PDN connectivity request message identity
	Message type
8.2
	M
	V
	1

	
	Procedure transaction identity 
	Transaction identifier
8.3
	M
	V
	1

	
	Request type
	Request type
8.4
	M
	V
	1/2

	
	PDN type
	PDN type
8.5
	M
	V
	1/2

	28
	Access point name
	Access point name
8.6
	O
	TLV
	3-102

	27
	Protocol configuration options
	Protocol configuration options
8.7
	O
	TLV
	3-253

	33
	NBIFOM container
	NBIFOM container
8.13
	O
	TLV
	3-257

	xx
	UE N3G capability
	UE N3G capability 
8.x
	O
	TV
	1


7.1.2
Access point name

This IE is included in the message when the UE wishes to request network connectivity as defined by a certain access point name during the PDN connection establishment procedure.
7.1.3
Protocol configuration options

This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network.
7.1.4
NBIFOM container

This information element is used to transfer information associated with network-based IP flow mobility, see 3GPP TS 24.161 [10].
7.1.5
UE N3G capability
The UE shall include this IE to indicate UE capabilities related to non-3GPP access when the UE is accessing EPC via trusted non-3GPP access during the PDN connection establishment procedure.
	*** Next Change ***


7.2.1
Message definition

This message is sent by the network to the UE to acknowledge activation of a PDN connection. See table 7.2.1.1.

Message type:
PDN CONNECTIVITY ACCEPT
Direction:


network to UE
Table 7.2.1.1: PDN CONNECTIVITY ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PDN connectivity accept message identity
	Message type
8.2
	M
	V
	1

	
	Procedure transaction identity 
	Transaction identifier
8.3
	M
	V
	1

	
	Access point name
	Access point name
8.6
	M
	LV
	2-101

	
	PDN Address
	PDN address
8.8
	M
	LV
	6-14

	
	PDN connection ID


	PDN connection ID
8.9
	M
	V
	1

	
	User Plane Connection ID
	User Plane Connection ID
8.10
	M
	V
	6

	27
	Protocol configuration options
	Protocol configuration options
8.7
	O
	TLV
	3-253

	58
	Cause
	Cause
8.11
	O
	TV
	2

	33
	NBIFOM container
	NBIFOM container
8.13
	O
	TLV
	3-257

	xx
	WLCP Bearer identity
	WLCP bearer identity
8.y
	O
	TV
	1


7.2.2
Protocol configuration options

This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
7.2.3
Cause

The network shall include this IE, if the network allocated a PDN address of a PDN type which is different from the PDN type requested by the UE.
7.2.4
NBIFOM container
This information element is used to transfer information associated with network-based IP flow mobility, see 3GPP TS 24.161 [10].
7.2.5
WLCP Bearer identity
The TWAG shall include this IE if multiple bearer PDN connectivity is used and TWAG has assigned a WLCP bearer identity for the default WLCP bearer of the newly activated PDN connection.
	*** Next Change ***


7.7.1
Message definition

This message is sent by the UE to acknowledge establishment of a PDN connection. See table 7.7.1.1.

Message type:
PDN CONNECTIVITY COMPLETE
Direction:


UE to network
Table 7.7.1.1: PDN CONNECTIVITY COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PDN connectivity complete
	Message type
8.2
	M
	V
	1

	
	Procedure transaction identity 
	Transaction identifier
8.3
	M
	V
	1

	
	PDN connection ID


	PDN connection ID
8.9
	M
	TV
	1

	xx
	WLCP Bearer identity
	WLCP bearer identity

8.y
	O
	TV
	1


7.7.1
WLCP Bearer identity
The UE shall include this IE to acknowledge usage of multiple bearer PDN connectivity if WLCP bearer identity was included in the PDN connectivity accept message.

	*** Next Change ***


8.xx
UE N3G capability
The purpose of the UE N3G capability information element is to provide the network with information concerning aspects of the UE capabilities related to trusted non-3GPP access. The contents might affect the manner in which the network handles the operation of the UE. 
The UE N3G capability information element is coded as shown in figure 8.x.1 and table 8.x.1.

The UE N3G capability is a type 1 information element.

	7
	6
	5
	4
	3
	2
	1
	0
	

	UE N3G capability IEI
	0
	0
	0
	MBCI
value
	octet 1

	
	spare
	
	


Figure 8.x.1: UE N3G capability information element
Table 8.x.1: UE N3G capability information element

	MBCI (Multiple bearer capability indicator)

	

	Bit 0

	1) 1
	
	

	0
	
	WLCP multiple bearer PDN connectivity not supported

	1
	
	WLCP multiple bearer PDN connectivity supported
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8.xy
WLCP bearer identity

The purpose of the WLCP bearer identity IE is to identify a WLCP bearer (default or dedicated) with which one or more packet filters specified in a traffic flow aggregate are associated.
The WLCP bearer identity information element is coded as shown in figure 8.x.1 and table 8.x.1.

The WLCP bearer identity is a type 1 information element.

	7
	6
	5
	4
	3
	2
	1
	0
	

	WLCP bearer identity IEI
	WLCP bearer identity value
	octet 1


Figure 8.x.1: WLCP bearer identity information element

Table 8.x.1: WLCP bearer identity information element

	WLCP bearer identity (bits 0-3)

	

	1) 4
	1) 3
	1) 2
	1) 1
	

	0
	0
	0
	0
	

	to
	Reserved

	0
	1
	0
	0
	

	
	
	
	
	

	0
	1
	0
	1
	WLCP bearer identity value 5

	0
	1
	1
	0
	WLCP bearer identity value 6

	0
	1
	1
	1
	WLCP bearer identity value 7

	1
	0
	0
	0
	WLCP bearer identity value 8

	1
	0
	0
	1
	WLCP bearer identity value 9

	1
	0
	1
	0
	WLCP bearer identity value 10

	1
	0
	1
	1
	WLCP bearer identity value 11

	1
	1
	0
	0
	WLCP bearer identity value 12

	1
	1
	0
	1
	WLCP bearer identity value 13

	1
	1
	1
	0
	WLCP bearer identity value 14

	1
	1
	1
	1
	WLCP bearer identity value 15

	


	*** End Change ***
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